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PREFACE 

(U) The Air Force Intelligence, Surveillance, and Reconnaissance Agency (AFISRA) 
History Office staff researched, prepared, and produced this history on the agency's 
activities between 1 January and 31 December 2012. The document covers continuing 
dynamic changes in intelligence, surveillance, and reconnaissance (ISR) organizations, 
systems, and operations. It also discusses the development of new ISR programs as well 
as progress and innovation in other traditional ISR efforts. Particular emphasis is also 
placed on the commander's top ten priorities discussed in chapter three. 

(U) As in the previous year, the History Office staff found the number and 
complexity of topics continued to grow. With the winding down of Operation 
ENDURING FREEDOM in Afghanistan, the surge of ISR in the U.S. Central Command area 
of responsibility and other parts of the world still produced numerous challenges. The 
task of writing the 2012 history was also challenging. Sequestration and furlough action 
impacted the history's production with the loss of 18 mandays alone. Additionally, the 
history office responded to, and coordinated on, numerous organizational reviews from 
the senior staff. To meet these challenges, the AF ISR Agency staff and personnel 
around the globe labored to achieve the common goals as envisioned by our senior 
leadership. These visions or directions guided the choice of topics for this history. 
Despite a constrained fiscal environment, the agency managed to lead the overall Air 
Force ISR enterprise effort. Their story is documented here and is based on the 
thousands of documents collected and used in the writing of this history. 

(U) The AF ISR Agency historians would like to thank the leadership and staff 
throughout the organization for their advice, detailed interviews, and of course the 
numerous supporting documents. That support allowed the History Office to produce 
this volume. 
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IV-14 (U) Directorate of Communications Organizational Chart. 

(Page 155) 

IV-15 (U) Directorate of Financial Management and Comptroller Office 

Chart, (Page 159) 

IV-16 (U) Fiscal Year 2012 Obligation of Funds Status, 13 May 2012. 

(Page 160) 

IV-17 (U) President Barack H. Obama signs the Budget Control Act of 

2011, 2 August 2011. (Page 162) 

IV-18 ( S// B E L) AF ISR Agency FY 12 Baseline Funding. (Page 163) 

IV-19 (U) AF ISR Agency Programming Paths. (Page 164) 
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IV-20 (U) Fiscal Year 2014-2018 General Defense Intelligence Program 

Initiatives for AF ISR Agency. (Page 165) 

IV-21 (U) Air Force Inject into the NSA CCP Process. (Page 166) 

IV-22 (U) Air Force Program Objective Memorandum Prioritized Board 

Recommendation. (Page 168) 

IV-23 (U) Inspector General Organizational Chart. (Page 170) 

IV-24 (U) 2012 Inspection Trends. (Page 172) 

IV-25 (U //FOUO ) Agency Total Mishaps, FY08 through FY12. (Page 174) 

IV-26 (U // F QU Q) Security Office Organizational Chart. (Page 176) 

IV-27 (U //FOUO ) Special Missions Directorate Chart. (Page 177) 
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(U) CHRONOLOGY 
1 January - 31 December 2012 



2-13 Jan 12 



10 Jan 12 



13 Jan 12 



24 Jan 12 



27 Jan 12 



(U) The AF ISR Agency participated in the Air Combat Command's 
Directorate of Operations (A3) Combat Air Force (CAF) WEPTAC at 
Nellis AFB, Nev. (Pages 144-145) 

(U) The U,S. Navy acquired the USNS Howard O, Lorenzen 
(COBRA KING) for the Air Force with a scheduled delivery of the 
ship to the Air Force sometime in 2013. (Page 101) 

(U) Major General Robert P. Otto, the Air Force Intelligence, 
Surveillance, and Reconnaissance Agency (AF ISR Agency) 
Commander, attended the Joint Issues Board (JIB) meeting at the 
National Security Agency (NSA) building. Fort Meade, Md. (Page 




(U) The Financial Management Board met to consider the 
commander's top 10 priorities. (Page 166) 



31 Jan 12 (U) The Expeditionary Processing Exploitation and Dissemination 

(ExPED) Fundamentals Course (EFC) began at Beale AFB, Calif. 
(Pages 145-146) 



1 Feb 12 (U) The Plans, Programs, Requirements, and Assessments 

(A5/8/9) Directorate restructured. (Pages 153-154) 

2 Feb 12 (U //FOUO ) Brig Gen Jim H. Keefer, Deputy Chief, Central Security 

Service (DCHCSS), asked the AF ISR Agency commander several 
questions prior to transfer of the facilities at the Lackland Training 
Annex to AF ISR Agency. (Page 150) 

16 Feb 12 (U //FOUO ) The agency's first Weapons and Tactics Compliance 

and Standardization Requirements List (C&SRL), AFISRACL 90-212 
published. (Page 144) 

18 Feb 12 ( TS//S I // R EL TO USA, FV -E V) Air Combat Command and 361 ISRG 

lost the crew of RATCHET 33 outside of Camp Lemonier, Djibouti 
when their U-28A aircraft crashed returning from a combat sortie. 
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27 Feb 12 
12 Mar 12 

12 Mar 12 

13 Mar 12 

23 Mar 12 
27 Mar 12 

28-29 Mar 12 
2 Apr 12 

4 Apr 12 

5 Apr 12 



The crew included 



(Page 111) 



(U) The AF ISR Agency inactivated its Det 4 operation, and in its 
place activated Det 1, 543d ISR Group and the 743d Intelligence 
Support Squadron as subordinate units under the group. 

(Page 14} 



(U) Air Force Personnel Officials announced a third round of 
Voluntary Separation Incentive Program/Voluntary Early 
Retirement Authority actions. The program impacted three 
civilian specialties. (Pages 134-135) 

(U) The Civil Engineering Facilities Council met. (Pages 149-150) 




(U) A revised AFI 90-201, The Air Force Inspection System , 
published. (Page 171) 

(U) The Independent Strategic Assessment Group (ISAG) visited 
the agency to study the operational and organizational structure 
of Air Force Intelligence, Surveillance, and Reconnaissance. 

(Page 24) 

(U) The agency commander hosted a two-day mini-conference 
for his wing, center, and group commanders. (Pages 27-28) 

( S / /R EI TO U S A) F V E Y) The Air Force Airborne Cueing and 
Exploitation System Hyperspectral (ACES-HY) deployed to 
Afghanistan. (Page 83) 

( TS//S I /TK//N E) Maj Gen Robert P. Otto, AF ISR Agency 
Commander, decided on COA 2b to deliver an AFISRA ISR 
capability to Nellis AFB for exercise RED FLAG 13-3. (Page 78) 

(U) Crews began pouring the concrete foundation of the new Air 
Force Technical Applications Center Headquarters building at 
Patrick AFB, Fla. (Pages 151-152) 
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6 Apr 12 



(U) General Otto attended the JIB meeting at the NSA on Fort 
Meade. (Page 28) 



7 Apr 12 

25 Apr 12 

26 Apr 12 



1 May 12 



3 May 12 



(U) Secretary of the Air Force Michael A. Donley issued guidance 
on an Air Force-wide furlough in the event of a Government 
shutdown. (Page 135) 

(U) The Civil Engineer identified possible assets at the lackland 
Training Annex (LTA) for agency use. (Page 150) 

( TS//S I /TK//N E) An AF ISR Agency/AFSPC-sponsored six-month 
study to review space ISR capabilities was published. 

(Pages 106-107) 

(U) Under a headquarters rebalancing initiative, the agency 
inactivated six operating locations and deleted another seven 
administrative sites. (Page 15) 

(U) The Civil Engineer briefed the AF ISR Agency senior leadership 
on the NSA Washington's 10-year 9800 area site plan. (Page 152) 



16 May 12 



(U) Brigadier General Scott A. Bethel, the AF ISR Agency's Vice 
Commander, retired. (Page 6) 



16 May 12 (U) The Financial Management and Comptroller updated the AF 

ISR Agency Commander on specific FY 2012 budget shortfalls. 
(Page 159) 



17 May 12 



24 May 12 



(U) The agency published "Multi-INT Fusion White Paper," which 
set out to define the terms of reference, assumptions, risks and 
issues regarding multi-intelligence fusion. (Page 69) 



retired. (Page 9) 



he Chief of Force Readiness, 



24 May 12 (U) The Operations Integration Division (A3F) renamed Strategic 

Operations Division (A3S) and Intelligence, Surveillance, and 
Reconnaissance Division (A3C) established. (Pages 141-142} 

30 May 12 




1 Jun 12 



Chief, retired. (Page 8) 



the Command 
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1 Jun 12 


(U) the agency's Chaplain, moved to 

Randolph AFB, Texas, to become the Air Education and Training 
Command (AETC) Chaplain. assumed 

Chaplain duties with Schaick's departure. (Page 9) 


6.1 tin 12 


(U) Crews erected the first of 350 tons of steel beams for the new 
AFTAC Headquarters. . (Pages 151-152) 


13 Jun 12 


(U) assumed command of the 361st 

Intelligence, Surveillance, and Reconnaissance Group from 

(Page 


15 Jun 12 


(U) the agency's Director of Information 

and Communications, retired. (Page 9) 

(U) The agency activated the 548th Operations Support Squadron 
(OSS) at Beale AFB, Calif., subordinate to the 548th ISR Group. 
(Page 17) 


19-21 Jun 12 


(U) The AF ISR Agency hosted a Processing Exploitation and 
Dissemination Reachback Working Group. (Page 147) 


21 Jun 12 


(U) B^^BMI^BB^ecame the new agency's new Executive 
Director. (Page 8) 


25 Jun 12 




29 Jun 12 


(U) agency's Director of 

Operations, retired. (Page 8} 


29 Jun 12 


(U) Major General Otto issued his guidance on planning and 
funding of conference activities. (Page 159) 


30 Jun 12 


(U) The Air Force issued a stop work order to the contractor 
MAV6 on the second increment of BLUE DEVIL. (Page 92) 


IJul 12 


(U) the agency's Surgeon 

General, moved to Randolph AFB to become the AETC Surgeon 
General. His replacement, , assumed duty 

with the agency. (Page 9) 
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lJut 12 
2 Jul 12 

6 Jul 12 

9 Jul 12 
10-11 Jul 12 

12 Jul 12 

13 Jul 12 
20 Jul 12 

22-27 Jul 12 

25 Jul 12 

27 Jul 12 



ium) The agency reassigned the 52d Expeditionary Intelligence 
Squadron (EINS) from the 

at Bagram Airfield, Afghanistan. 

(Page 22) 



(U) the agency's Assistant Vice 

Commander, received a promotion to brigadier general and a new 
assignment to be the Director of Intelligence for European 
Command. (Page 7) 



(U) The agency activated the 497 OSS at Langley AFB, Va., 
subordinate to the 497th Intelligence, Surveillance, and 
Reconnaissance Group (ISRG). (Page 16) 

(U) became the Director of Operations. 

(Page 8) 

( TS//S I /TK//NF ) The AF ISR Agency conducted a site survey of 
Nellis AFB, Nev. for beddown of ISR forces to support RED FLAG 
exercises. (Pages 78-79} 

(U) the 480th ISR Wing Commander, 

became the AF ISR Agency's Vice Commander. (Page 6) 



(U) General Otto attended the JIB at Fort Meade. (Page 28). 

(U) duties as the 

new Command Chief. (Page 8) 



(U) The STAN/EVAL Division (A3V) hosted an annual workshop for 
AF ISR Agency field units. (Page 143) 




(U) The AF ISR Agency activated the 45th Intelligence Squadron at 
Langley AFB with assignment to the 497th ISR Group. (Page 16) 



1 Aug 12 (U) became the agency's new Assistant 

Vice Commander. In his previous assignment, he served as the 
55th Wing's Vice Commander at Offutt AFB, Nebr. (Page 7) 
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1 Aug 12 
4 Aug 12 
8 Aug 12 

10 Aug 12 
22 Aug 12 

24 Aug 12 

10 Sep 12 
13 Sep 12 

16 Sep 12 

18 Sep 12 




Director of Information and Communications. (Page 9} 

(U) Major General Robert P. Otto released his memo on Defense 
Civilian Intelligence Personnel System (DCIPS) performance 
evaluations. (Page 138) 

(UJ The Civil Engineering Facilities Council met. (Page 150) 

(U) A "Steel Signing" ceremony marked the formal end of phase III 
of the AFT AC Headquarters construction project. (Page 152) 

(U //FOUO ) The AFCO Programming Division (A8P) developed and 
administered an NSA Business Intelligence Office endorsed and 
led Basis of Estimate (BOE) training plan. (Page 53) 

(U) The AF ISR Agency Judge Advocate General added an 
Operations Attorney Advisor Position. (Page 172) 

(U#SOUO) The AF ISR Agency Commander proposed a broad 
United States Signals Intelligence Directive (USSID) 3000 billet 
construct to the DHCSS. (Page 52) 

(U // E OUO ) The AF ISR Agency asked NSA for permission to retain 
control/ownership its buildings in the LTA's 300 area at the 
Medina Base Annex. (Page 150) 

(U) The Vindicator Alarm System for the AF ISR Agency 
Headquarters buildings failed. (Page 175) 



20 Sep 12 (U) The Vindicator Alarm System repaired and returned to service. 

(Page 176) 



30 Sep 12 (II) The third DCIPS closeout began. (Page 138) 



1 Oct 12 (U) The AF ISR Agency restructured NASIC and its units. In the 

change, all four subordinate groups: the Air and Cyberspace 
Analysis Group to Air and Cyberspace Intelligence Group; the 
Space and Missiles Analysis Group to Space, Missiles and Forces 
Intelligence Group; the Data Analysis Group to the Geospatial and 
Signatures Intelligence Group; and the Global Threat Analysis 
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1 Oct 12 



2 Oct 12 
5 Oct 12 

10 Oct 12 

11 Oct 12 
16-18 Oct 12 



26 Oct 12 
9 Nov 12 



16 Nov 12 



20 Dec 12 



21 Dec 12 



Group to Global Exploitation Intelligence Group. Five squadrons 
were also realigned. (Page 18) 

( S//NF ) COBRA DANE transferred from the DNI to the Air Force. 
Its intelligence mission ended, but the space surveillance and 
ballistic missile defense missions continued. (Page 99) 

(U) The Civil Engineering Facilities Council met. (Page 150) 



(U) The agency inactivated the 306 IS (Provisional) at Beale AFB 
and activated the permanent squadron, the 306 IS. (Page 22) 





(U) The Operations Directorate's Weapons and Tactics Branch 
(A30W) hosted the AF ISR Agency's 2012 Tactics Review Board 
(TRB). (Pages 144-145) 

(U) General Otto attended the JIB at Fort Meade. (Page 28). 

(U) The ISAG returned to the AF ISR Agency to gather additional 
information on ISR operations. (Page 25) 

( C//REL TO USA, E VEY ) A number of important tasking USSIDS 
staffed by the AFCO gained final NSA approval. (Pages 55-56) 

(U) Secretary of Defense Leon Panetta issued his guidance on DoD 
Daily Operations under the implementation of the expected 
sequestration on 1 January 2013. (Page 161) 
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CH APTER ONE 

COMMAND, MISSION, and ORGANIZATION 



Introduction 



(U) On 10 August 2012, General Norton A. Schwartz, Chief of Staff of the United States 
Air Force (CSAF), retired from active duty. General Mark A. Welsh III, formerly United States 
Air Forces in Europe (USAFE) Commander at Ramstein Air Base (AB), Germany, accepted 
charge over the Air Force as the new chief. As the CSAF, he gained the responsibility to 
organize, train, and equip over 690,000 active duty. Guard, Reserve, and civilian forces. He 
came into the new position with a varied background, including positions in fighter 
operations, in USAFE and the Air Education and Training Command (AETC), and in intelligence. 
One intelligence assignment made him the Deputy Commander, Joint Functional Component 
Command for Intelligence, Surveillance and Reconnaissance (ISR), U.S. Strategic Command, at 
Bolling AFB, Washington, D.C. from June 2005 to June 2007. In the second job, he served in 
the Central Intelligence Agency (CIA) as the Associate Director for Military Support and 
Associate Director for Military Affairs in D.C., from August 2008 to December 2010. 1 




ILLUSTRATION 1-1 (U), Photo, Changing leadership over the Air Force. Left to Right: Secretary 
of Defense Leon E. Panetta, General Martin Dempsey, Chairman, Joint Chiefs of Staff, Michael 
B. Donley, Secretary of the Air Force, General Norton A. Schwartz, General Mark A. Welsh III, 
and CMSAF James A. Roy, 10 August 2012. 
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ILLUSTRATION 1-2 (U), Photo, Passing of the CSAF Flag from General Schwartz to Secretary of 
the Air Force Michael B. Donley; and ILLUSTRATION 1-3 (U), Photo, General Mark A. Welsh III 
taking the oath of office as new Chief of Staff of the Air Force, 10 August 2012. 

(U) In early 2011, Secretary Donley and General Schwartz published a posture 
statement for the USAF. They named ISR as a core function and an acquisition priority for the 
Air Force in 2012. To provide global vigilance, or surveillance around the world, the USAF 
aggressively pursued better ISR capabilities and capacities. Although many surveillance 
programs involved space, the USAF also wanted new investment in ground- and air-based 
programs. In 2011, however, the legislative branch did not produce a defense appropriations 
bill, and as a result the USAF only received 24 of the planned 48 MQ-9 Reapers for 2011. 
Furthermore, the budget issue caused the USAF to miss its Department of Defense (DoD) 
requirement to perform 65 MQ-1/9 Combat Air Patrols (CAPs) over Afghanistan by 2013. 2 

(U) The budget impasse affected all services and all aspects of USAF operations. As 
mentioned, the USAF wanted to increase MQ-9 Reaper production to put 65 ISR Combat Air 
Patrols (CAPs) in the air in FY2013. That plan also extended U-2 Dragon Lady operations into 
FY2015, while buying 11 more RQ-4 Block 40 Global Hawks for improved high altitude 
surveillance. The plan allowed the USAF to reduce the U-2 program slowly as more RQ-4 
Block 30s become operational, to stop RQ-4 Block 40 production at 11 aircraft, and improve 
the RQ-4 Block 30 platform with new intelligence systems. 3 

(U) Budget issues continued through FY2012 into the first quarter of FY2013. In that 
period, America's involvement in a prolonged war against the al Qaeda terrorist network in 
Iraq and Afghanistan neared an end. The return of combat forces from Iraq and reduction of 
forces in Afghanistan opened a new chapter in USAF history. That chapter featured the use of 
airpower to support low-cost, small-footprint operations anywhere in the world— notably the 
Asia-Pacific region and the Middle East. The DoD released new strategic guidance to 

TOP SECRET//HCS/SI/TALENT KEYHOLE//FG I GBR//RSEN/ORCON/NOFORN//F I SA 

2 

UNCLASSIFIED 



UNCLASSIFIED 




emphasize that change, it called for the USAF to be "smaller and leaner— but agile, flexible, 
ready, and technologically advanced." It asked the USAF to conduct military missions that 
protected America's core national interests, including: 4 

Primary Air Force Missions 

• Succeeding in current conflicts 

• Defeating al Qaeda and its affiliates 

• Deterring and defeating aggression 

• Countering weapons of mass destruction 

• Operating effectively in cyberspace and across all domains 

• Maintaining a safe and effective nuclear deterrent 

• Protecting the homeland. 

(U) Primary Air Force Missions. Source: FY2013 Air Force Posture Statement, Presentation to 
the Committee on Armed Services," 28 Feb 12, SD 1-31 . 

(U) Those core interests also revealed the importance of ISR capabilities to 
counterterrorism and irregular warfare, especially in future conflicts against extremist threats. 
The USAF ISR used a mix of aircraft, sensors, and a processing, exploitation, and dissemination 
architecture (PED) to provide an unparalleled decision-making advantage to U.S. military and 
civilian leaders. The future strategic environment, however, meant extending USAF ISR 
capabilities into contested battle spaces. It also meant a continuing modernization of ISR 
capabilities in the USAF at a time of fiscal constraints. Between 2001 and 2012, fiscal 
pressures caused the USAF to reduce its inventory by over 500 aircraft and trimmed its 
personnel end strength by thousands of airmen. Wartime pressures, however, led the DoD 
and USAF to dramatically increase its investment in ISR aircraft and resources. Nevertheless, 
the reductions left the USAF with its smallest force since its birth in 1947. In the face of 
further fiscal pressure, the USAF planned more reductions, cutting its combat-coded fighter 
squadrons from 60 to 54 {31 active and 23 reserve squadrons) and retiring 280 aircraft from 
its combat and combat support aircraft fleets between FY2013 and FY2017. 

(U) Despite the increase in ISR assets, the budget pressure impacted the USAF's ISR 
aircraft fleet. The USAF altered its FY2011 plans significantly. Rather than improving 18 RQ-4 
Global Hawk Block 30 aircraft, the USAF decided to retire them all to save money from 
planned RQ-4 upgrades and its high operational costs. Instead, the USAF decided to retain the 
U-2S Dragon Lady program as a "fiscally and operationally responsible choice." Furthermore, 
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the USAF decided to transfer the MC-12W Liberty from Air Combat Command to the Air 
National Guard (ANG) to continue the medium altitude ISR effort. As part of that decision, the 
USAF tasked the MC-12W to take on the divested RC-26 mission. Lastly, the USAF retired one 
E-8C Joint Surveillance Target Attack Radar System (JSTARS) that was damaged beyond 
economical repair. 6 



(U) Given the intent to reduce ISR forces, at a 26 April 2012 Air Force Association 
breakfast Lt Gen Larry D. James, the Deputy Chief of Staff for ISR (AF/A2), talked about the 
future of ISR. To preface his discussion, General James said there are more than 20,000 
airmen working ISR missions daily with more than 1,000 deployed in combatant commands to 
execute joint-service missions. James also stated that airmen collected, processed, analyzed 
and disseminated more than 1.3 million megabytes of information a day. As his assessment, 
James stressed: 7 

The Air Force truly is all in when it comes to conducting this ISR mission in support of 
our joint partners around the globe. If you look across the ISR enterprise, we fly about 
1,500 hours of airborne ISR missions every day. {Those missions] include more than 
1,000 hours of fufi-motion video daily, as well. The airmen then take this information 
and produce more than 1,400 intelligence products each day. The Air Force then fuses 
intelligence information and brings it to partners through a flexible global network 
called the Distributed Common Ground System. So I would offer, frankly, that this is 
probably the gold standard of today in terms of intelligence processing capability on a 
global scale." 

(U) General James said the Air Force would look at how that large amount of data is 
used and how it would be used in the future. That examination included how the ISR 
enterprise will look in the next decades. James claimed, "The future of ISR is going to be 
network-centric, with the information being readily available in a way that is efficient and 
useable." Furthermore, analysts will need speed and effectiveness to use the huge amounts 

of information to solve various problems, That efficiency will require a common architecture 

8 

that moves data from all domains and across dissimilar platforms rapidly and efficiently. 

( U) Besides network systems, General James talked about the success of ISR since 
2002. He said the USAF operated in a permissive environment, but would have to operate in a 
non-permissive environment in the future. That "need to operate" would drive the ISR 
requirements of tomorrow. To explain, he said ISR capabilities on the MQ-1 Predator and 
MQ-9 Reaper would be severely limited in an A2/AD (anti-access/area denial) conflict. 
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Platforms, like the F-22 Raptor and F-35 Lightning II, carried an array of sensors that could 
collect intelligence inside non-permissive environments. James also stressed that those 
capabilities were not currently integrated into the global ISR enterprise. In summary, the 
general said the USAF was working to "bring information in from every domain - air, space and 
cyber." 9 



(U) While the USAF focused on the future. General Schwartz reflected on the successes 
of 2011, and he in fact called it a "landmark year." The year included the Arab Awakening, a 
time with protests in Tunis, an end to President Hosni Mubarak's 30-year reign in Egypt, and 
other sweeping events from Northern Africa to the Arabian Peninsula. In that period, the USAF 
also answered a call to enforce a no-fly zone over Libya and provided disaster relief to Japan. 
For the first event, airmen flew roughly 65 percent of all coalition sorties in Libya. The USAF 
effort provided 99 percent of the airlift, 79 percent of the air refueling, 50 percent of airborne 
reconnaissance, and 40 percent of strike missions. For the latter event, the USAF evacuated 
7,500 Americans from hazardous zones and delivered nearly 5 million pounds of relief supplies. 
At the same time, the USAF used remotely-piloted aircraft (RPAs) to provide vital ISR of the 
disaster area. Those concurrent operations demonstrated the USAF's ability to provide full- 
spectrum airpower anywhere in the world. And in 2012, the demand for airpower continued. 10 



COMMAND 

(U) Throughout 2012, Maj Gen Robert P. Otto commanded the AF ISR Agency in its 
effort to provide world-class ISR support to America's warfighters. In July 2011, he came to 
Lackland AFB in San Antonio, Texas, from Headquarters USAF in the Pentagon at Washington, 
District of Columbia (DC). There, he worked as the Director of ISR Capabilities (A2C) with the 
responsibility for all Air Force ISR programs and projects. That responsibility included the U-2, 
Global Hawk, Predator, RC-135, F-16, the Theater Airborne Reconnaissance System, Cobra 
Dane, Cobra Judy, the Distributed Common Ground System, and other unit-level intelligence 
systems. He also developed and advocated Air Force policy on targeting, human intelligence, 
geospatial intelligence, measurement and signatures intelligence (MASINT), and signals 
intelligence (SIGINT). 11 At the agency. General Otto examined his ongoing activities, and then 
he established 10 priority programs to address various ISR issues. His priorities are shown in 
Illustration 1-4 and fully discussed in Chapter Three of this history: 12 
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Commander's Top 10 Priorities 

1. Fix Linguist Retention and Manning 

2. Fill Current AF 1SR Civilian Vacancies 

3a. Develop Roadmap for Multi-Domain Fusion 

3b. Develop PED Capacity Model 

4. Grow Cyber ISR Analysts 

5. Improve Image Quality in ISR Enterprise 

6. MC-12W Remote 

7. Create ISR Red Flag Operational Test & Evaluation 

8. Rebalance Headquarters Staff 

9. Get the Right People in the Right Place (Deployments) 

10. Create an ISR Studies and Analysis Function 

ILLUSTRATION 1-4: (U) Commander's Top 10 Priorities. Source: Email (U), AFISRA/DS to 
AFISRA/A1, "General Otto's Top 10 Priorities," 18 Oct 2011, SD 1-34 

The Vice Commander 



(U) In mid-November 2011, Brig Gen Scott A. Bethel became the AF ISR Agency's vice 
commander. He worked previously as the Director of ISR Strategy, Integration and Doctrine 
under the Deputy Chief of Staff for ISR on the Air Staff. As the vice commander, he normally 
worked in the Air Force Cryptologic Office (AFCO) to represent the agency to the National 
Security Agency (NSA) at Fort Meade, Md. On occasion. Bethel worked at Lackland AFB during 
a few of General Otto's absences. He retired on 16 May 2012; his replacement, ■ 

took over the job on 12 July, 




ILLUSTRATION 1-5: (U) Brig Gen Scott A, Bethel and < AF ISR Agency Vice 

Commanders. Sources: Biography (U), AFISRA/PA, "General Bethel," 2011, SD 1-3 ; and 
Biography (U), AFISRA/PA, " Jul 12, SD 1-35 . 
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(U) The Vice position remained vacant from 17 May to 12 July when 

assumed that duty at Fort Meade. Previously, worked with the AF ISR 

Agency enterprise: the 373d ISR Group (ISRG) commander at Misawa AB, Japan, from August 
2007 to July 2009; the AF ISR Agency Director of Plans, Programs, Requirements, and 
Assessments from August 2009 to September 2010; and 480th ISR Wing (ISRW) commander at 

Langley AFB, Va. 14 

(U) To assist General Otto at Lackland, the agency created an assistant vice 
commander's position. The assistant managed the agency's worldwide cryptologic mission to 
support U. S. and Allied warfighting commanders. He provided cryptologic and ISR support to 
the USAF and to joint commanders, while offering technical and administrative guidance to 
the cryptologic community. He assisted the agency with its acquisition activities, operations 
security, and signals security. As a last duty, he supplied USAF and Air Reserve commanders 
with intelligence products and services. ' , the former 70 ISRW 

commander at Fort Meade, became the first assistant vice commander on 1 June 2011, and a 
promotion to brigadier general moved him on 2 July 2012 to Headquarters European 
Command (EUCOM) to be its Director of Intelligence. 15 

<U) On 1 August, became the Assistant Vice Commander. He came 

to Lackland with an extensive background in intelligence. Notable assignments included 
commanding the 31st Intelligence Squadron at Fort Gordon, Ga., and being the Director of 
Signals Intelligence for the NSA site at Kunia, Hawaii. Prior to his assignment in the AF ISR 
Agency, i worked as the 55th Wing Vice Commander at Offutt AFB, Nebr., with 
responsibility for the RC-135 Rivet Joint system. 16 




ILLUSTRATION 1-6: (U) Brig Gen John D. Bansemer and AF ISR Agency 

Assistant Vice Commanders. Source: Photo 5 and 6 (U), AFISRA/PA, 2011. 
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Other Key Leaders 

(U) Besides the commander, vice commander, and assistant vice commander, the AF 
ISR Agency had several other key positions. directed the AFCO at Fort 

Meade, while holding a temporary position as the agency's Executive Director at Lackland 
until late June 20 12. 17 The new Executive Director, arrived in San Antonio 

on 21 June, but he did not begin working at the agency until early July. came to the 

agency from Peterson AFB, Colo., where he performed duties as the Deputy Director of Air, 
Space, and Cyberspace Operations for Air Force Space Command (AFSPC). 

, performed the duties of the Director of Staff and Technical Advisor. That 
position made him the primary point of contact between the commander and his key staff. 19 
The agency also relied on to advise the 

commander on enlisted matters through his 1 June 2012 retirement. I replacement, 

1 came to Lackland on 20 July from Manas, Kyrgyz Republic, where she 

advised the 376th Air Expeditionary Wing's commander about matters related to the health, 

20 

welfare, and morale of over 1,200 military personnel. 




ILLUSTRATION 1-7: {U) , AFCO Director; AF 

ISR Agency Director of Staff; and ZB Executive Director. Source: Photo 2, 3, 

and 7 (U), AFISRA/PA, 2011. 

The A-Staff Directors 



(U) M j worked as the Director of Operations (A3) until his 

retirement ceremony on 29 June 2012. His replacement, , came from NASIC, 

where he commanded the Space and Missiles Analysis Group. On 9 July, he assumed the A3 
duties, i , the Director of Plans, Programs, Requirements and 

Assessments (A5/8/9), , the Director of Intelligence (A2), and 
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Costey, the Director of Manpower and Personnel (Al), guided their staff activities throughout 
2012. On 15 June, the Director of Information and Communications (A6) 

retired, which brought BB^ ' to the agency on 4 August from Al Udeid AB, 

26 . 

Qatar. The Director of Logistics, Installations, and Mission Support (A4/7), 

, held his position during 2012. 27 



Key Staff Agency Personnel 

(U) Besides the A-Staff directors, the AF ISR Agency had several other key people. 

Those officials included (Chief of Protocol), < 

(Inspector General), and ^HL (Director of Special Missions). Moreover, I 1 

I , worked as the Chief Historian, Chief 

of Public Affairs and Chief of Safety, respectively. From 15 May 2011 through 1 June 2012, i 

served as the agency's chaplain. left Lackland AFB for nearby 

Randolph AFB to become the AETC Command Chaplain. 28 The new agency Chaplain, 

H ,, took over with Shaick's departure. 29 . the Director of Financial 

Management and the Comptroller, deployed for a year to Afghanistan in early April. His 
deputy, took over the directorate during his absence. 30 

retired after serving from 2007 to 31 January 2011 as the agency's Inspector 
General and as the agency's Chief of Force Readiness from 1 February 2011 until 24 May 
2012. 31 Additionally, on 1 July I^^BT _ , the agency's Surgeon General (SG), 

moved to Randolph AFB, Tex., to become the Chief of Aerospace Medicine for the Air Education 
and Training Command (AETC). 32 That same day his replacement, 
arrived from Bagram Airfield, Afghanistan, to take over as the agency SG. 33 



MISSION 

(U) During 2012, the Air Force used "to fly, fight, and win.. .in air, space, and 
cyberspace" as its mission statement. 34 In a 10-11 March 2011 meeting with his ISR staff. 
General James released a new vision, mission, and priority statement for ISR. His statement 
said, "To be the preeminent ISR Enterprise providing the right information to the right person 
at the right time." For the Air Force, James altered the ISR mission statement to read: "Enable 
decisive advantage by providing and operating integrated, cross-domain ISR capabilities in 
concert with service, joint, national, and international partners." Additionally, he named five 
priorities for the ISR enterprise: (1) develop ISR professionals; (2) strengthen collaboration and 
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partnerships; (3) enhance ISR from and for space and cyberspace; (4} improve command and 
control of ISR; and (5) develop and optimize integrated ISR capabilities to operate across the 
spectrum of military operations for today and tomorrow. 35 

(U) On 28 July 2011, General Otto published a new mission statement for the AF ISR 
Agency, and it remained in effect throughout 2012. That announcement said: "Deliver 
decisive advantage by providing and operating integrated, cross-domain ISR capabilities in 
concert with service, joint, national, and international partners." As a vision statement, the 
general adopted the words from General James, "To be the preeminent ISR enterprise 
providing the right ISR to the right person at the right time." Based on the new mission and 
vision statements. General Otto articulated three guiding priorities that influenced agency 
actions all year. The priorities shown in Illustration 1-8 and the Chapter Two discussions of the 
commander's priority programs and his Strategic Objectives Review program guided mission 
accomplishment through 2012. 36 



Mission Priorities (U) 



1. Win Today's Fight 

Deliver relevant and timely ISR 

Deliver trained, ready, and resilient airmen 

2. Develop and Care of our people 

Our people are our most important resource 

AF ISR Agency will recognize and reward members who demonstrate initiate 

3. Prepare for Tomorrow's Challenges 

Using ISR from and for space to operate in contested environments 

Using Cyber to defeat an adversary's Observe, Orient, Decide, and Act (OODA) loop 

ILLUSTRATION 1-8 (U): Mission Priorities. Source: Statement (U), AFISRA/CC, "AFISRA 
Commander's Guidance, 28 Jul 11, SD 1-38 . 



ORGANIZATION 

(U) During 2012, the AF ISR Agency initiated a few organizational changes in its 
enterprise, continuing its multi-year effort to create "a set of premier military intelligence 
organizations, with the most respected personnel; and the most valued ISR capability." The 
agency remained a field operating agency (FOA) assigned directly to General James, the 
AF/A2. The agency had two detachments, the Air Force Cryptologic Office (AFCO) and the Air 
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Force Geospatial Intelligence (GEOINT) Office (AFGO), two wings, two wing-level centers, and 
one group assigned to form its ISR enterprise. The enterprise organizational structure is 
shown in Illustration 1-9. 37 




ILLUSTRATION 1-9 (U): AF ISR Agency and its Assigned Units. Source: Briefing 
(S//ORCON//NF), "AF ISR Agency Mission Brief," 19 Oct 12, SD 1-42 (Info used is Unclassified). 

{U) The AF ISR Agency organized its internal headquarters with a command section 
and a standard A-Staff structure. Six A-Staff directorates executed the agency's key mission 
responsibilities: Manpower and Personnel (Al); ISR (A2); Operations (A3); Logistics, 
Installations, and Mission Support (A4/7); Plans, Programs, Requirements, and Assessments 
(A5/8/9); and Communications (A6). Several staff offices also provided specialized support: 
Chaplain (HC), Comptroller (FM), History (HO), Inspector General (IG), Public Affairs (PA), 
Protocol (CP), Reserve Affairs (RE), Staff Judge Advocate (SJA), Surgeon General (SG), Safety 
(SE), Security (SO), and Special Missions (ZQ). This structure is shown in Illustration 1-10. 38 
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ILLUSTRATION 1-10 (U): AF ISR Agency A-Staff and Special Staff Organization. Source: Briefing 
(S//ORCON//NF), "AF ISR Agency Mission Brief/’ 19 Oct 12, SD 1-42 (Info used is Unclassified). 

Air Force Cryptologic Office (Pet 1. AF ISR Agency ) 

(U) The AFISRA Agency placed its Air Force Cryptologic Office (AFCO), or Detachment 1 
(Det 1) at Fort Meade to handle cryptologic programs and issues with the National Security 
Agency. The office planned, programmed, budgeted and executed activities in the 
Consolidated Cryptologic Program (CCP). As the AFCO Director, ( and his 

staff worked on cryptologic strategies and technologies for Air Force SIGINT and information 
assurance programs. The AFCO staff also offered oversight and guidance on worldwide 
cryptologic activities to the USAF, Staff members were also technical authorities on concept 
development and acquisition of information operations, SIGINT, and information security 
equipment and systems. 39 An account of AFCO's activities in 2012 can be found in Case File 1 
and in Chapter Two of this history. 40 

Air Force GEOINT Office (Det 8, AF ISR Agency) 

(U) During 2012, the Air Force Geospatial Intelligence Office (AFGO), or Detachment 8 
of the AF ISR Agency, represented Air Force interests to the National Geospatial-Intelligence 
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Agency (NGA) in Springfield, Va. Dr. Eileen Preisser served as the AFGO Director over a staff of 
12 people. She focused the detachment on GEOINT policies, doctrine, data, and processes. For 
its mission, the detachment provided a "collaborative, responsive, and adaptive Air Force 
GEOINT Enterprise enabling the achievement of Service, National, COCOM, and Coalition 
Objectives." An account of AFGO's activities in 2012 can be found in Case File 1-2 and Chapters 
Two and Three of this history. To aid the NGA Support Team (NST) concept of operations, the 
AFGO: 41 



• Supported Air Force GEOINT needs within NGA and promote NSG 
transformation plans to the Air Force. 

• Promoted GEOINT education in Air Force curricula. 

• Conducted pre-deployment GEOINT training and post-deployment support. 

• Provided value-added presence at major Air Force locations. 

• Represented NGA at GEOINT forums. 

• Familiarized the AF on availability and use of NGA data, products, and services. 

• Facilitated Tri-Service aeronautical working groups. 

« Developed and sustained the Air Force NST workforce. 

(U) After long discussions with the AF/A2 (Deputy Chief of Staff for ISR), Maj Gen John 
C. Koziof established the AFGO on 15 December 2008. The initial effort used the AFCO as a 
model to create an U5AF GEOINT "voice" within the NGA. Despite its support for the initiative, 
the AF/A2 staff understood the difference between NGA and NSA legal authorities. That 
difference meant that the AF ISR Agency had to make sure that AFGO's roles and 
responsibilities did not supersede the AF/A2's duties. Over time, the AFGO's roles and 
responsibilities matured and improved, but in 2012 the AFGO director requested verification of 
current roles and responsibilities. That verification revealed a significantly improved AF 
relationship with NGA. The AFGO functioned as designed— as the AF "voice" and "ears" within 
NGA for the AF ISR Agency and AF/A2 to facilitate communication. A review by AF ISR Agency 
subject matter experts in the Staff Judge Advocate (JA) Office, the Directorate of Operations 
(A3), and the Directorate of Plans, Programs, Requirements, and Assessments (A5/8/9) 

j 2 

confirmed that AFGO's roles and responsibilities did not supersede AF ISR Agency or AF/A2. 



Rebalancing the Headquarters 



(U) As mentioned, General Otto developed a new set of priorities for the AF ISR 
Agency during 2011. One change, his priority to rebalance the headquarters, included internal 

* (U) The Agency Commander from 7 June 2007 to 11 February 2009. 
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actions to make agency's headquarters footprint smaller. Notably, that effort reassigned the 
668th Alterations and Installations Squadron with 166 billets and Detachment 4 with 107 
billets from the agency's Directorate of Communications to the 543 ISRG at nearby Medina 
Annex. Although administratively tied to the 543 ISRG, Det 4 still supported the agency's daily 
operations. The agency executed the Det 4 change, beginning with an initial planning meeting 
on 23 February 2012. The A1 also reviewed all detachments and operating locations. 43 

743d Intelligence Support Squadron (Provisional) (U) On 27 February 2012, the 
agency inactivated Det 4, AF ISR Agency and activated two provisional units, Det 1, 543 ISRG 
and the 743 ISS (P), subordinate to the 543 ISRG. The agency activated Det 1 to house the 
billets, until the permanent 743 ISS could be activated at a later date. There were two 
benefits to that action: (1) it flattened the headquarters structure by removing a below-the- 
line-unit from its Communications Directorate (A6J; and (2) it strengthened the command 
structure by having the eventual squadron commander work for a group commander rather 
than a staff director. Through 2012, Det 1 handled the AF JWICS Enterprise Service Center, 
software engineering and integration, software licenses, and web applications missions. The 
unit also serviced the agency' daily operations, including video teleconference operations, IT 
Client Support, IT Assent Management and refresh, wireless communications, 
communications requirements, reprographics, print plant, digital archiving, mailroom, and 
document destruction. The agency did not activate the permanent unit before 2012 ended. 




ILLUSTRATION 1-11 (U): On 27 February 2012, , 543 ISRG Commander, and 

Maj Heather Uhl, 743 ISS (P) Commander, unfurled the 543 ISRG's guidon in a ceremony. 
Source: Article (U), Det 1, 743 ISS(P), "Agency Realigns Detachment," 1 Mar 12, SD 1-48 . 
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Detachment/Operating location Review (U) Under rebalancing, the AF ISR Agency 
asked its Division of Manpower, Resources, and Organization (AIM) to review all detachments 
and operating locations, in that assessment, the division also examined mission statements 
and organizational alignments for 147 official and administrative units. On 1 May 2012, the 
agency then inactivated six sites: OL B and OL CP at Lackland and OL BD at Barksdale AFB, La., 
OL CF in the 70 I5RW at Fort Meade, Md., OL MC (AFTAC) at MacDill AFB, Fla., and OL GD, 
Operational Requirements Squadron (NASIC) at Nellis AFB, Nev. 45 The review also identified 
seven unneeded administrative sites, which allowed the agency to simply delete: OL-A, 7th 
intelligence Squadron (IS) and OL-E, 70th Operations Support Squadron (OSS) at Fort Meade; 
OL-AV, NASIC at Wright-Patterson AFB, Ohio; two 480 ISRW units, OL-NSAM at Mainz Kastel, 
Germany, and OL-NSAN at Pearl Harbor, Hawaii; OL-NSAO, 70 ISRW at Offutt AFB, Nebr.; and 
OL-ZZQ.C in the AF ISR Agency. 46 Other actions inactivated OL-DE of NASIC's GEOINT/MASiNT 
Innovation Squadron in the Pentagon on 29 February. 47 



ASSIGNED UNITS 

(U//EOUQ) During 2012, there were a few changes in the agency's field unit structure. 
The AF ISR Agency still managed two wings (480 ISRW and 70 ISRW), two wing-equivalent 
centers— the Air Force Technical Applications Center (AFTAC) and National Air and Space 
Intelligence Center (r^ASIC) — and one independent group, the 361 ISRG. 48 

The 480th ISR Wing 

(U//FQUO) During the year, the 480 ISRW managed six subordinate groups around 
the world: the 548 ISRG at Beale AFB, Calif.; the 692 ISRG at Hickam AFB, Hawaii; the 693 ISRG 
at Ramstein AB, Germany; the 694 ISRG at Osan AB, Republic of Korea; the 497 ISRG at 
Langley AFB; and the 480 ISRG at Fort Gordon, Ga. Collectively, the wing performed a mission 
to "execute 24/7/365 ISR operations for our Air Force, Joint forces, Intelligence Community, 
and allies." As its vision, the wing had two goals — to win today's wars and to develop our 
airmen to win tomorrow's wars. Illustration 1-12 shows the wing's various capabilities. 
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Camera Analysis 

Cryptologic Ops Support 



Element 



ILLUSTRATION 1-12 (U), "America's ISR Wing, Capabilities." (Source: Briefing (S//NF), 
480ISRW/CC, "Unit Mission Brief," 27 Mar 12, SD 1-68 (Info used is Unclassified). 

49 7th ISR Group Reorganization (U) In mid-2012, the AF ISR Agency began work on a 
480 ISRW initiative for the 497 ISRG to reduce the 30 IS from nearly 700 billets to improve span 
of control over its resources. At Langley AFB, the initiative gave life to the 497 OSS on 6 July 
and the 45 IS on 27 July. In that reorganization, the agency realigned the 30th's operational 
mission manpower into three squadrons: the 30 IS, the 45 IS (with similar operational 
capabilities), and the 497 OSS to provide operational support to both squadrons. The 45 IS 
traced its history to 15th Reconnaissance Technical Squadron, a photographic unit during World 
War II in Europe. From 1952 to 1972, the 45th worked for Fifteenth Air Force at March AFB, 
Calif., processing electronic and imagery intelligence. The 497 OSS was a new unit with no 
previous history. 50 

(U) As mentioned earlier, the 30th and 45th had similar missions. The two ISR units 
operated the Distributed Ground System-1 (DGS-1). They handled near-real-time collection, 
processing, exploitation, analysis, fusion, and dissemination of imagery and signals intelligence 
from manned aircraft and UAVs. Furthermore, they commanded and controlled ISR operations 
for assigned missions, provided actionable, fused, multisource intelligence to warfighting forces 
and combatant commanders. The new 497th handled operations training, mission 
management for ISR missions, weapon and tactics, and operational and exercise planning for 
both units. 51 
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548th 1SR Group Reorganization (U) On 15 June 2012, the AF ISR Agency activated the 
548 OSS at Beale to reduce the size of the 13 IS {nearly 700 billets). Like the 497 ISRG action, 
the reorganization improved the span of control for three commanders. To activate the unit, 
the agency transferred billets and mission to the 9 IS and realigned operational mission 
manpower into three squadrons: the 13 IS and the 9 IS {with similar operational capabilities, 
and the 548 OSS to supply operational support functions for both squadrons. 52 

The 70th ISR Wine 

( TS// SI //N F) The 70 ISRW's world-wide organization changed slightly in 2012. The 
wing executed its intelligence responsibilities through the 373 ISRG at Misawa, Japan; the 543 
ISRG at Lackland AFB; the 544 ISRG at Peterson AFB, Colo., and 691 ISRG at Menwith Hill, 
United Kingdom. At Fort Meade, the wing included the 659 ISRG and the 707 ISRG. 53 As its 
mission, the 70 ISRW executed "global ISR operations in air, space, and cyberspace; and to 
develop, integrate, and employ cryptologic and cyber capabilities and expeditionary airmen." 
The next illustration portrays the wing's mission capabilities. 54 



Image Redacted 



ILLUSTRATION 1-13 { TS//S I // R EL TO U S A, FVEY ), "Concept of Operations." (Source: Briefing 
(TS//SI//NF), 70ISRW/CC, "Unit Mission Brief," 27 Mar 12, SD 1-67 . 

526th Intelligence Squadron (U) In late June 2010, the AF ISR Agency decided to 
expand an activity in the USAF Warfare Center (AFWC) at Nellis AFB, Nev. The agency began 
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this effort on 1 April 2011 by inactivating Det 1, 22d Intelligence Squadron, Ol-DX in 
Rosecrans, Mo., and a data masked unit. That day, the AF ISR Agency also activated a 
provisional 526 IS with the two subordinate locations. The agency used 35 billets from Det 1, 
22 IS and its operating locations to man the unit. Through the P-Message process, the AF ISR 
Agency guided the provisional squadron's development until 1 November 2011, when the 
permanent 526 IS activated. 55 When the 526th reached its full operational capability, the 
agency closed out the P-Message actions on 7 September 2012. 

(U) The unit activation also implemented one of General Otto's priority projects to 
"create a Red Flag-like experience for ISR professionals." That action allowed the AF ISR 
Agency to integrate ISR professionals into Red Flag exercises at Nellis AFB and to develop 
tactics, techniques, and procedures (TTPs) on foreign nation aircraft involved in the exercises. 
The 526th gave ISR professionals the opportunity to experience real sorties and also provide 
National Tactical Integration (NTI) support to the AFWC. To make the experience realistic, the 
agency assumed that ISR collection assets would be available on the Nellis Range. As its 
mission set, the 526th conducted, synchronized, and presented adversary tactics analysis, 
provided formal training and systems support for the TASE enterprise, and supplied NTI 
support to the AFWC and the Nellis Range. See discussion in Chapter Three for more details. 57 

Air Force Outstanding Unit Award (U) On 5 December 2011, the Secretary of the Air 
Force awarded the Air Force Outstanding Unit Award to the 70 ISRW for exceptionally 
meritorious service during 1 January to 31 December 2010. 58 

National Air and Space Intelligence Center 

(U) Through 2012, the AF ISR Agency provided oversight and management to the 
NASIC mission at Wright-Patterson. For its mission statement, NASIC created "integrated 
predictive intelligence in the air, space and cyberspace domains enabling military operations, 
force modernization and policy making." Until late September, the center had four groups: 
the Air and Cyberspace Analysis Group, the Data Analysis Group, the Global Threat Analysis 
Group, and the Space and Missiles Analysis Group. 59 
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Restructuring 



{U) On 1 October 1012 the agency restructured the NASIC. To begin the reorganization, 
the agency renamed its groups and a few squadrons: Air and Cyberspace Analysis Group to Air 
and Cyberspace intelligence Group; Space and Missiles Analysis Group to Space, Missiles and 
Forces Intelligence Group; Data Analysis Group to the Geospatial and Signatures Intelligence 
Group; and Global Threat Analysis Group to Global Exploitation Intelligence Group. 60 At the 
squadron level, the agency renamed two units. In that action, the Geospatial 
fntelligence/Measurement and Signatures Intelligence (GEOINT/MASINT) Innovation Squadron 
became the Persistent Infrared Analysis Squadron and the Geospatial 

Intelligence/Measurement and Signatures Intelligence (GEOINT/MASINT) Production Squadron 
became the Geospatial Intelligence (GEOINT) Analysis Squadron. Additionally, the agency 
activated the Measurement and Signatures Intelligence (MASINT) Analysis Squadron under the 
Geospatial and Signatures Intelligence Group, and inactivated the Special Analysis Squadron. 
The last change also realigned several squadrons to make sure the groups could meet the 400- 
person requirement for groups. The changes are shown below: 61 



Squadrons 

Operational Requirements Sq 
Regional Threats Sq 
Future Threats Sq 
Foreign Materiel Exploitation Sq 
Signals Analysis Sq 



Reassignment From 

Global Threat Analysis Gp 
Global Threat Analysis Gp 
Global Threat Analysis Gp 
Data Analysis Gp 
Data Analysis Gp 



Reassignment To 

Air & Cyberspace Intel Gp 
Space, Missiles & Forces Intel Gp 
Space, Missiles & Forces Intel Gp 
Global Exploitation Intel Gp 
Global Exploitation Intel Gp 



Air Force Technical Applications Center 

- (S//REL TO USA, rvCY) Throughout the year, the AFTAC at Patrick AFB continued its 
reconnaissance and surveillance mission for the Af iSR Agency. 

It also worked 



the U. S. Atomic Energy Detection Systems (USAEDS), 




Technology; Treaty Monitoring; and Operations. Through 2012, AFTAC's organization 
remained the same, except for the 1 April 2012 activation of OL-RS at Charlottesville, Va., and 
OL-CK at Osan AB, South Korea. 63 Illustration 1-14 on the next page shows AFTAC's mission 
responsibilities. 64 



TOP SECRET//HC S/S l /TALE NT KEYHOLE//FG I GBR//RSEN/ORCON/NOFORN//F I SA 

19 

UNCLASSIFIED 






UNCLASSIFIED 

TOP SECRET//HCS/S I /TALENT KEYHOLE//FG I GBR//RSEN/ORCON/NOFORN//F I SA 



Image Redacted 



ILLUSTRATION 1-14 ( S//RElto USA, F VEY ), "Mission Summary." Source: Briefing ( S//F GI 
GBR#N*), AFTAC/CC, "Mission Briefing," 27 Mar 12, SD 1-74 . 

361st ISR Group 

(5) The 361 ISRG at Hurlburt Field, Fla., provided cryptologic support to the Air Force 
Special Operations Command (AFSOC). For operations, the group had the 19 IS at Pope AFB, 
N. C., the 25 IS at Hurlburt Field, Fla., the 43 IS at Cannon AFB, N. Mex., the 52d Expeditionary 
Intelligence Squadron ( E) NS) in the Central Command (CENTCOM) area of responsibility.^ For 
its primary mission, the group provided airborne cryptologic operators for a variety of Special 




information on unit activities and Illustration [-15 for mission details. 66 



TOP SECRET//HCS/ SI /T A LE -N T KEYHOLE//FG I GBR//RSEN/ORCON/NOFORN//F I S A 

20 

UNCLASSIFIED 




UNCLASSIFIED 

TOP SECRET//HCS/S I /TALENT KEYHOLE//FG I GBR//RSEN/ORCOWNOFORN//F I SA 



Image Redacted 



ILLUSTRATION 1-15 (5), "Airborne Missions." Source: Briefing (&), 361ISRG/CC, "361 st ISR 
Group Mission Brief (U)," 26 Mar 12, SO 1-75 . 

306th Intelligence Squadron (U) In early 2011, the 361 ISRG asked the AF ISR Agency 
to activate a detachment at Beale AFB, Calif., to manage the airborne ISR operators, or tactical 
systems operators (TSOs), for Project Liberty's airborne mission. The agency subsequently 
activated the Det 2, 548 ISRG on 14 April 2011, but only as an interim action. With Air Staff 
approval, the 306th Intelligence Squadron (Provisional) then activated on 22 June 2011 with 
90 billets, including 79 1A8X2 billets from the 97th Intelligence Squadron at Offutt AFB, Nebr., 

3 officer billets from agency sources, and 8 more enlisted billets for overhead and support. 67 

(U) The effort to turn the provisional unit into a permanent unit did not progress 
smoothly. On 2 November, the agency's Manpower and Organization (A1MO) forwarded the 
Organizational Change Request (OCR) for the 306th to the Air Staff Department of Human 
Resources and Manpower. Higher priority projects in that office deferred action on the OCR 
until 20 December to AF/A1M0 for further action. In April 2012, Human Resources and 
Manpower placed the action "on indefinite hold," while waiting for a "decision to go" from the 
Air Staff A2 (Deputy Chief of Staff for ISR). In June, an Air Staff A2 approval allowed the Alto 
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conclude the endeavor. On 5 October 2012, the AF ISR Agency inactivated the provisional unit 
and activated the permanent one. In the assumption of command ceremony at Beale, 

Michael Stevenson, the 361 ISRG Commander, presented the 306 IS flag to its new commander, 

68 



52d Expeditionary Intelligence Squadron (S#N£) On 1 July 2012, the AF ISR Agency 
reassigned the 52d Expeditionary Intelligence Squadron (EINS) from the 

both at Airfield, The 

action occurred under an AFSOC effort to consolidate special operations in Afghanistan. The 
squadron's mission did not change with the reassignment. It made recommendations on 
employing USAF forces, accomplished assigned operational missions, and nominated USAF 
units for use in theater forces. The 52 EINS organized, trained, equipped, and sustained USAF 
forces for in-theater operations; maintained reach back to the USAF component rear and 
supporting USAF units under 1-ESOW-A command and control (C2); and supported operational 
and exercise plans. The unit also tracked and reported logistics issues that affected operational 
capability or sustainability, and provided liaisons to Army, Navy, Marines, Special Operations 
Forces, and coalition partners. 69 



Enterprise Footprint Activity 




-mm 
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TO BECOME A MAJOR COMMAND 



(U) In 2006, the Air Intelligence Agency Commander, Maj Gen John C. Koziol, worked 
with Lt Gen David A. Deptula, the AF/A2, on transforming the agency into the Air Force ISR 
Command. At the same time, the Air Force launched an effort to create a new cyber major 
command. With the 1 August 2008 retirement of Gen T. Michael Moseley, CSAF, the 
simultaneous effort came to an end and the focus shifted to cyber first. In that decision, the 
Air Force created the AF ISR Agency. During the next two years, the new CSAF, Gen Norton A. 
Schwartz, decided to mature the cyber mission of Twenty-Fourth Air Force under AF Space 
Command (AFSPC) and the U. S. Cyber Command (USCYBERCOM). In the July 2010 Corona 
Top meeting, the Air Force again considered two actions related to the AF ISR Agency. In the 
first action. General Deptula sponsored the integration of space, cyber, and the AF ISR Agency 
into a global effects major command. The second initiative concerned language-proficiency 
of airmen, and the top Air Force generals agreed to support joint language requirements. The 
Corona Top forum, however, tabled the ISR Command idea indefinitely. In 2011, the AFSPC 
launched a new effort, one that tried to turn the AF ISR Agency into a subordinate numbered 
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air force. At that time, the agency still promoted the idea of turning itself into a Global 
Vigilance Command. In response to the two proposals, the Air Force formed an Independent 
Strategic Assessment Group (ISAG) to study the right way to organize ISR. 76 



Independent Strategic Assessment Group 

(U) The ISAG visited the AF ISR Agency for the first time on 27 March 2012. The group 
included a "Who's Who" list of important retired generals from the Air Force's past: Gen Larry 
D. Welch, the CSAF from July 1986 to July 1990; Gen Joseph W Ashy, the Commander-in-Chief 
of North American Aerospace Defense Command from September 1994 to October 1996; Gen 
Michael E. Ryan, the CSAF from October 1997 to October 2001; Gen James P. McCarthy, the 
Deputy Commander-in-Chief of European Command from September 1989 to November 
1992; and Lt Gen David Deptula, the AF/A2 from July 2006 to October 2010. As a prelude to 
that visit, the ISAG asked the agency to answer 13 questions. That request initiated a three- 
week flurry of activity in the agency's staff offices to produce briefings to answer those 
questions. 77 

(U //FOUO ) To set the stage for the 27 March meeting, the agency outlined five basic 
organizational principles for a new major command. First, the change should do no harm to 
existing ISR capabilities. Second, the new command should optimize and advance the mission. 
Third, the new command should have a singular focus, either Space or ISR, but not both. 

Fourth, the new major command staff should reflect the skills and expertise of its subordinate 
units and their assigned missions. And fifth, the command should be the resource authority. 
That last point meant that resources for a given mission should be aligned and unified, and 
the new command would need control over the Global Integrated ISR (GIISR) Core Function 
Lead Integrator (CFLI) to optimize resource decisions. 78 

(U//FQUO) The agency's briefing to the ISAG made five summary points: (1) ISR is an 
AF enduring capability; (2) the decision should sustain current flight plan; (3) the CFLI authority 
is critical to ISR and Cyber success; (4) that San Antonio would be an ideal location for a "Global 
Vigilance Command and the change from an agency to a command would be resource neutral; 
and (5) that the AF ISR Agency as a numbered air Force under AFSPC would be a bad idea. To 
further justify Point 4, the agency pointed out that most of the ISR and cyber expertise existed 
in San Antonio, and therefore establishing an ISR and cyber presence in AFSPC would be 
extremely difficult. For Point 5, the agency suggested that the competing priorities in a Space 
and ISR/Cyber command would find Space dominating resource decisions. The briefing 
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included two organizational charts, one showing the existing ISR and Cyber structure, and the 
second showing a possible structure for the new. For the current AF ISR Agency structure, see 
Illustration 1-9, this chapter. The proposed major command structure from the March meeting 

is shown below: 79 








AFTAC 

i 



480 ISRW 




361 ISRG 



659 ISRG 




ILLUSTRATION 1-16 (S), "AF ISR Command Without Iron." Source: Briefing ($}, AFISRA/A5/8, 
"AF ISR Agency Perspective (U)," 27 Mar 12, SD 1-108 . 



(U) The ISAG returned to the AF ISR Agency on 9 November for a second meeting. 
Except for Generals Welch and McCarthy, that group included different officials— Brig Gen 

James Beale, Dr. Richard Ivanetich, 

■ * 

For that meeting, the ISAG asked the agency to answer different questions: (1) what 
are the sources of information; (2) what are the operational architectures to receive and send 
information; and (3) what are the mission types we support, including the customer base? The 
AF ISR Agency s Vice Commander, , gave the subsequent briefing to the ISAG, 

which detailed the agency's role in the different intelligence disciplines. 81 
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Science Applications International Corporation Study 

(U //FOUO ) In 2010, AFSPACE expressed its concerns about ISR support as a means to 
acquire its own Distributed Ground Station (DGS). To answer those concerns, NASIC asked the 
Science Applications International Corporation (SAIC) to study ISR from and to Space. The AF 
ISR Agency and AFSPACE agreed to co-sponsor the study; however, the agency was the only 
organization to provide funding for the review. During early 2012, the resulting study identified 
10 findings as shown in the next list. The topic of ISR from and for space is also discussed in 
Chapter Three, this history. 82 



SAIC Findings 

1. The lead role for ISR in AFSPC is not clearly defined. 

2. AFISRA presentation of force capabilities to Fourteenth Air Force is not well 
defined. 

3. The Air Force has not created a cadre of Space ISR professionals; the space 
operations and ISR communities are largely ignorant of one another. 

4. Planning of AFSPC surveillance and reconnaissance systems and AFISRA PCPAC 
capabilities are not well synchronized. 

5. Many ISR for space "lanes in the road" are not clearly defined. 

6. Integration between CON US-based ISR for space organizations and geographic 
Aerospace Operations Centers is ad hoc and not institutionalized. 

7. Air component exploitation of national GEOINT has diminished; Air Force 
knowledge of national and AFSPC GEOINT is weak. 

8. AFSPC intelligence resources supporting Air Force satellite operators in AFSPC 
and National Reconnaissance Office (NRO) ground stations are not on par with 
standards in the air domain. 

9. The Air Force's space situational awareness system does not function as an 
integrated enterprise. 

10. Air Force integration of space and airborne ISR in support of component 
operations is incomplete, but needed for ISR in contested and denied 
environments. 

ILLUSTRATION 1-17 (S), "SAIC Findings." Source: Briefing (U//POUO), AFISRA/A5-8, "ISRF2S: 
SAIC Study Review/Way Ahead," 18 May 12, SD 1-118 . 

SPECIAL ACTIVITIES 



(U) Throughout 2011, the AF ISR Agency held several special events to inform unit 
commanders about agency policies or to work on problem areas, improve relationships, or 
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improve the morale and welfare of assigned airmen. The agency commander conducted two 
Sensor Rally conferences in the year. 

Commander's Critical Information Reporting 

(U) On 22 November 2011, General Otto directed his staff and subordinate units to 
implement a Critical Information Reporting system to inform him about operational, criminal, 
and medical events affecting the health, morale, and welfare of the people in his command. 

The program involved the Staff Judge Advocate (JA), Surgeon General (SG), and Chaplain (HC) in 
a combined effort to define the immediate reporting requirements, later on 19 December, 
General Otto expanded his CCIR program by tasking the NASIC, AFT AC, the 480 ISRW, 70 ISRW 
and 361 ISRG to submit a quarterly reports, beginning in April 2012. 83 

Health of the Force (U) Collecting the data for 2012 allowed the Staff Judge Advocate's 
Office to compile the AF ISR Agency's "Health of the Force Report." The agency grouped the 
data into five categories^military justice, administrative separations, complaints, suicide 
events, and civilian hiring. Under military justice, as an enterprise the agency recorded 14 
unrestricted sexual assaults, 27 illegal drug incidents, 56 driving under the influence (DUI) 
events, 13 cases of underage drinking, 11 courts-martial trials, and 151 Article 15s. 
Comparatively, as a headquarters the agency only had one illegal drug incident, and that also 
led to a court-martial trial. There were five Article 15s. In the administrative separation 
category, the enterprise recorded 18 cases of drug use, 41 fitness failures, 6 waivers of 
discharge for fitness, 210 voluntary separations, and 53 involuntary separations. On the other 
hand, the headquarters recorded two separations for drug use, one for fitness failure, two 
waivers of discharge for fitness, and two voluntary separations. Under suicide events, the 
enterprise totaled 45 gestures or ideations, 11 attempts, and 1 successful suicide. Of those 
events, only one suicide attempt occurred in the headquarters. 84 

Commander's Spring Mini-Conference 

(U) General Otto decided on 17 February to hold his commander's mini-conference on 
28-29 March 2012. His two-day conference included an additional staff day on 27 March 2012 
for individual discussions with his wing, center, and group commanders, and representatives 
from AFCO, AFGO, the Air Warfare Center Director of Intelligence, his key staff chiefs, various 
command chiefs, and Air National Guard and Air Force Reserve commanders. As a theme. 
General Otto wanted the conference to stress "Preparing for Tomorrow." 85 On 28 March, 
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various key agency officials briefed the "AF ISR Agency's Role in Cyber," 86 the AF ISR Agency's 
Role in Space/' 87 "Building Multi-Domain Analysis and Fusion Capabilities/' 88 and the status of 
the "Cryptologic Language Analyst" program. 89 Other first day sessions covered "Maturing 
AFGO's NGA Roles and Missions/' 90 "Revitalizing Air Force SIGINT/' 91 and "Remote 
Capabilities." 92 The 29 March briefings included the "Future Fiscal Picture and Rebalancing the 
Force," 93 "Improving Image Quality and Automation/' 94 the "ISR Task Force," 95 the 
"International Security Assistance Force (ISAF) Operational Perspective," 96 and "Restoring Air 
Force H U M I NT." 97 

Joint Issues Board 




CONCLUSION 

(U) This chapter focused on subjects related to the command, mission, and 
organization of the AF ISR Agency. Major General Robert P. Otto commanded the agency 
throughout 2012. The chapter discusses the continuance of General Heithold's Strategic 
Priorities program that focused the agency on mission issues. Besides that effort. General 
Otto implemented a commander's Top 10 to identify and fix troubled ISR programs. In the 
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organizational discussion, the chapter details numerous changes in the agency's subordinate 
units. Those changes were driven by a need to improve the agency's span of control or to 
improve leadership opportunities for intelligence officers. Discussions also detailed efforts to 
reinvigorate Air Force human intelligence (HU MINT), to develop ISR support to special 
operations, and to expand Total Force efforts in ISR. To conclude, the chapter discussed a 
conference for assigned unit commanders with the AF ISR Agency commander and topics in 
the Joint Issues Board. The following chapters will discuss agency activities in more detail. 
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CHAPTER TWO 

SIGNALS INTELLIGENCE OPERATIONS 

Introduction 



(U) From 1 January to 31 December 2012, the Air Force Intelligence, Surveillance, and 
Reconnaissance Agency (AF ISR Agency) executed several assigned multi-intelligence mission 
responsibilities. As one of those responsibilities, we will discuss the significant Signals 
intelligence (SIGINT) mission of the AF ISR Agency and the National Security Agency's (NSA) 
rapidly expanding cyber capabilities. This chapter also covers the major mission and activities 
of Detachment 1, Headquarters AF ISR Agency, commonly known as the Air Force Cryptologic 
Office (AFCO). The AF ISR Agency's 361st Intelligence, Surveillance and Reconnaissance Group 
(ISRG) and its mission accomplishments in 2012 are also addressed. As in last year's history, 
some SIGINT areas occasionally cross into other individual mission areas, overlapping and 
expanding on those discussed in Chapter 3. Documents about the agency and Detachment 1 
SIGINT operations can be found in Case File 3 (CF-3) and various narrative sections. The case 
files append and modify information included in additional supporting documents. Readers 
should refer to the narrative, supporting documents, and case files when researching for 
information in this annual history. 1 

Cryptologic Operations: The Signals Intelligence (SIGINT) Discipline 
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Illustration 1 1-1 (U //FOUO ); 
(U//FOUO), NSA/CSS/DHCCSS, 
27. 




Source: Briefing 
"21 Jan 11, SD 111 



The United States SIGINT System fUSSS) 
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Revitalizing the Central Security Service (CSS) 

(U // F OUO ) In June 2012, the AFCO director, , briefed the AF ISR 

Agency commander on the workings and machinations of NSA's CSS. Mister Thomas described 
the mission and evolution of the CSS under the current NSA/CSS Governance Model and 
proposed a revised CSS-NSA engagement strategy for the agency to follow. The briefing also 
showcased how the AF ISR Agency and its predecessor organizations had, since the 
establishment of CSS in 1972, served as the "air component" for the IMSA/CSS. Moreover, the 
AFCO director stressed the important management headquarters oversight his organization 
provided in the areas of SIGINT collection and reporting. He also explained how the AF ISR 
Agency and its forerunners provided SIGINT enterprise expertise for the vitally important areas 
of strategic aviation, tactical aviation, transport aviation and air defense. The presentation also 
stressed the need for a common vision among the SCCs in understanding the roles and 
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responsibilities of the CSS. In exploring how CSS changed over time, the briefing provided an 
overview of the NSA massive on-going transformation efforts, how they served as a game 
changer, and stated that NSA as an organization didn't always understand the role the SCCs 
played in the cryptologic enterprise. Finally, the briefing set forth that the revitalization effort 
would give CSS expanded mission delegation that would include the use of P3 resources 
throughout the cryptologic enterprise. 1 




Spanning the Globe 1948 - 1996 











Unclassified 

Illustration 11-2 (U // P QUO ), Air Force Service Cryptologic Component Missions 1948- - 1996. 
Source: Briefing (S//NFJ AFCO, "Revitalizing the Central Security Service (CSS) (U)," 22 Jun 12, 

SD 11*31. 



Air Force Cryptologic Office (AFCO) 



(U) While the AF ISR Agency served as the USAF's Service Cryptologic Component, the 
agency's Detachment 1, known as the Air Force Cryptologic Office (AFCO) had specific 
operational responsibilities to both the DIRNSA and CSS. The office, collocated at Fort Meade, 
Maryland, AFCO functioned as the AF ISR Agency's designated principal cryptologic 
representative to the NSA, and served as adjunct cryptologic staff to the Deputy Chief of Staff 
for ISR ;AF/A2). As it fulfilled those roles, AFCO collaborated with the Intelligence Community 
(1C), DoD agencies, as well as SCC and the other Service Cryptologic Partners to actively support 
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the Air Force's cryptologic mission at all levels. Additionally, the AFCO developed, leveraged, 
and integrated Air Force cryptologic capabilities and resources in national and tactical assets to 
satisfy Total Force, Joint, and Combatant Command requirements for the AF ISR Agency 
commander. 13 

(U // E OUO ) At the beginning of 2012, AFCO was organized with three divisions under 
the direction of had served as AFCO director since Jufy 2009. 

Later in August 2011, AF ISR Agency officials announced that I ; would also assume 

duties as the AFCO Technical Director at some future date. Following a December 2011 merger 
of the detachment's Personnel Division (Al) and Plans and Programs Division (A5/8) into the 
Al/5/8 Division, a second realignment took place in 2012. The realignment changed AFCO's 
ISR Division (A2/6) to A/2 and absorbed the functions of the Communications and Information 
Division (A6W) also into A/2. In its place, the detachment stood up an ISR Integration (A2I) 
Division in A2 as well. The AFCO manning as of 31 December 2012 counted 43 civilian and 
military personnel authorized, with 33 assigned. 14 




illustration 11-3 (U // F OUO ), Air Force Cryptologic Office Organization, 31 December 2012. 
Source: Rpt (TS//SI//TK/NF), "AFCO Historical Activity Report, Calendar Year 2011 (U)," 4 Apr 
13. CF-3. 



AFCO 's Role at IMSA, Cyber Threat, and Investment Portfolio Actions 



(U //FOUO By the end of 2012, the NSA found itself an organization undergoing 
transition at a blistering pace. The DIRNSA and USCYBERCOM commander since 2009, Gen 
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Keith B. Alexander (USA), was concerned that the United States lacked the ability to predict, 
posture, or respond to a catastrophic cyber attack of its vital national assets or infrastructure. 
To meet those future threats, the NSA began to reevaluate its traditional SIGINT collection 
missions. As a result, the NSA sought to reduce its SIGINT mission sets which in the past the AF 
ISR Agency had performed, but now would no longer hold the same level of importance in the 
NSA mission portfolio. Those mission areas dealt with adversary aircraft, command and 
control, and integrated air defense and radar systems. 15 



( U//FOUO ) Given that transition, senior AF ISR Agency leaders viewed the change as a 
unique opportunity for growth into new SIGINT missions as NSA retooled and recalibrated itself 
towards providing robust SIGINT support to the cyber mission area. At the beginning of 2012, 
the NSA, with input by AFCO, completed its review of the more than 9,000 CCP positions. By 
the end of year, the AF ISR Agency and its leaders recognized the important, continuing 
challenge they faced to preserve the most important mission sets that the military services 
performed and to explore options to obtain the authorities to perform those missions. 16 



NSA Strategic Retooling towards Cyber 



( U/ /EQ U Q ) With regard to the investment portfolios discussed above, the NSA also 
sought to retool the manner in which it viewed SIGINT collection. To shift its mission towards 
cyber, senior AF ISR Agency SIGINT managers recognized that the NSA was realigning its CCP 
key resources to accommodate that mission. At the same time, in discussing the impact of that 
unprecedented action on military CCP manpower, the AFCO Director, 
summed up the IP retooling process: 17 

It [NSA'S traditional focus on SIGINT] is being significantly down-scoped with the option 
for the services to pick it [SIGINT missions] up. But, that option is predicated on using 
service-funded billets. If the Air Force wants to assume responsibility for, even, for 
instance, fifth generation radars, if we put [priority] P2-funded resources against that, 
we will have absolutely no trouble in obtaining approval of the DIRNSA to give us that 
mission. The problem comes in if we want to use those CCP billets that our airmen are 
currently occupying. Using them would be in direct competition for those 
[US]CYBERCOM missions. I would say the common denominator is the [NSA's] retooling 
of the cryptologic enterprise to be the platform to support cyber operations. Also, the 
realignment of the associated resources are probably the one-two punch that we dealt 
with at the strategic level in calendar year 2012. 
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illustration il-4 (S//REL TO US, FVEY), Summary by Investment Portfolio, 5 January 2012. 
Source: Briefing (S//REL TO USA, FVEY), NSA/CSS, "Military Manpower and Compensation 
Management (U)," 13 Jan 12, SD H-38 . 

NSA Policy Advisory Group 

( G//RE1 ) Over the course of 2012, the AFCO Future Missions office (A3X) represented 
Air Force interests to the NSA Policy Advisory Group (NPAG). The NPAG chartered mission and 
functional documents for each of the SCCs. Meanwhile, the A3X and NPAG took incremental 
steps to attain a level of understanding on how to prepare the Air Force's SIGINT missions and 
functions statement. During that process, AFCO coordinated and staffed the missions and 
functions statement with AF ISR Agency elements and the appropriate NSA offices. At the same 
time, the AFCO A3X Chief briefed the NPAG on an on-going basis throughout the year on the AF 
ISR Agency's SCC roles and responsibilities in the broader NSA mission. The NPAG also 
discussed the type of policy and guidance that would be needed to codify the roles of the CSS 
and the SCCs in NSA's broader mission set. 18 



Enterprise Footprint Activity 
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Illustration 11-5 (U// F OUO ), January 2012. Source: Briefing 

(S//SI/TK REL TO USA, GBR), NSA/CSS, "NSA Enterprise Footprint Activity {U)," 6 Jan 12, SD Jh 

32. 




(TS//SI//NF) 
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Joint Issues Board f JIB) 



(U // F OUO ) In 2012, the AFCO's ISR (A2) and Plans and Programs (A5) divisions 
continued to closely work and coordinate with the AF ISR Agency's headquarters staff to 
prepare the agency's senior leadership for NSA's quarterly Joint Issues Boards (JIB). The JIBs 
provided the respective SCCs a forum to address important mission issues with the DIRNSA and 
his senior staff. As a DIRNSA-chaired venue, the JIBs focused on the Cryptologic Support 
Agency component of the NSA/CSS enterprise. As the Air Force SCC commander, the AF ISR 
Agency commander attended the JIB. In addition to NSA's senior leaders, other leaders of the 
SCCs of the Army, Navy and U.S. Coast Guard sat on the board as well as the Deputy 
Commander of the United States Cyber Command (USCYBERCOM). 21 



Manpower Zero Based Review ( C//REL TO USA.TV E Y ) 
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Illustration 11-6 (S), 1 January 2012. Source: Briefing 

(S//SI/TK RELTO USA, GBR), NSA/CSS, "NS A Enterprise Footprint Activity (U)," 6 Jan 12, SD IU 
32. 



ZBR Air Force Findings (S //R E L TO U S A. F VEY I 
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Illustration 11-7 (S//REL TO USA, FVEY), 



5 January 2012. 



Source: Briefing (S//REL TO USA, FVEY), NSA/CSS, "Military Manpower and Compensation 
Management (U)/' 13 Jan 12, SO 11-38. 



NSA/CSS Cryptologic Center Updates ( TS//S I //REL TO U S A, TV E Y) 
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Illustration April 2012. Source: Briefing (S//SI//REL 

TO USA FVEY), AFCO, "NSA/CSS Joint Issues Board (U)," 6 Apr 12, SD 1-115 (Information used is 
Unclassified/For Official Use Only.) 
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Illustration 11-9 Source: 

Briefing (S//SI//REL//USA FVEY), NSA/S34, "Service Cryptologic Component (SCC) Investment 
in Manual Morse (U)," 4 Nov XI, SD 11-83 
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Illustration 11-10 (U / /F QUQ ), Manual Morse Mission changes, 13 July 2012 JIB. Source: Briefing 
( TS// S I//na TO USA, rVE¥), AFCO, "NSA/CSS Joint issues Board (U)," 13 Jul 12, SD 1-116. 
(Information used is Secret/Releasable to USA, FVEY). 

USSID 3000 Consolidation (U // P OUO ) At the July 2013 meeting, JIB members discussed 
optimizing the CCP workforce. A few months iater at the 13 September JIB, Major General 
Robert P. Otto offered his response to the Deputy Chief of the Central Security Service 
(DCHCSS) regarding CCP billets. He recommended aligning all Air Force CCP manpower under a 
broad "USSID 3000" billet construct to allow for more efficient management and enterprise- 
wide resource accountability for all CCP-funded Airmen, both military and civilian. General Otto 
also stated that that proposed broad-alignment would best support the AF (SR Agency's 
responsibility to organize, train, and equip Air Force personnel to execute NSA's cryptologic 
missions. In addition, the alignment would promote greater team-building opportunities 
throughout the SIGINT enterprise. 27 

Service Cryptologic Component Fill Rates (S//S I //R F L TO USA, F VEY ) By the following 
month, at the 26 October 2012 JIB, members dealt with Service Cryptologic Component (SCC) 
and U.S. Cryptologic Center (USCC) fill rates. The SCC fill rate provided a status on service 
resource use of Priority 2 and Priority 3 billets, reviewed the dynamics driving those rates, as 
well the effective use of military personnel. During the JIB, the DIRNSA reviewed the on-going 
actions involving fill rates and effective use of those factors. Specifically, significant challenges 
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focused on the fill rates for 




linguists. In 



that area, an imbalance of mid-to-senior level leadership to junior enlisted ratio resulted in 
reduced manning rates. The JIB members recommended that linguist accountability in the 
three NSA data-base systems be standardized to more accurately reflect fill rates and 
capabilities for the highly-demanding languages. 28 



FY 14-18 CCP Basis of Estimate (BOE) and Training Development 

( S//REL TO USA, F VEY ) The CCP Basis of Estimate (BOE), began in late September 2011 
and continued in 2012. Orchestrated by NSA's Business Management Integration Office, the 
BOE looked at NSA's entire CCP Program for Record (PFR) for FY2014 to FY2018. Throughout 
2012, the NSA scrutinized its BOE process, which AF ISR leadership viewed as an evolving 
process and one that tasked all SCCs to provide an account of their CCP resources. To that end, 
the AFCO's Programming Division (ASP), examined accounting, manpower procedures and how 
SIGINT collection organizations executed or spent their allocated funds. The BOE posed four 
primary questions: (1) what we are trying to accomplish (requirement); (2) what it should cost 
(both pay and non-pay estimates); (3) what it produced (output); and finally (4) what the 
impacts are if the requirements are not fully funded (impact statements). Starting in the spring 
of 2012, AF ISR Agency's Programming Division, (A8P), AFCO/A8P and the AF/A2 Resource 
Management Division (A2RN) looked at ways to improve those processes. As a relatively new 
management tool, senior agency leadership believed that when it began it lacked mature 
mechanisms to answer those internal questions. By 24 August 2012, AFCO/A8P and the NSA 
Business Intelligence Office, developed and administered a BOE training plan. The training 
effort focused agency personnel on micro-level BOE details and targeted HQ AF ISR Agency staff 
personnel, as well as resource and collection managers within the agency's wings, groups and 
centers. At the end of 2012, 62 AF ISR Agency personnel had undergone the BOE training. 29 



Global Aviation Analysis SIGINT Team 
(S//REL TO USA, F VEY) 
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Illustration 11-11 (S // R E I TO USA, FVEY ), Projected GAAST Manpower, FY15-FY19. Source: 
Briefing (S//REITO USA, FVEY), AFISRA/A8, "70 1SRW Global Aviation Analysis SIGINTTeam 
(U)," 13 Aug 12, SD 11-39 . 

U.S. Signals Intelligence Directive Coordination 

(C//REL TO USA> F V EY) For the whole of 2012, AFCO Operations (A3) Division, 
maintained its extensive, on-going efforts to develop and coordinate U.S. Signals Intelligence 
Directives (USSID) for the AF ISR Agency. During the year, AFCO processed 48 Air Force USSIDs 
and completed AF ISR Agency and NSA staffing of nine directives. The USSID process continued 
as a lengthy staffing action which typically involved numerous delays before the directive 
received final approval by NSA's SID director. The DIRNSA used the USSID as a vehicle to 
describe unit missions to authorities and delegated specific SIGINT functions in the USSS to the 
SID. Since 2010, AFCO viewed USSIDs as a tool that enabled SIGINT mission effectiveness within 
the USSS. Several new National Tactical Integration (NTI) USSIDs encompassed much of 
AFCO/A3's time in 2012. Specifically, three individual SIGINT Enterprise (SE) USSID 3600 
mission profiles (USSIDS SE 3600A, 3600B and 3600C) figured prominently in the staffing 
process. Of the three NTI USSIDs, SE 3600A, mission tasking for the 

completed bottom line coordination on 16 November 2012. Additionally, following the earlier 
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approval of the basic ■ USSID SE 3600, USSIDS SE 3600B and 3600C, SIGINT tasking for the 
^ respectively, finished the pre-coordination process 
also on 16 November. As of 31 December 2012, AFCO expected all three of the NTI USSIDS to 
begin top line Air Force coordination processing/staffing in the coming year. 





(U // F OUO ) By mid-2012, the AFCO leadership sought to recast select tasking USSIDs for 
those missions it believed the Air Force had a vested interest in prosecuting. Those traditional 
Air Force core missions involving counter-air and air defense, constituting a considerable 
amount of AF ISR Agency resources. After several years of war, AFCO managers acknowledged 
that because NSA's on-going SIGINT missions focused on Operation ENDURING FREEDOM and 
the concluded Operation IRAQI FREEDOM/NEW DAWN, their staff had fallen behind in 
conducting the routine review of USSIDs. To make up those deficiencies, AFCO senior leaders 
believed the USSID effort presented several opportunities for the AF ISR Agency, as the SCC, to 
reestablish itself as an NSA mission partner— instead of a simple force provider. That new 
USSID mission strategy called for AFCO to conduct a wide-spread, far-reaching review of the Air 
Force USSIDs with the intention of positioning the agency to become the lead cryptologic 
enterprise for a SIGINT mission area that showed no sign of declining in importance or in 
number in the near future. 33 
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361st Intelligence. Surveillance and Reconnaissance Group 



(U) AF ISR Agency's 361st Intelligence, Surveillance, and Reconnaissance Group (ISRG), 

based at Hurlburt Field, Fla, performed as an independent group that furnished personnel in 
the Airborne Cryptologic Linguist (1A8X1) and Airborne Cryptologic ISR Operator (1A8X2) Air 
Force Specialty Codes (AFSC) integrating them with Air Force Special Operations Command 
(AFSOC) personnel in the group's two squadrons. commanded the 

group until 13 June 2012, when took over as commander. Total 

manning for the 361 ISRG staff numbered 20 assigned with 24 personnel authorized. The group 
commander and his staff served as the on-scene AF ISR Agency liaison with the AFSOC 
headquarters staff, 4 



Mission and Organization (S // NF ) - Throughout 2012, 361 ISRG members carried out its 
important mission to organize, train, equip and present combat ready, tactical ISR forces to 
conduct and support the full spectrum of world-wide conventional and Special Operations 
missions. During 2012, the group comprised the 25 IS, at Hurlburt, Field, Fla., 19 IS 

' Pope AFB, N.C., 43 IS at Cannon, AFB, N.M., and the 
306 IS at Beale AFB, Calif. For organizational changes pertaining to the organization during 
2012, see Chapter 1 of this history. Manning at the 19 IS counted 88 personnel assigned against 
116 authorized. Two-hundred-forty-eight personnel worked at the 25 IS and its detachments, 
while 60 airmen manned the 43 IS. The 306 IS had 154 airmen assigned. 35 



361 ISRG Mission Summary (S#NF) From 1 January to 31 December 2012, personnel 
from the 361 ISRG units flew or supported 29,439 manned and unmanned sorties. That mission 
rate in 2012 once again showed the unit maintained an extremely high operations tempo 
(OPSTEMPO). Crews from the group's squadrons deployed airborne and ground-based 
cryptologic linguists and analysts that furnished direct threat warning (DTW) to Special 

Operations Forces (SOF) aircrews and other forces. The DTWs contributed force protection and 
enhanced situational awareness to the SOF aircrews and ground forces. Additionally, 
airborne ISR operators furnished a SIGINT and Electronic Warfare (EW) collection and vitally 
important precision geolocation (PGL) capability that targeted the collection and exploitation of 
enemy communications. The squadrons served as the lead for expeditionary detachments 
conducting manned and unmanned airborne intelligence operations, while at the same 

time, sought to deconflict activities. The group's members integrated with theater and 



* NOTE:tfi 
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national conventional and SOF units responsible to collect, analyze, exploit, and disseminate 
intelligence to satisfy electronic warfare (EW) and Information Operations (10) 
requirements. The unit also carried out Sensitive Activity ISR operations using its assigned 

airborne cryptologic and ground-based cryptologic linguists and analysts. Those 

personnel used both to provide threat warnings aboard SOF 

aircraft. 36 



Image Redacted 



Illustration 11-12 ($), 361 ISRG Current Combat Operations, 20 October 2012. Source: Briefing 
(S), 361 ISRG/CC, "361 ISRG, "Defending America and America's Defenders Through Specialized 

ISR (U)," 20 Oct 12, SD 11-46 . 



Conclusion 

(U) Over the course of 2012, the agency's Operations directorate (A3) and AFCO 
mounted sustained efforts to provide SIGINT and cryptologic policy, management and program 
guidance to AF ISR Agency units located around the globe. A number of other important units, 
including the 70 ISRW and the 480 ISRW, played key roles in executing the AF ISR Agency's 
extremely diverse SIGINT mission as the USAF's Service Cryptologic Component. Without a 
doubt, the policy and management guidance exercised by those entities in the headquarters, 
AFCO and in the field, involved multiple mission areas at the national level that extended well 
beyond our partners and allies. In the policy realm, AFCO and A3 worked complicated, multi- 
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year NSA-driven, efficiency focused programs like the ZBR and BOE. Some of those SIGINT and 
cryptologic related programs and missions the agency managed included the AF DCGS, Project 
Liberty, Expeditionary Processing, Exploitation and Dissemination, Standards and Evaluation 
(STAN/EVAL), and I5R Weapons and Tactics (WEPTAC) functions. By the close of 2012, the fast- 
changing SIGINT mission of the AF ISR Agency assumed a prominent place in the overall U.S. 
Intelligence Community and contributed immeasurably to the nation's defense. 
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CHAPTER THREE 

STRATEGIC OBJECTIVES and FORCE INTEGRATION 

(U) Introduction 



(U) The year 2012 proved to be a major milestone for the AF ISR Agency in many ways. 
In this chapter we will explore some of those milestones and the top-down management of the 
agency. Beginning with guidance from the Air Force Deputy Chief of Staff for Intelligence, 
Surveillance and Reconnaissance (AF/A2), the agency organized, trained, equipped and 
supported the subordinate wings and centers that executed the Air Force ISR mission. Due to 
the furlough of Air Force civilians in 2013, this history is a departure from previous histories as 
greater emphasis is placed on the agency's strategic objectives and the commander's "Top 10" 
priorities. Further discussions on weapon systems and platforms may be found in special case 
files created for the 2012 history or are covered in the unit histories of the assigned wings and 

centers. We will first address the AF ISR Agency strategic objectives and how they developed 
during the year. 



(U) Strategic Objectives 

(U // F OUQ ) As noted in Chapter One, the AF ISR Agency strategic objectives spelled out 
the tenets, priorities and objectives of the agency. Directly tied to the Air Force Deputy Chief of 
Staff for Intelligence, Surveillance and Reconnaissance (AF/A2) priorities, the agency built upon 
that foundation and forged clear objectives to ensure that the entire enterprise followed the 
"One Team - One Fight" strategic principles. Shown in Illustration lll-l, the Air Force ISR 
collaborative strategy provided a framework to portray the AF/A2 priorities and AF ISR Agency 
objectives. Throughout 2012, the agency used the flexibility of those objectives to implement 
policy and guidance and measure the overall progress towards satisfying Air Force priorities. 
Each month, the champion for each objective presented their challenges and progress toward 
their specific goals to the AF ISR Agency commander. The commander in turn reviewed the 
progress and directed the champion to focus on certain sub-objectives to keep moving forward 
or to shore up issues that need greater attention. Within these sub-objectives, the commander 
chose certain ones that became his "Top 10" priorities. These priorities or issues needed 
immediate attention to rectify current ISR challenges due to shortfalls in personnel, funding or 
technical capabilities. 1 
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Air Force ISR Collaborative Strategy 



AF/A2 Priorities 

Develop & Optimize integrated ISR 
capabilities to operate across spectrum of 
military operations for today & tomorrow 



Develop ISR Professionals 

. 



Strengthen Collaboration & Partnerships 

\ __ 




Enhance ISR From & For Space & Cyberspace 

Improve C2 of iSR 

^ J- 



AF ISR Agency Objectives 



Optimize ISR in Today's Global Fight 
Identify & Capitalize on Efficiencies 



Develop & Care for Our ISR Airmen & Families 



Drive a Highly Integrated, Atl -Source ISR Enterprise 



Develop Agile Air, Space & Cyber ISR for the Future 



One Team — One Fight 



Illustration lll-l (U) Air Force Collaborative Strategy and AF ISR Agency Strategic Objectives. 
Source: Briefing (S//NF) AFISRA/A9Y, "Strategic Objectives Review," 16 Feb 12, SD 111-001 . (Info 
used is Unclassified). 

(U) Commander's Top 10 Priorities 

(U) The AF ISR Agency commander's Top 10 developed over time from a previous 
management tool called the stoplight chart, which graphically depicted the commander's 
priorities and the responsible A-Staff divisions to tackle each key issue. Using a series of 
numbered objectives and a designated champion for each one, the champions focused on 
"objective-to-task" planning measures to meet each metric or goal. Under each objective, sub- 
objectives or tasks further described what actions or steps they would take to accomplish each 
major objective. In order to simplify this process and recognizing the need for a strategic 
course change, in late 2011 the commander decided to realign agency goals and objectives with 
the AF/A2 strategic priorities, Of those priorities, the commander decided on his top 10 issues 
that needed his greatest attention. As discussed above, by following this process, Maj Gen 
Robert P. Otto, AF ISR Agency Commander, steered the agency on the path to the AF/A2 
strategic vision. 2 
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(U) #1 Fix Linguist Retention and Manning 

(S //NF) At the top of the commander's Top 10 list, linguist retention and manning led 
to significant changes in language development, training and employment of forces. In the 
recent past, the training and operations tempo of worldwide operations took its toll on the 
airmen and noncommissioned officers (NCO) assigned as airborne cryptologic operators (AFSC 
1A8X2). In some cases, the airborne cryptologic linguists (1A8X1) found themselves in non- 
language SIGINT operator positions that did not require their particular skill set, but filled jobs 
that had a high priority to support wartime missions. This limited number of highly skilled 
personnel dwindled as frequent or involuntary extended deployments exasperated the 
situation. This also created shortfalls at their parent units, like the 55th Wing at Offutt AFB, 
Nebr., which counted on these operators or linguists to use their language skills aboard the RC- 
135 (RIVET JOINT) aircraft. In a memo from Lt Gen Ronald L. Burgess, Jr., Commander of the 

Joint Forces Component Command for ISR, to the Chairman of the Joint Chiefs of Staff, he 
stated that, 3 
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(U // F OUO ) Vacancies in the 1A8X2 career field, especially in the middle to senior 
grades and skill levels, increased the impact on these shortages. As noted above, the 1A8X1 
airborne cryptologic linguists filled 1A8X2 operator positions when the manned ISR jumped to 
unprecedented levels. Two factors contributed this situation: one, the creation of the 1A8X2 
career field and two, the significant increase in unfunded requirements, like Project Liberty and 
other Special Operations Command ISR taskings. Due to the limited number of skilled 
personnel and high rotation rates to contingency operations, the linguist proficiency, morale, 
and motivation to remain in the Air Force declined. Even with monetary incentives, the troops 
voted with their feet. The Director of the National Security Agency (DIRNSA), Lt Gen Keith B. 
Alexander also weighed in on the issue and suggested to the Air Force Chief of Staff, General 
Norton A. Schwartz, that the Air Force "eliminate the 1A8 career field and change the construct 
from aviators with cryptologic duties to cryptologic personnel with duties that include flying." 
However, from General Otto's view, "[a] test of the construct that DIRNSA proposes js feasible, 
but would require exceptions to AF policy, incur non-trivial costs, and would take years to 
measure fully." 5 



Bid Aucy12 

1A8X1 - Alrborna Crypto Lang Analyst 




200 ■ • 



i * 12 



f t t 1 * t 




15 1 4 1 3 1 2 0 1 2 3 4 5 6 7 9 9 1 0 11 12 13 1 4 15 1 6 17 1 8 1 9 20 21 22 23 24 25 2 6 27 28 29 

1 Ye.ns Of Service fYOSi 

FYAcctuiorn 



NFS Grad Sustainment Target and 
Bands (+A 10%) (+*20%) 



Sustainment (FY17 PP Autfts 1,080) 



FP hvantory 



Illustration 111-2 (II) The Cryptologic Language Analyst Retention Rates as of August 2012. 
Source: Briefing (U) AFISRA/A30, "Cryptologic Language Analyst Success/Initiatives," 31 Oct 12, 

SD 111-083. 
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( mm From a larger perspective, perhaps the real issue focused on the Air Force 
trying to get "greater joint buy-in to support light ISR requirements..." As discussed in previous 
histories, the demand for ISR continued unabated even though the Air Force simply did not 
have enough properly trained and skilled airborne linguists to keep up. The services and the 
other service support agencies (like the NSA) would have to provide their fair share of skilled 
and experienced personnel into the pool of available airborne cryptologic linguists to fill all 
wartime requirements. From a historical viewpoint, airborne and ground cryptologic units 
competed for the same pool of skilled linguists, which remained hard to fill and difficult to 
retain. As the year went on, the agency continued to work these important issues by tracking 
the hiring/fill rates, language proficiency, crew utilization and retention of linguists. 6 

(U) #2 Fix Civilian Hiring and Mobility 

(S} In another personnel issue, the rate of civilian hiring lagged behind the needs of the 
agency. Due to the multiple changes in personnel systems, from the National Security 
Personnel System (NSPS) to the Defense Civilian Intelligence Personnel System (DCPS), and the 
centralization of staffing and classification, the Air Force Personnel Center (AFPC) encountered 
significant challenges to keep up with the growth of civilian requirements. Between 2005 and 
2011, the number of vacancies at the agency went from 20 up to almost 500. By 2012, now 
with hiring controls and a hiring freeze in place, the situation only worsened. To reverse this 
trend, the agency changed the Memorandum of Agreement between the agency and AFPC, 
stood up a DCIPS Hiring Team, and hired four temporary retired annuitants to help clear the 
backlog of personnel actions. The agency also developed standardized position descriptions 
(PD) for quicker classification of personnel and to simplify the process. By the end of the fiscal 
year, the backlog continued and General Otto requested further support from General James to 
aggressively address the issues. On 16 October 2012, General Otto requested General James 
concurrence and financial support to: 7 

Release FY13 civilian pay 1/12 withhold when projected we have earned or will earn the 
dollars; concurrence to hire civilian authorizations for CCP at 100 percent and GDIP at 97 
percent; and approve immediate realignment of National Geospatial Program and Cyber 
Security Initiative, i.e.. Program Element Code (PEC) 31372, excess civilian pay dollars 
towards their existing mission shortfalls. 

(U) By this time, the agency and AFPC forged an agreement through the Deputy Chief of 
Staff for ISR (AF/A2) to outline the role and responsibilities of each organization to take care of 
the backlog of DCIPS civilian hiring. In the Memorandum of Agreement (MOA), it provided for 
the "services, funding and reimbursement arrangements required for ten (10) civilian 
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reimbursable positions in support of Defense Civilian Intelligence Personnel System (DCIPS) 
centralization initiative." Although the agency would fund the 10 positions, it reduced the 
funding period from three years to only one. Even with this help, it would be some time in 
2013 until the agency would see the results. 8 



(U) AF ISR Agency Civilian Vacancy Growth 




Illustration 111-3 (U) AF ISR Agency civilian vacancy growth between 2005 and 2011. Source: 
Briefing (U) AFISRA/A1, "Civilian Personnel Hiring," 15 Apr 12, SD 111-008 . 

(U) In another civilian issue, mobility or deployment opportunities increased in 2012 for 
the agency. The A1 (Personnel) staff reviewed and improved the civilian deployment process 
by clarifying how civilians could volunteer, streamlined the civilian deployment checklists or 
reporting instructions including medical clearance forms, engaged with base deployment 
monitors on their responsibilities for civilian deployers, created a civilian deployment portal, 
and sought feedback from returning civilians on any lessons learned from their experiences. 

For example, three senior civilians, . von 

Heiiand, each deployed to Kabul, Afghanistan and brought their own unique leadership skills to 
mentor and lead key elements of the North Atlantic Treaty Organization (NATO) International 
Security Assistance Force (ISAF). Following their return to the agency, they shared their 
experiences at a roundtable discussion which highlighted civilian deployment opportunities and 
lessons learned on the civilian deployment process. 9 
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(U) #3 Develop Roadmap for Multi-Intelligence Fusion 

(U) In early January 2012, a group of the Senior ISR Officers (SISRO) requested the AF 
ISR Agency develop a roadmap for General James (AF/A2) to "define what we want ISRD to look 
like in the future, define next steps, and build multi-INT NTI capability." The ISRD is the ISR 
Division in the Air and Space Operations Centers (AOC) that support geographic and functional 
combatant commanders. As number three in the commander's Top 10, General Otto saw that 
new demands for space, cyber and targeting and the growing number of sensors and volume of 
data would be among his top priorities. With ever increasing (and new) demands for ISR, the 
agency sought to meet these challenges by changing or modifying their processes and apply 
best practices through collaboration. As a result, the AF ISR Agency recommended these 
changes: appoint AF ISR Agency Intelligence Directorate (AFISRA/A2) as lead for multi-domain 
fusion, improve and not duplicate AOC processes, create a new construct to improve element 
collaboration, create a multi-domain fusion formal tasking process, and build tactics, 
techniques and procedures (TTP) to guide communications among the different elements. The 
main objective of the agency focused on building multi-intelligence National Technical 
Integration (NTI) capabilities and developing the fusion roadmap. 10 

(U) As part of that process, AFISRA intelligence (AFISRA/A2) examined their current 
processes and noted the past success with their operational relationship with the National 
Security Agency (NSA). This model of excellence enabled greater exchange of information 
between the two agencies, which also maximized Combat Air Forces (CAF) access to NSA 
capabilities and analysis. Based on that relationship, the agency developed several analytical 
capabilities such as AF NTI, DCGS Analysis and Reporting Teams (DART), Imagery Support 
Elements (1SE) and Tactics and Adversary Studies Elements (TASE). On 17 May 2012, the agency 
published a paper titled, "Multi-INT Fusion White Paper," which set out to define the terms of 
reference, assumptions, risks and issues regarding multi-intelligence fusion. One of the paper's 
first suggestions focused on creating an Integrated Process Team (IPT) made up of subject 
matter experts (SMI) to "define the requirement and develop potential COAs (courses of 
action)." In turn, the IPT would develop a Concept of Employment (CONEMP) document for 
multi-INT fusion and guide that process. 11 

(U) As the IPT continued to coordinate with other intelligence community (1C) 
organizations and major command (MAJCOM) elements, the more refined they became and 
more focused on this initiative. Meanwhile, budget constraints kept the IPT from implementing 
a Concept of Operations (CONOPS) since manpower numbers would remain constant through 
the next fiscal year (FY13). By the end of the year, the IPT looked to take steps towards their 

TOP SECRET//HCS/S 1 /TALENT KEYHOLE//FG I GBR//RSEN/ORCON/NOFORN//F I SA 

69 

UNCLASSIFIED 




UNCLASSIFIED 




main goal. These included implementing cross-capability training, improving wing operations 
(WOC), network operation communications center (NOCC) and national command center (NCC) 
coordination with agency wings and centers, and bringing AF ISR Agency capabilities into the 
ISR Divisions in the AOCs. Likewise, the IPT and agency representatives forged ahead to expand 
beyond the organizational approach, continue to define requirements and explore other 
possibilities to conduct multi-intelligence fusion. 12 

(U) Naturally, along with multi-INT fusion, the agency looked at the processing, 
exploitation and dissemination (PED) apportionment piece of this issue as well. How can the 
agency and its wings and centers, support the increasing demand for intelligence products? In 
order to be effective, the IPT would also need to look at the fusion of information with the first 
phase PED timelines to reduce the unintended duplication of effort with the Combined 
Numbered Air Force (C-NAF) and the ISR Division. Likewise, the Joint Force Air Component 
Commander (JFACC) for ISR determined the monthly apportionment of the joint ISR Enterprise 
to the Combatant Commanders (COCOM). The apportionment process began with the 
COCOM's ISR requirements to the Air Operations Center (AOC) and the joint or theater 
commander's approval which translated into the Air Tasking Order (ATO) and the 
Reconnaissance Surveillance Targeting Acquisition (RSTA) tasking. Once these two elements 
combined with available DCGS time and the PED tasking order (PTO), the 480 ISR Wing 
Operations Center (WOC) assigned the mission lead and target allocation across the enterprise. 
Moreover, the planning process also had to take into account ad hoc target collection and 
exploitation between the DGS exploitation sites and the supported C-NAF or ground 
component commander. In the final step of this process, feedback to the support units allowed 
them to gain a better understanding of the results and if they satisfied the COCOMs 
requirements. The weight of effort (WOE) meant that a certain percentage {up to 100 percent) 
of ISR could be allocated to each COCOM for any given month. Meanwhile, this tiered 
approach also had to take into account special operation forces (SOF) or quick reaction 
capability (QRC) requirements as they developed, which further complicating the matter. The 
COCOMs would need to determine how much risk was acceptable to them to maintain the level 
of ISR support they needed. Crew manning standards and "smart crew" sourcing remained key 
to this effort. As the year ended, the agency continued to review these challenges and explore 
other workable solutions. 13 

(U) #4 Grow Cyber ISR Analysts 

(U // F OUO ) With the tremendous need for cyberspace and cyberspace ISR analysts, the 
agency sought ways to increase the number of trained cyber warriors to meet those demands. 
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Of the approximate 2,000 Air Force cyber billets, 511 full-time equivalents (FTE) from AFISRA 
supported or executed Defensive Cyberspace Operations (DCO), Offensive Cyberspace 
Operations (OCO) and Department of Defense Information Network Operations (DiDIN Ops) 
and Computer Network Exploitation (CNE), with the majority of funding coming from the 
Consolidated Cryptologic Program (CCP). For training, all active duty Air Force Specialty Code 
{AFSC) officer 17D's, Cyberspace Operations, attend the six-month Undergraduate Cyberspace 
Training (UCT) course at Keesler AFB in Mississippi, followed by the AFSPC Cyber course at 
Hurlburt Field in Florida. That course contained two and a half months of initial qualification 
training (IQT) followed by one month of mission qualification training (MQT). Upon completion, 
if they were assigned to an NSA location, the officers attended almost four months of 
specialized training followed by two months of certification training to become qualified to 
conduct CNE operations. 14 

(U // E OUO ) For active duty enlisted AFSC lB4s, Cyberspace Defense Operations, they 
had to complete their first enlistment and cross-train into the career field followed by four 
months of initial skills training also at Keesler AFB. Upon completion, they transitioned to 
Hurlburt Field for the AFSPC Cyber course. Those who followed on to NSA sites, then complete 
further specialized training and two months of certification training. The AFSC 1N2X1C 
specialty (Communications Signals intelligence), had a seven month initial skills course (basic 
and technical training) at Goodfellow AFB, Texas, then continued on to a traditional 1N2X1C 
assignment. Beginning with their second enlistment, they could be eligible to attend the Joint 
Cyber Analysis Course (JCAC) at Corry Station, Florida. JCAC was considered baseline training 
for NSA work roles and considered an IQT program. The course was six months long, and 
afterwards the airmen proceeded to an NSA station for a three to five-month certification 
which the agency also considered an MQT equivalent. 15 

(U//FOUO) The AFSC lN4's, Network Intelligence Analysis, completed a nine month 
initial skills training (basic and technical training) with technical training at Goodfellow AFB, 
Texas. Upon completion, airmen could be qualified as Target Analyst Reporter (TAR) or Target 
Digital Network Analyst (TDNA) and complete at least one assignment prior to progressing on to 
the more advanced analytic training program. As with the 1N2X1 C's, lN4's with at least one 
enlistment, would attend JCAC as an equivalent IQT, and a three to five-month certification as 
an equivalent MQT. The JCAC training quotas for FY12 consisted of 82 for AFISRA, four for the 
National Guard and three for ACC. When factoring the linguists involved in cyber, their training 
could go up to 23 months for the more complex languages. Overall, quotas for training would 
need to increase each year in order to reach the agency's goal of 429 cyber ISR warriors. 16 
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Illustration 111-4 (U // P OUO } Training airmen for the cyberspace mission. Source: Briefing 

(TS//SI/TK//NF) AFISRA/CW, "Air Force ISR in the Cyber Domain (U)," 5 Apr 12, SD MI-023. 
{Info used is Unclassified //For Off i c i a l Use On l y ). ’ 



(U) The illustration above depicts the training timeline for various AFSCs associated with 
the Cyberspace mission set and the number of months necessary to train personnel to be 
mission capable. The gray blocks represent initial training for the particular AFSC, the light blue 
training includes IQT or equivalent training, and the dark blue represents MQT or other 
equivalent training. The clear blocks represent non-training time and provide a more accurate 
accounting of the time necessary to grow Cyber forces. On the far right, language analysts are 
epicted, but not hsted as a cyber work role, though the analysis they provide is critical to the 
mission. As noted above, the Air Force needed greater investment to train more Cyberspace 
pro essionals to begin to satisfy the ever increasing need for more analysts. 17 
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(U) #5 Improve Image Quality for ISR Platforms 

(U) tn another initiative and as more Quick Reaction Capabilities (QRC) reached the 
fielding and eventual employment stages, challenges arose with the imagery on a handful of 
platforms, especially the U-2 {DRAGON LADY) and RQ-4 (GLOBAL HAWK). Aboard the U-2 
reconnaissance aircraft, sensor age and sustainment appeared to be the main issues while on 
the RQ-4, missing and misaligned frames, tonal non-uniformity, and "donuts" (hazy circular 
image patterns) required immediate attention. Likewise, the Airborne Cueing and Exploitation 
System-Hyperspectral (ACES-HY) experienced high resolution imagery (HRI) oscillation when the 
MC-12 LIBERTY analysts noted degradation of full-motion video (FMV) imagery from the 
platform to the ISREC in reachback mode. The MQ-1 PREDATOR and MQ-9 REAPER analysts 
also experienced FMV degradation of imagery from the Ground Control System (GCS) to the 
DCGS sites. To find solutions to these challenges, the agency worked with ACC, USCENTCOM, 
National Geospatial Intelligence Agency (NGA), and AF/A2 to develop and formalize FMV sensor 
metadata standards and track sensor sustainment functions. To that end, drafting and 
publishing the FMV sensor metadata standards remained critical to that effort. 18 



- ( S //NF) T hroughout the year, the agency worked with ACC, the lead for the program, 
and with other agencies and contractors to find solutions to the image quality issues. 




February 2012, a contractor, Harris Corporation, conducted full-motion video testing and 
analysis on Air Force MQ-1 and MQ-9 platforms at three different sites. The contractor found 
that the Air Force "FMV [did] not provide the highest quality and reliable video possible." By 
establishing a baseline, the Air Force could measure any changes or increases in system 
capacity as they occurred as well as make recommendations based on the findings. Among the 
many recommendations, upgrading the equipment to high definition (HD) systems would 
significantly improve image quality. Further discussion into the findings can be found in the 
report. Along the way, the agency looked at other solutions from the sensor to the system 
architecture to the analyst's workstation as well as ways to improve data access and the 
exploitation tools to overcome these issues. For the Project Liberty MC-12W, enhanced cross- 
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cueing and data fusion to improve geo-positioning accuracy expanded use beyond situation 
awareness and could further support real-time tactical targeting. As the year ended, the image 
quality API remained unpublished as the agency continued its efforts to improve (SR imagery 
quality. 19 

(U( #6 Remote SIGINT Operations for Manned ISR Platforms 





Illustration tll-5 (U) MC-12W Project LIBERTY aircraft. Source: Briefing (S//REL TO USA, ACGU) 
USCENTCOM, "ISR Smart Book (U)," 1 Aug 10, SD 111-115 . (Info used is Unclassified). 
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Illustration 111-6 (U) RC-135V/W RIVET JOINT aircraft. Source: Briefing (S//RELTO USA, ACGU) 
USCENTCOM, "ISR Smart Book (U)," 1 Aug 10, SD 111-115 . {Info used is Unclassified). 

( S ) 
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Illustration 111-7 (U) ACES at the 55th Wing, Offutt AFB, Neb. Source: Briefing (S//RELTO USA, 
FVEY) AFISRA/A3, "Distributed SIGINT TTPs (U)," 20 Jan 12, SD HI-043 . (Info used is 
Unclassified). 




(U // F OUO ) On 14 November 2011, the AF ISR Agency activated the 526th Intelligence 
Squadron (IS) to fully integrate "realistic ISR capabilities into Combat Air Forces training, testing, 
and tactics development," at Nellis AFB in Nevada. A few years earlier (July 2008), the ISR 
Center of Excellence (CoE) began operating under the Air Force Air Warfare Center (AWC) also 
at Nellis AFB, to develop and integrate ISR TTPs of ISR systems into the periodic RED FLAG 
exercises. After a June 2010 review by the AF ISR Agency Commander, Maj Gen Bradley 
Heithold, he determined that the ISR CoE returned "mixed results, inadequate action officer 
manning, competing demands of AWC intelligence activities and ISR weapons systems, testing, 
training and tactics coordination." To invigorate this effort. General Heithold called for the 
creation of a new squadron to take over ISR TTP developmental testing and evaluation. In 
order to do this, an AFISRA tiger team looked at future missions and functions to create a more 
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robust and realistic expeditionary processing, exploitation and dissemination (ExPED) 
experience for deploying crews. 25 

( TS//S I /TK//N F) The primary effort of the new squadron included integrating ISR into 
the Air Force Fighter Weapons Center (FWC) exercises and to test, evaluate and develop new 
Air Force ISR TTPs. In order to provide real-time ISR PED support to the center, the agency 
worked with the other commands to continue support to existing missions and add high and 
medium GEOINT and SIGINT scenarios along with testing and training. The resulting ISR 
operational test and evaluation {OT&E) sought to maximize the agency's investment and 
further their high altitude capability to "storefront" Air Force ISR to the major commands. This 
same storefront required a total of 18 billets to include 12 DCGS operators to carry out this 
program. As the development for RED FLAG continued, depending on which course of action 
(COA) the commander selected, the main test of the program was programmed for RED FLAG 
13-3 in 2013. On 4 April 2012, Maj Gen Robert P. Otto, AF ISR Agency Commander, decided on 
COA 2b to deliver an AFISRA capability to Nellis AFB, followed by a 10 and 11 July 2012 site 
survey at Nellis to determine long-term solutions to implement the program before RED FLAG 
13-3 (25 February - 15 March 2013). However, issues related to facilities, funding and 
resources endangered the implementation of the COA in time for the exercise. Instead, interim 
measures focused on DCGS participation to allow the majority of capabilities to be ready for the 
exercise in 2013. An interim solution to meet RF 13-3 requirements and approved by General 
Otto consisted of four options that would be accommodated in the Consolidated Air Operations 
Center in Nevada (CAOC-N): 

Option A supported re-imaging the two C1ES workstations to the 10A configuration, 
connect them to the AFDPoP, and install an imagery server (METIS or Rapid RTP) to 
provide imagery from DGS-2. It also included additional SIPR/JWICS workstations for 
SIGINT injects from non-traditional means during exercise play. 

Option B expanded the number of analysts able to support a mission by purchasing four 
CWS, imaging them to the 10A configuration and connecting to the AFDPoP. Imagery 
would be received through the imagery server requested in Option A. To further 
standardize the site, the plan would replace the two CIES workstations from option A 
with two additional CWS for a total of six CWS workstations connected to the AFDPoP. 
Solutions A and B provided high altitude mission support with imagery received from 
DGS-2. 

Option C covered utilizing DCGS-I. This recommendation as DCGS-I deploys with a 
TWISTER antenna, which would provide RF 13-3 with a line-of-site downlink. When 
used in conjunction with Options A/B, this permitted two high altitude missions to be 
worked simultaneously during the exercise. The DCGS-I shelter would be hooked up to 
base power, and the signal transferred into the operations center floor. A guard would 
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also be installed so the feed could be moved to the high-side workstations from Options 
A/B preventing anyone from working out of the trailer. 

Finally, Option D involved utilizing GRC's off-the-shelf PED package or an FPED capability 
such as Multimedia Analysis & Archive System (MAAS). This option permitted RF 13-3 
the ability to receive MC-12 FMV data. The workstations would be on a closed, stand- 
alone network. 

Options A and B would remain after the exercise as part of COA-2b, while Options C and D 
would be removed upon completion of the exercise but could be used in subsequent exercises 
pending the completion of COA 2b. The project was expected to be completed by February 
2013. The Directorate of Plans, Programs, Requirements, and Assessments (AFISRA/A5/8/9) led 
this effort. 26 

(U) #8 Rebalance AFISRA Headquarters 

(U) See Rebalancing the Headquarters in Chapter 1 for detailed information. 

(U) #9 Get Right People in the Right Place 

(U) One of the key areas of the agency's commitment to the "being all in", the 
deployment of civilian and military members highlighted the need for better planning at all 
levels. With the changing nature and length of deployments, the agency sought a planning vice 
reaction mode for their members. By aligning units with the periodic Air Expeditionary Force 
(AEF) cells or bands and stressing the "teaming" of forces against known requirements, the 
agency could more appropriately manage assigned intelligence personnel for each deployment 
cycle. At the same time, the headquarters directorates could select specific deployment 
opportunities for their members to reduce contested selections or reclamas to be arbitrated 
between the agency and the AEF Center or the Air Force Personnel Center (AFPC). 27 

(U) #10 Create ISR Studies and Analysis Function 

(U) As the last of the Commander's Top 10, the AF ISR Agency created an ISR Studies 
and Analysis function within agency's Strategic Plans, Programs, Requirements and 
Assessments (AFISRA/A5/8/9) directorate. Incorporated into the existing A9Y branch (renamed 
as Policy, Doctrine, Studies & Assessments, and Lessons Learned) in late November 2011, the 
first study initiated produced an airborne technology roadmap in February 2012. Later studies 
in the works included an ISR Current Baseline, Air Force DCGS Operations, Air Force Future 
Technologies Modernization Strategy, ISR Solutions Analysis, Air Force DCGS 2020 Vision 
Implementation Plan and ISR Gap Analysis, 28 
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Illustration 111-8 (U) AF ISR Agency Tenets, Priorities and Objectives. Source: Briefing 
(TS//SI//NF) AFISRA, "AFISRA Mission Brief (U)," 4 Oct 12, SD HI-161 . (Info used is Unclassified). 



FORCE INTEGRATION 

(U) Although the agency headquarters did not directly conduct operations during this 
period, it did support the warfighter by integrating ISR systems and providing ISR capabilities 
worldwide. Since 2008, the number of Department of Defense (DoD) ISR platforms has 
increased 238 percent, making up almost one-third of the ati U.S. military aircraft by 2012. In 
fact, spending on ISR reached $67 billion since the events of 11 September 2011. For its part, 
the AF ISR Agency aligned the programmatic, policy and system requirements for Air Force ISR 
as priorities developed by the Deputy Chief of Staff for ISR (AF/A2). Based on that guidance, the 
agency established plans and requirements for resolving ISR capability shortfalls, led the Air 
Force DCGS weapons system, integration into the National System for Geospatial Intelligence 
(NSG) and provided ISR manpower, products and services. To accomplish its mission, the 
agency organized into two wings, two centers, a group and two detachments. For more 
information on the mission and organization of the agency, see Chapter One. 29 
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(U) Air Force Geospatial Intelligence Office 

( S//TK//NF ) The Air Force Geospatial Intelligence Office (AFGO) served to unify the Air 

Force geospatial intelligence (GEOINT) enterprise by building strong relationships with 1C 
partners, especially the National Geospatial Intelligence Agency (NGA). Co-located with the 

NGA, AFGO ensured that Air Force equities and interests were represented at meetings and 
roundtable discussions. Likewise, AFGO promoted the External Site Architecture Team (ESAT), 
National System forGEOINT (NSG) Consolidated Library, GEOINT cross-community networking 
research and design (R&D), and the GEOINT certification and accreditation programs. They also 
coordinated and facilitated the first NSG Program Management Review (PMR) which gave them 
the opportunity to highlight AF GEOINT capabilities, systems and training. In addition, AFGO 
represented the Air Force to several other programs, including the Media Generation Team 
(MGAT), the ingest of Air Force airborne data, retiring the Imagery Exploitation Support System 
(IESS), the National Reconnaissance Office (NRO) Rapid Capabilities Office to identify a 
transition partner for the RPA SIGINT Optimization Tool, and the Future GEOINT Capabilities 
and Requirements Working Group to help determine future GEOINT capability development. In 
another AFGO first, they developed and provided input for a USAF Academy requirement for an 
NGA professorship into the National Needs Library. However, this effort did not meet priority 
requirement and was shelved. Meanwhile AFGO received a request from the USAF Academy 
for an intern for the NGA for their summer intern program. 30 

(U) Distributed Common Ground System 



( S// R EL T Q J JSA, E Vi ¥) The Distributed Common Ground System (DCGS) consisted of 
five core sites (or main hubs) in the U.S., Hawaii, South Korea, and Germany, as well as 
numerous smaller Distributed Mission Sites (DMS), and Imagery Support Elements (ISE) 
scattered across the continental U.S. (CONUS). The 480 th ISR Wing and its assigned units 
managed the AF DCGS processing, exploitation and dissemination part of the of ISR process in 
order to turn raw information or data from ISR assets into intelligence products for Combatant 
Commanders and the warfighter. In a broader sense. Air Force performed DCGS operations 
across the entire spectrum of intelligence disciplines to include Communications Intelligence 
(COMINT), Electronic Intelligence (ELINT), Geospatial Intelligence (GEOINT), Measurement and 
Signatures Intelligence (MASINT) and the Mission Management mission. As sensor data 
streamed through the DCGS systems, the PED Operations Center managed the information 
across the DCGS wide area network or WAN. By distributing the data and workload, the agency 
improved its capability to respond to growing customer requirements to produce timely, 
actionable, multi-source intelligence. 31 
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Illustration 111-9 PED Operations Center. Source: Briefing (S//REL 

TO USA, FVEY) AFISRA, "AF DCGS 101 (U)/' Aug 12, SD HI-074 1. 

(S//N F ) During 2012, the agency sought to improve both the DCGS processes and the 
network architecture. As already mentioned, one of the primary process improvements 
featured remote exploitation of MC-12W sensors in-theater by U.S.-based DCGS sites. 
Furthermore, the agency also established a lifecycle operator training program for emerging 
capabilities - The Expeditionary PED Fundamentals Course, at Beale AFB in California. This 
course consolidated operator training for similar systems {BLUE DEVIL, GORGON STARE, etc.) 
into a single course designed to prepare Airmen for deployed PED operations. The agency also 
expanded Air Force DCGS by integrating a United Kingdom Royal Air Force Tactical Imagery- 
Intelligence Wing into the overall 480 ISRW PED capability with a 

In addition, the agency established a U.S. - Australian Joint 
Airborne ISR Exploitation Environment (JAISIREEJto develop and test a federated GEOINT 
exploitation capability between Air Force DCGS and an Australian version of DCGS. Likewise, 
the agency developed PED architecture to support GLOBAL HAWK imagery exploitation, 
allowing U.S. Pacific Command {USPACOM} to expand its ISR collection capabilities and 

with 

(U) Remotely Piloted Aircraft 

(U) Over the years, the name or nomenclature of these unique unmanned aircraft have 
changed from unmanned combat air vehicle (UCAV), unmanned aerial system (UAS), unmanned 
aerial vehicles (UAV), to the current title of remotely piloted aircraft (RPA). At the same time, 
the popular use of the term "drone" by the news media contributed to the public perception 
that these aircraft served as mindless robots with wings, which was far from the truth. More 
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importantly, while all of these RPAs were flown by units from ACC, AFSCO or SOCOM, 
enterprise exploitation crews directly supported their successful execution of vital combat 
functions. These included providing deployed U.S and Allied forces critical warning of 
impending threats and allowed them to find targets, develop a pattern of life and support 
kinetic strikes against insurgents and terrorists. On a larger level, advancing the sensor 
acquisition, employment, and PED capability aboard the RPAs remained at the heart of many of 
the agency's key initiatives. 




Illustration 111-10 (U) MQ-1B PREDATOR. Source: Briefing (S //REL TO USA, A CGU) 
USCENTCOM, "ISR Smart Book (U)," 1 Aug 10, SD 111-115. (Info used is Unclassified). 



(U) MQ-1B PREDATOR and Airborne Cueing and Exploitation System Hyper-Spectral 



(S // R ELTO USAj -F VEY) The Air Force Airborne Cueing and Exploitation System 
Hyperspectral (ACES-HY) filled a USCENTCOM Joint Urgent Operational Needs Statement 
(JUONS) The 

ACES-HY flew aboard the MQ.-1B PREDATOR, a UAV equipped with Hellfire missiles that first 
became an Air Force program of record in 1997. During the program's development, the 
agency worked with ACC and completed a Concept of Employment (CON EM P) document on 2 
April 2012 and Rear Admiral S.T. Cullen, USCENTCOM Deputy Director of Operations, approved 
the CONEMP on 10 April 2012. 34 
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Image Redacted 



i- 1 

(S//REL TO USA, FVEY) ACC/ACU, "Concept of Employment for ACES HY (U)/' 
111-095 . (info used is Unclassified//For Official Use Only). 



Source: Plan 
2 Apr 12, SD 



(S//nEL TO USA, rVCY) 












Image Redacted 



Illustration IH-12 (U//FOUO) ACES-HY sensors on an MQ-9. Source: Briefing (S//RELTO USA, 
FVEY} "ACES HY (U)", 30 May 12, SD Ill-Ill . (Info used is Unclassified//For Official Use Only). 
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Illustration 111-13 <U) RQ-4 GLOBAL HAWK. Source: Briefing (S//RELTO USA, ACGU) 
USCENTCOM, "ISR Smart Book (U)/ J 1 Aug 10, SD 111-115 . (Info used is Unclassified). 
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(U) RQ-4 GLOBAL HAWK and Airborne Signals Intelligence Payload 
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Image Redacted 



Illustration 111-14 Operational View. Source: Airborne Signals 

Intelligence Payload, Inteilipedia, retrieved on 14 Jun 13," 

http://intellipedia.intelink.ic.gov/wiki/Airborne_Signals_lntelligence_Payload, SO HI-084) . 




Illustration 111-15 (U) MQ-9 REAPER. Source: Briefing {S//REL TO USA, ACGU) USCENTCOM, 
"ISR Smart Book (U)/' 1 Aug 10, SD 111-115 . (Info used is Unclassified). 
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(U) MQ-9 REAPER and GORGON STARE 




linage Redacted 



Illustration 111-16 ( S//R EL T Q JJS A r E ¥EY) GORGON STARE Wide Area Airborne Surveillance 
(WAAS) 4km diameter field of view. Source; Briefing (S//REL TO USA, FVEY) 495 EIS, "Find the 
Enemy (U)," 20 May 12, SD 111-101 ). 

(S//R EL TO U SA, FVEY) Although GORGON STARE generally performed well, a few 

system. 
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those issues, the agency worked with Air Force Material Command (AFMC) labs and engineers 
to communications systems and software to fulfill analyst and customer requirements. See also 
the Appendices for GORGON STARE operational statistics. 39 



Image Redacted 



Illustration 111-17 GORGON STARE Overview of systems. Source: 

Briefing (S//REL TO USA, FVEY) 495 EIS, "Find the Enemy (U)," 13 Mar 13, SD 111-103) . 

(U) Manned ISR 

(U) Air Force manned ISR consisted of several platforms or disciplines , including the 
MC-12W Project LIBERTY, U-2 DRAGON LADY, RC-135 RIVET JOINT, U-21 BLUE DEVIL and 
Human Intelligence (HUMINT). Each one offered a unique capability for exploitation of GEOINT, 
HUMINT, and/or SIGINT information. While previous discussions in this history included Project 
LIBERTY MC-12W and RC-135 RIVET JOINT, this section will only cover the U-2, U-21 and 
HUMINT. 
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Illustration 111-18 (U) U-2S DRAGON LADY. Source: Briefing (S//REL TO USA, ACGU) 
USCENTCOM, "ISR Smart Book (U)," 1 Aug 10, SD 111-115 . {Info used is Unclassified). 



(U) U-2S DRAGON LADY and Spectral Infrared Remote Imagine Transition Testbed 



(5 // R Et TO U S A t- FVEY ) 










( S//REL TO - USAj E VEY ) During much of 2011 and 2012, the SPIRIT! processing, 
exploitation and dissemination (PED) fielding process underwent extensive testing. As a quick 
response capability (QRC), evaluation of the system throughout the PED process noted several 
areas needing improvement before deployment. Among the many lessons learned during this 
period, the lack of clear notification, theater requirements, planning, funding, training, and 
testing responsibilities raised concerns with many stakeholders of the system. On the positive 
side, coordination and synchronization in theater between the agency and collection managers 
on the platform's capabilities increased and contractor subject matter experts established 
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training and materials to train the DGS-1 analysts on SPIRITT PED technique to execute their 
mission. Likewise, support units were able to access the SPiRITT HSI products faster and easier 
as the analysts posted the low-bandwidth data to UNICORN which had a CENTRIX interface. 
Based on this assessment, key recommendations suggested the notification and tasking of 
QRC's through official tasking channels and that organizations working QRC's develop specific 
details concerning roles, responsibilities and tasks in a QRC supplement and a user-friendly QRC 
lead checklist. 41 




Illustration 111-19 (U) BLUE DEVIL Block 1 aircraft. Source: Briefing (U//FOUO) AFRL/RYZTA, 
"Blue Devil Block 1 Program Review," 20 Sep 11, SD ill-123) . 



(U) U-21 BLUE DEVIL and Wide Area Airborne Surveillance 

{U) The U-21 BLUE DEVIL platform consisted of four leased King Air 90 aircraft with 
multi-INT sensor fusion capability that provided persistent wide area electro-optical (10x10 
km), infrared (5x5 km), and high definition EO/IR and signals intelligence (SIGINT) for aerial 
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surveillance. The SIGINT system supported four sensors with two airborne and two ground- 
based, but only one of the ground-based sensors ever worked. It also integrated full-motion 
video {FMV) with on and off-board tipping and cueing to other ISR platforms for tracking 
vehicles and dismounted individuals. Originally planned for two increments, with the first 
increment consisting of the four aircraft while the second increment focused on long endurance 
aerostats or airships, which were not funded due to a $189 million shortfall and issues 
regarding PED and airship development. The Air Force issued a stop work order on the second 
increment to the contractor, MAV6, for work to end on 30 Jun 12. 43 



Image Redacted 



Illustration 111-20 



BLUE DEVIL mission capabilities for full-motion video 
and multi-INT collection. Source: Briefing (S//REL TO USA, FVEY) 495 EIS, "Finding the Enemy 
(U)" 26 Feb 12, SO HI-125) . 



fS}- In 2012, the CSAF directed the purchase of the four previously leased BLUE DEVIL 
aircraft to extend their mission in Afghanistan until the end of OEF in 2014. Having 
demonstrated the concept of near reai-time multi-intelligence fusion, the agency concentrated 
on adapting the lessons learned from their experience and integrating BLUE DEVIL into the 
larger ISR enterprise. To do that, the AF ISR Agency's AF ISR Agency Directorate of Plans, 
Programs, Requirements, and Assessments (AFISRA/A5/8/9) led efforts to merge the BLUE 
DEVIL PED cell, GORGON STARE PED cell, FMV and SIGINT databases for multi-INT fusion using a 
common software program. One of the challenges they faced in this area remained integrating 
the remote operational aspects of the systems with the DCGS core sites and established 
communications infrastructure. To address this, the agency would also need to shift in-theater 
PED cell capabilities to the DCGS core sites back in the states and possibly develop new 
concepts of operations (CONOPS). During 2012, agency personnel continued to work these 
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challenges and began integrating more advanced systems to BLUE DEVIL'S arsenal of ISR 
capabilities. 44 



Image Redacted 



Illustration 111-21 The BLUE DEVIL concept of operations (CONOPS). Source: 

Briefing (U//FOUO) AFRL/RYZTA, "Blue Devil Block 1 Program Review (U)," 20 Sep 11, SD 
123). 



(U) Human Intelligence 

(S//N F ) Human Intelligence {HUMINT} remained an important and growing capability 
for the agency in 2012. As defined in the Defense HUMINT Enterprise Manual, HUMINT is 
"intelligence derived from people who may act as both sources and collectors, and where the 
human is the primary collection instrument." Within the Department of Defense (DOD) 
HUMINT Enterprise, 15 Defense HUMINT Executors (DHE) -the Defense Intelligence Agency 
(DIA), Combatant Commands and the Services, managed and executed HUMINT operations. 

For the Air Force, the command and control authority to conduct HUMINT operations (Title 10) 
fell to the Deputy Chief of Staff for ISR (AF/A2), who granted further authority to the AF iSR 
Agency Commander, who in turn granted authority to the National Air and Space Intelligence 
Center (NASIC) commander. Under NASIC, the Global Exploitation Intelligence Group (GX) 
conducted oversight of the activities of the Global Activities Squadron (GXA) with assigned 
personnel and detachments around the world. 
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In general terms, this 

capability would increase over time, as noted below, when billets and funding increased with 

requirements 



45 




and continued HUMINT operations through the squadron, four detachments and one operating 
location (OL). With the Global Activity Squadron headquartered at Wright-Patterson AFB in 
Ohio, consisted of four detachments activated at Hickam AFB in Hawaii, Peterson AFB in 
Colorado, Joint Base Anacostia-Bolling, Washington, D.C., and Ramstein AFB in Germany. The 
operating location (OL-GS) served Scott AFB in Illinois. In all cases, AF HUMINT coordinated and 
deconflicted operations with the FBI, CIA, MAJCOMs, COCOMs, AFOSI and other DHE 
partners . 46 
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In July 2012, the AF ISR Agency established a 

Tiger Team to develop a plan, which would include timelines and accompanying 

milestones. The Tiger Team was charged to craft an organizational structure; examine 
manpower requirements (civilian and military personnel, grades and skills); review training 

requirements; discrete communications needs and capabilities; 




Image Redacted 



Illustration 111-22 ( S // R CL TO USA, FVCV) 




(Source: Briefing 



(S//NF) NASIC/CC, "Restoring AF HUMINT (U)," 21 Mar 12, SD 111-183) . 
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Illustration 111-23 (S//NF) Diagram of risk factors and oversight requirements 

Source: 

(S//NF) AFISRA/A2, "USAF HUMINT Program (U)," 10 Feb 12, SD lil-167. 



Wfm 








TOP SECRET//HCS/SI/TALENT KEYH0LE//FGI GBR//RSEN/ORCON/NOFORN//F I SA 

96 

UNCLASSIFIED 




UNCLASSIFIED 

TOP secret;/hcs/si/talent keyholehfg i gbr»rsen/orcon;nok>r n //f i sa 




Illustration 111-24 (U // F OUO ) AF Human Intelligence (HUMINT) funding. Source: Brief (S//NF) 
NASIC/CC, "Restoring AF HU Ml NT (U)," 23 Mar 12, SD 111-183) . 

(5//NF) The funding for AF HUMINT operations increased in 2012, 



Based on the upcoming draft AFi 14-101, Volume 1: 

Intelligence Contingency Funds (ICF), the new approval threshold would at least match the 

' ' ' ' ' 

Army s threshold amount and give the agency commander the flexibility to more efficiently 

* | ‘ P i I I 1 , 1 1 M I Ik | 

fund HUMINT operations. At the same time, the HUMINT capability projected to expand from 
37 authorizations in 2012 to funding a total of 71 billets by FY2016 with 41 from AF 
programmed funds (AFPOM), five from General Defense Intelligence Program (GDIP) and five 
from the Consolidated Cryptologic Program (CCP). Meanwhile, the selection and training of 
prospective HUMINT collectors culminated in the agency drafting AFI 14-202, Volume 1, Air 
Force Human Intelligence (HUMINT) Training, which focused on policy and guidance in 
preparing HUMINT personnel. 
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Illustration 111-25 (U//POWO) HUMINT Fielding Status as of 29 Feb 12. (Source: Briefing 
NASIC/CC, "Restoring AF HUMINT (U)," 23 Mar 12, SD 111-183 . Info used is Un class if ied//F©f 
Off i c i a l Us e On l y) . 



(U) Other ISR Platforms 

(S//N F ) Several other Air Force platforms executed ISR missions around the world. 
Some of these include ground and sea-based systems that collected scientific and technical 
data of foreign military capabilities and systems. These systems include COBRA DANE, COBRA 
JUDY, GRAY STAR, COBRA DANE is an L-band phased array radar 

located on the island of Shemya, Alaska near the tip of the Aleutian Islands. At sea, COBRA 
JUDY is a ship-borne radar comprised of an S-band phased array and an X-band dish operating 
together. COBRA JUDY is located aboard the ship USNS Observation Island and is typically 

PACOM The to 

COBRA JUDY, GRAY STAR, is a ship-borne radar comprised of a dual S- and X-band dish. GRAY 
STAR is located on the ship USNS Invincible and is typically deployed in CENTCOM 




major systems, COBRA DANE and COBRA JUDY Replacement. 51 
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Illustration IN-26 (II) COBRA DANE radar facility, Eareckson Air Station, Shemya, Alaska. 
Source: (U) Webpage, Wikimedia, downloaded 23 Jul 13, SD 111-282. 



fU) COBRA DANE 

(S//NF ) On 30 September 2011, a memorandum from Deputy Undersecretary of 
Defense, William C, Lynn, accepted the funding and transfer of COBRA DANE radar facility at 
Eareckson Air Station, Shemya, Alaska from the Director of National Intelligence (DNI) to the Air 
Force. The 35 year old ground-based, L-Band phased array radar, COBRA DANE conducted 
three missions: intelligence collection (primary), space surveillance (secondary), and missile 
defense (corollary). The COBRA DANE'S radar provided tracking and medium fidelity 
measurement information on Russian missile tests for much of the mid-course and terminal 
phase of the flight trajectory down to low altitude. The DNI, James R. Clapper, concurred on 3 
November 2011 with the proposal that the Air Force accept ownership of COBRA DANE with 
funding transferred from the National Intelligence Program (NIP) to the Air Force for fiscal years 
(FY) 2013 ^^|) and 2014 ^^|) to maintain the program. Upon the transfer of the COBRA 
DANE on 1 October 2012, the intelligence mission would end, but with the space surveillance 
and ballistic missile defense missions to continue. The NIP authority date later extended to 9 
November 2012 to ensure congressional notification of the pending action. At the same time, 
the Air Force Deputy Chief of Staff for ISR (AF/A2) would further transfer responsibility to Air 
Force Deputy Chief of Staff for Operations (AF/A3) with lead major command responsibilities 
going to Air Force Space Command (AFSPC). 52 
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Illustration 111-27 (5 // NP) COBRA DANE Ballistic Missile Early Warning System (BMEWS) 
coverage area. Source: Webpage (S//NF) intellipedia, downloaded 23 Jul 13, SD 111-283 . 

Meanwhile, up to the date of transfer, the AF ISR Agency, AF/A2C, AFT AC and 
NASIC retained oversight of the COBRA DANE program with a scheduled transfer date of 31 
March 2013 to AFSPC. After FY 2014, the Air Force intended to share the cost of operations and 
maintenance with the Missile Defense Agency (MDA), at least until a follow-on or replacement 
program for space surveillance and missile defense could be employed in FY 2017 or FY 2018. 
The aging six-story COBRA DANE radar and facilities needed significant upgrades in order to 
meet current and future demands of space surveillance and missile defense. The last upgrade 
occurred in 2004. Of great concern was the ballistic missile threat from North Korea since they 
would pass within COBRA DANE'S coverage area. On 16 October 2012, the AFSPC/A3 
(Operations) requested the Air Force Materiel Command (AFMC) Air Force Life Cycle 
Management Center (AFLCMC) designate the Missile Warning and Defense Sensors Division 
(HBQG) as the Program Office for sustainment and later, on 22 October 2012, the AFSPC 
commander assigned the operations and maintenance mission to the 21st Space Wing at 
Peterson AFB, Colo., under its command. During the interim period of AF ISR Agency control, 
the agency worked with AF/A2 and other stakeholders to update the concept of operations 
(CONOPS) published in 2008 to reflect the upcoming changes in new ownership, especially 
concerning the termination of COBRA DANE'S intelligence collection mission. 53 
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Illustration 111-28 (U) USNS Howard 0. lorenzen (COBRA KING) Missile Range Instrumentation 
Ship. Source: Webpage (U) "COBRA KING," Wikimedia, downloaded on 24 Jul 13, SD 111-284. 



(Ut COBRA JUDY Replacement 

(U) The COBRA JUDY Replacement (CJR) program was designed to carry out foreign 
ballistic missile data collection in support of international treaty verification. The replacement 
ship, USNS Howard 0. Lorenzen (T-AGM 25), nicknamed COBRA KING, represented a integrated 
mission solution of the ship, a radar suite and other mission equipment. The radar suite 
consisted of active S-Band and X-Band Phased Array Radars (PARs), weather equipment, and a 
Mission Communications Suite (MCS). The radar suite will be capable of autonomous volume 
search and acquisition. The S-Band PAR will serve as the primary search and acquisition sensor 
and will be capable of tracking and collecting data on a large number of objects. Likewise, the 
X-Band PAR will provide very high resolution data on particular objects of interest. Both 
systems will employ a variety of waveforms and bandwidths to provide operational flexibility 
and high quality data collection. The christening of the ship occurred on 26 June 2010 and 
launched on 30 June 2010. In May 2011, the ship failed its Board of Inspection and Survey and 
sent back to the contractor for repairs before the U.S. Navy could accept it. Subsequently, the 
Navy acquired the sh ip for the Air Force on 10 January 2012 with a scheduled delivery of the 
ship to the Air Force sometime in 2014. The ability to refuel white underway remained an 
important issue in 2012. 54 
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Illustration 111-29 (S//N F) 

Source: Webpage (S//NF) Intellipedia, downloaded 23 Jul 13, SD 111-285 . 



(U) Air Force Directed Energy Intelligence 



(S//S I /TK//N F) The AF ISR Agency provided oversight, advocacy, and functional area 
management for Air Force Directed Energy Intelligence (DEWINT) systems and programs. The 
DEWINT programs included foreign radiofrequency (RF) and laser directed energy weapons 
(DEW) as they applied to land, air and space targets. To guide this effort, the Air Force formed 
a DEWINT Technical Direction Group (TDG), which also served as the "vehicle to synchronize AF 
ISR Agency center's DEW sensor development, employment and associated PED." The AF ISR 
Agency, and NA5IC represented the primary members of the TDG, with advisors and 

observers from AF/A2, national agencies, AF MAJCOMs, and other organization involved in 
DEWINT. For it conducted research, development, testing and evaluation of Air Force 

DEWINT sensors and provided operational DEWINT monitoring, collection and event reporting 
to NASIC and other organizations. At NASIC, conducted PED for all radiofrequency and laser 
MASINT collection events and products as well as DEWINT collection requirements 
coordination. The two foreign countries most active in DEWINT, conducted 

extensive DEWINT development testing and training. In response, the Air Force began using 
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sophisticated ISR MASINT sensors to locate and track these DEWINT 

developments. 55 



(U) ISR Support to the Major and Combatant Commands 

(&) Supporting the Combatant Commands remained a key function of the AF ISR Agency 
in 2012. Along with each unique geographic or functional command came unique requirements 
for ISR forces and systems. To meet these requirements, the agency worked with the Major 
Commands (MAJCOM) that supported the Combatant Commands (COCOM) with ISR 
capabilities, manpower, and resources. For COCOMs like U.S. Central Command (USCENTCOM), 
details of ISR support are presented in the histories of AF ISR Agency subordinate organizations, 
such as 70 ISRW, 480 iSRW, and NASIC. Depending on the command or type of function 
supported, the agency prepared and presented ISR forces to meet those needs. For instance, 
agency cyber ISR forces supported the Air Force cyber component, 24th Air Force (24 AF), while 
space ISR forces supported Air Force Space Command (AFSPC) both from and for space. 
Additionally, AF HUMINT established four detachments and one OL to provide direct support to 
the Air Component of the Combatant Commands. The Detachments' principal focus was to 
collect and report against the COCOM's priority intelligence requirements. Although 
challenging, the agency participated in work groups with the other commands to address 
concerns, conduct risk assessments and review tasks for globally integrated ISR. In the 
following sections of this history we will discuss and summarize the agency's presentation of 
ISR forces to the MAJCOMs and COCOMs. 56 
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Illustration 111-30 {5//NFJ AF I5R Agency presentation of forces to customers and/or partners. 
Source: Briefing (S//NF) AFISRA/A5/8/9-AFSPC/A2, "ISR From and For Space (ISRF2S) Study/' 
25 Jul 12. SD 111-202. 



(U) ISR Support to Air Force Space Command 

For the purpose of this history, we will examine two major ISR programs under Air 
Force Space Command (AFSPC). Air Force Space Command led both the Air Force's space and 
cyber programs with ISR responsibilities squarely with the AF ISR Agency. For the agency, this 
meant a close examination of the core space issues as previously discussed in the 2011 AF ISR 
Agency History. The agency looked at space as two separate requirements: those "from space" 
and those "for space". From space can be defined as intelligence collected from space-based 
sensors which require processing, exploitation, and dissemination (PED) to make it useable to 
customers, while for space can be understood as ISR focused to meet the need of space 
warfighters and policymakers. In fact, NASIC conducted the majority of space PED with AFTAC 
conducting their portion of the space-borne nuclear detection (NUDET) system. In order to 
meet these challenges, the agency sought a two-pronged approach to space core issues. 57 
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( TS//S I /T K // RS E N/ / - N F) Initially the agency looked at how to establish a direct support 
ISR relationship with AFSPC modeled after similar relationships with other MAJCOMs/C-NAFs. 
While units with DCGS capabilities were instructive, the 659 ISRG and 361 ISRG model for AF 
cyber and AFSOC, proved more applicable since they represented a relationship in which the 
unit providing the direct support would not have necessarily have OPCON nor TACON of all ISR 
forces employed to address customer requirements. Rather than presenting "forces/' the 
relationship would position the unit providing direct support to present AFISRA-wide 
"capabilities" to AFSPC - allowing the unit commander to develop an habitual relationship with 
the AFSPC command structure and serve as an "ombudsman" for AFISRA and ensuring AFSPC 
requirements were clearly understood, articulated, documented and actionable. In effect, the 
designate unit would be the "lead agent" responsible for "leveraging" AFISRA (including NIP- 
funded/directed) assets to more effectively support the space domain. 58 
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Illustration 111-31 ( TS// SI /TK//N E) Actionable requirements for/from space. Source: Briefing 
(TS//S I /TK//NF ) AFISRA, "Core Space Issues (U)," 10 Feb 12, SD 111-196 . 
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( TS//S 1 /TK//N F) Agency work groups then proceeded to articulate known space-related 
requirements and separate them into several "bins" in order to begin considering specific 
actions that could be taken in response to those requirements. The term "actionable" 
represented validated, prioritized collection and production requirements submitted through 
methods and systems that manage various ISR capabilities. Understandably, the AF ISR Agency 
would need to partner closely with AFSPC so that potential planners, programmers and ISR 
professionals could foster a domain-agnostic view to achieve mission success. Both 
standardizing and integrating the architecture and training of space-minded ISR professionals 
would also be necessary to effectively tailor analysis from space-derived data into the PED 
process. Additionally, the acquisition, force modernization and architecture were inextricably 
linked and not easily separated from impacting these critical issues. For example, with more 
potential ISR information made available by the advent of these AF-owned/operated space- 
based systems, the need to define customer ISR expectations needs to be included in the 
requirements that drive how systems are developed, procured, fielded, and sustained. Like the 
national geospatial systems, the bandwidth required to move entire data sets from the initial 
point of landfall is immense. Understanding the more tactical needs of "low-bandwidth" 
customers could lead to PED architectures that capture only the key data points from the data 
set in order to transmit only the subset necessary for mission execution - reducing the 
bandwidth requirement to those customers by several orders of magnitude while still retaining 
the ability to move full data sets more deliberately to customers who provide in-depth analysis 
on a more operational/strategic level. Adherence to existing 1C standards — or data translators 
- will also be necessary to ensure compatibility with existing workstations and analytic tools. 
Indeed, the PED capacity, allocation, and prioritization processes would need to be 
experimented with and evaluated for inclusion of new sources of ISR from space as well as for 

59 

space « 

( TS//S I /TK//N F) While this work continued, an AF ISR Agency/AFSPC-sponsored study 
to review space ISR capabilities was published on 26 April 2012. The six month study began in 
2011 and focused on in-person visits and teleconference interviews from a wide swath of the 
Air Force ISR enterprise. Conducted by the contractor SAIC on behalf of the agency and AFSPC, 
the study highlighted several broad findings. To examine and summarize those findings, we will 
look at four areas: organization, training, personnel and integration of space and ISR. The AF 
ISR Agency created ISR wings, groups and squadrons to train, equip and present ISR forces to 
the Combatant Commanders. No one ISR group could provide AFSPC the level of support they 
required by creating or realigning organizations, but AFSPC might be able to through a stronger 
relationship between AFSPC/A2 (Intelligence) and the AF ISR Agency staff to include all 
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assigned I5R wings and centers. By leveraging the entirety of the AF ISR Agency space expertise 
to find workable solutions, AFSPC could engage the ISR team to direct requirements and ISR 
production needs. Likewise, the development of a trained, core space-ISR officer cadre of 
professionals would require senior leadership attention to provide officers the training, 
leadership positions and assignments to ensure a credible background in space and ISR to lead 
their units. Another area highlighted concerned the diminishing use of DC6S personnel to 
exploit national imagery, largely due to current fight in Afghanistan and the potential for 
conflict in other areas. As forces draw down in Afghanistan, ISR will continue as long as U.S. 
and allied forces are there, but will be reduced and can be retasked as needs change overtime. 
Lastly, the overall integration of space and airborne ISR increased and continued as the agency 
developed a roadmap for multi-INT/domain fusion. That roadmap looked at building the right 
constructs for all-source production and organizations across the AF ISR Agency enterprise to 
ensure effective communication, clarity of tasking, and proper tactics, techniques, and 
procedures for the future intelligence environment. 60 

(S//N F ) In addition, the AF HU Ml NT program established Detachment 1 at Peterson 
AFB to provide HUMINT collection and reporting against priority AF Intelligence requirements 




( TS//S I /TK//NF ) Throughout the year, the agency sought to improve its space 
capabilities. While NASIC remained the agency's lead for space ISR, the agency worked with Air 
Force Deputy Chief of Staff for Intelligence, Surveillance and Reconnaissance (AF/A2) 
Capabilities office (AF/A2C), AFTAC, and 544 ISRG to describe and categorize space ISR 
capabilities and requirements to support Space Situational Awareness (SSA). Any conflict in 
space would be a complex affair, let alone one with complicated technical and scientific 
systems to carry out the nation's national objectives. Therefore NASIC's Space Analysis 
Squadron and Counterspace Analysis Squadron provided the necessary PED on foreign 
operational, developmental and projected space systems. Meanwhile, the agency's A3 
(Operations) collaborated with AF/A2 to transfer Eagle Vision (EV) from AF/A2 to AFSPC. As the 
DoD's only deployable commercial satellite imagery system, Eagle Vision supported 
contingency operations, disaster response and theater operations by providing unclassified 
imagery to customers such as France, Canada, Germany and India. Lastly, the agency worked 
with the National Reconnaissance Office (NRO) at how to influence overhead (satellite) ISR 
systems design, training and concept of operations development. While educating others on 
space-based ISR capabilities, it remained critical to Air Force mission accomplishment that early 
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input into these systems would translate into filling intelligence gaps and enable SSA. One 
approach, the Battlefield Visualization Initiative (BVI), could provide a suite of capabilities for 
multi-INT situational awareness and visualization of the battlespace. These systems and many 
others like it {Space Warning and Assessment Tools (SWAT)) would help ISR analysts and 
warfighers as they developed ISR space doctrine and strategies in that particular domain. 62 



(U) Support to Twenty-Fourth Air Force 



( TS//S I /TK// R SEN//N F) As the emerging cyber threats continued in 2012, the demand 
for cyber warriors grew as well. Likewise, the number and sophistication of cyber intrusions 
increased as the Air Force networks rallied to prevent them from carrying out their malicious 
activity. The AF ISR Agency provided cyber support through the 70 ISRW, 659 ISRG, 7 IS, and 
the 35 IS and worked with Twenty-Fourth Air Force (24 AF) to prepare for offensive and 
defensive cyber operations. Twenty-Fourth Air Force also served as Air Force Cyber, the service 
component of LJ.S. Cyber Command (USCYBERCOM), a sub-unified command under U.S. 
Strategic Command (USSTRATCOM). 63 





missions, the AF ISR Agency Commander, Maj Gen Robert P. Otto, established a Cyber Division 
within AFISRA/A3 (Operations) to focus on ISR cyber policy and guidance to assigned cyber 
units. The new Cyber Division (AFISRA/A3C) would: 64 



a. Provide integrated cyber ISR voice at the headquarters level for both internal and 
external customers (e.g. 24 AF, AFSPC, National Intelligence Community, Combatant 
Commands) 

b. Monitor ISR support to both defensive and offensive cyber operations 

c. Coordinate AF ISR Agency efforts to organize, train, equip, and program ISR operations 

d. Coordinate with, and provide input to, AF/A2 on policy issues related to cyber ISR 

e. Monitor the capabilities and resourcing of cyber ISR forces 

f. Conduct cyber associated relations with Service, Industry, Academe and Allied partners. 
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( S//NF ) Later, on 15 August 2012, Dr. Mark T. Maybury, AF Chief Scientist, presented 
Cyber Vision 2025, an "AF-wide effort to develop a Cyber science and technology (S&T) vision to 
enhance the ability to forecast future threats, mitigate vulnerabilities, enhance the industrial 
base, and develop the operational capabilities." It also identified the cyber workforce 
necessary to assure cyber dominance across all Air Force mission areas. Key challenges to the 
Air Force included cyberspace threats, increased dependency, vulnerabilities and resource 
constraints. To gain a better perspective, the Air Force also reported that Operational Risk 
Management (ORM) called for a more disciplined approach to develop TTPs, Mission Assurance 
initiatives, improved tools, like Air Force Network (AFNET), and a fundamental understanding of 
the associated risks in cyberspace. The greatest cyber risks came from China, Iran and Russia as 
they exploited weaknesses in U.S. and allied cyber-based systems. 65 




(T S // SI /T K //F G 1 6 B R //NF) For the agency, the greater challenge came from the critical 
need for trained and qualified ISR cyber professionals, whether officer, enlisted or civilian. Only 

Network Operator and N5A 



a fraction of AF ISR Agency billets clearly aligned to the 
Capabilities Development Operations mission, while the vast majority fell under all three work 
roles of DGO, DCO and OCO or roles not traditionally aligned to cyber, such as Language 
Analyst. In fact, most of these traditional work roles originated under SIGINT functions. In the 
near term, the main influencing factors remained funding, training, alignment of functions, the 
nature of the threat and advanced technology. Added to all that, it took five to seven years to 
training a proficient ISR professional to work in the cyber domain. Unless these challenges 
could be overcome, the more risk the Air Force and the nation, would have to accept. See also 
commander's Top Ten #4 Growing ISR Cyber Analysts, earlier in this chapter for more 
information on training. 67 
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Image Redacted 



Illustration 111-32 (S// SI ) The number and types of billets for the ISR cyber mission. Source: 
Briefing (TS//S I/TK//N F) 659 ISRG/CC, "Air Force ISR in the Cyber Domain (U)," 2 Aug 12, SD IIF 
212. (Info used is Secret//SI), 



(U) ISR Support to Air Force Special Operations Command 

4 S//NF) The 361st ISR Group, located at Hurlburt Field, Florida, supported Air Force 
Special Operations Command (AFSOC), flying 31,180+ combat sorties in 2012 with 81 percent 
manned and 19 percent unmanned sorties. During those sorties, 361 ISRG personnel provided 
input into 960+ objectives resulting in 3,980+ Enemy Detained in Action (EDIA), and 1,210+ 
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( TS//S I //RELTO US A y F VEY) Almost a month later, at approximately 1700Z on 18 
February 2012, ACC and 361 ISRG lost the crew of RATCHET 33 outside of Camp Lemonier, 
Djibouti when their U-28A aircraft crashed returning from a combat sortie. The four 
crewmembers, Captain Ryan Hall, Captain Nick Whitlock, Lieutenant Justin J. Wilkens, and SrA 
Julian Scholten, were unique and special as individuals and warriors. Of particular note, SrA 
Scholten was a member of the 25th Intelligence Squadron (25 IS) of the agency's 361 ISRG and 
served as a Tactical Systems Operator (TSO) aboard the aircraft for that particular 




(U // E O U O ) Meanwhile, on 5 October 2012, the 361 ISRG stood up the 306th 
Intelligence Squadron (306 IS) to train and execute MC-12W (Project Liberty) airborne ISR 
operations at Beale AFB in California. The 306 IS functioned as a sister squadron to the Air 
Combat Command (ACC) operational flying unit, and conducted initial, mission and 
continuation training. The unit also deployed airmen forward to support global combat 
operations in a sustained surge capacity, as well as develop, test, and field innovative 
technologies to enable an expanding reachback architecture. While the mission and facilities 
grew at Beale AFB, the 361 ISRG continued to request funding for space at Joint Special 
Operations Command (JSOC) operations facilities at Fort Bragg in North Carolina. Since 2007, 
the Air Force requested the funding through Military Construction (MILCON) for the special 
operations facilities, but due to funding shortages in a declining military budget, the project 
never materialized. 70 



(U) ISR Support to U.S. Southern Command 

-U4- -In 2012, the AF ISR Agency contributed ISR personnel, resources and processing, 
exploitation and distribution (PED) for the U.S. Southern Command (USSOUTHCOM) area of 
responsibility, largely made up of Central America, South America and the Caribbean. As the air 
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component of U.S. Southern Command, Twelfth Air Force (12 AF) served as Air Force South 
(AFSOUTH) for a wide range of missions including counter- narcotics, humanitarian and 
contingency operations. While Air Combat Command (ACC) provided the platforms, the 
agency contributed the crews, linguists, Tactical Support Operators (TSO), Direct Support 
Operators (DSO), and other analysts to perform the mission. Missions supported included 
RIVET JOINT (RC-135) and RQ-4 (GLOBAL HAWK} operations against and 

SENIOR SCOUT (C-130) and B200T (Beechcraft B200 King Air) operations also against 
In addition, the agency established a Distributed Mission Site (DMS-TX) at NSA Texas (NSA-TX) 
to support USNORTHCOM and USSOUTHCOM missions with | special analyst positions, known 
as Distributed Linguist Workstations (DGIF). The 543 ISRG at Lackland AFB and NSA-TX signed a 
Memorandum of Agreement in 2011 that delineated the roles and responsibilities for PED of 
airborne Communications Intelligence (COMINT) in support to USSOUTHCOM. In turn, the 93 IS 
conducted ISR operations at DMS-TX in San Antonio while airmen assigned to the 361 ISRG 
provided special operations forces, like the DSO/TSO at the forward operating areas. With the 
543 ISRG assigned to the 70 ISRW, further details of their operational activities can be found in 
the 70 ISRW annual histories. 71 



(U) ISR Support to U.S. Northern Command 
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Airborne Reconnaissance Low (ARL) Program 
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Processing, Exploitation, and Dissemination (PEP} 



3 (U) Assigned to the 67th Network Warfare Wing, Twenty-Fourth Air Force. 
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Joint Reserve Intelligence Center 




Tactical Support Activity-North: 




Conclusion 
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(U) As shown in this chapter, the AF ISR Agency remains a critical part of Air Force 
operational capabilities. The guidance and oversight provided by the agency continued to 
expand even though overall funding levels began to shrink along with DoD budgets. More than 
anything else, the agency developed plans, program and processes to quantify and mitigate 
gaps in our knowledge of foreign capabilities and sought ways to fight smarter and keep to its 
core ISR principles in every domain. 
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Ema il (S) AFISRA/A5/8 to AFISRA/DSE, "Task Completed: (S) Tsk 120917-05 BBP on MC- 
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(S//NF) AFI5RA/A2 to AFISRA/DSE, "Task Completed: TSK 120720 Coordination of AFI 14-101, AF 
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STAR” Intellipedia, downloaded 2 Aug 13, SD 111-192; Webpage (S//N 

Intellipedia, downloaded 2 Aug 13, SD IU-193; and Webpage (S//NF) "^^^^^jMntellipedia, 



downloaded 2 Aug 13, SD 111-194 . 

52 Rpt (U) Riverside Research Institute, "AN/FPS-108 Cobra Dane Long Term Sustainment and 
Modernization Recommendations, Vol 1," 30 Jun 08, SD 111-131; Rpt (S) Riverside Research 
Institute, "AN/FPS-108 Cobra Dane Long Term Sustainment and Modernization 
Recommendations, Vol 1," 30 Jun 08, SD 111-132; Memo (U//FOUO) JCS/CV to Dir, Missile 
Defense Agency, "Upgrading the Clear and Cobra Dane Early Warning Radars," 2 Aug 10, SD Jll^ 
133; Rpt (S//NOFORN) Riverside Research Institute, "AN/FPS-108 COBRA DANE Modernization 
Analysis of Alternatives, Final Report, Vol 1 of 3," 28 Sep 10, SD 111-134; Rpt (S//NOFORN) 
Riverside Research Institute, "AN/FPS-108 COBRA DANE Modernization Analysis of Alternatives, 
Final Report, Vol 2 of 3," 28 Sep 10, SD 111-135; Memo (S//WF) Department of State to DNI 
Clapper, [Cobra Dane Capabilities], Jan 11, SD 111-136: Rpt (U) USSTRATCOM, "COBRA DANE 
Community-Wide Assessment, AO Level VTC (Minutes)," 11 Mar 11, SD 111-137; Rpt (U) 
USSTRATCOM, "COBRA DANE Community-Wide Assessment, 0-6 Level VTC, (Minutes)" 18 Mar 
11, SD 111-138; Brief (U) USSTRATCOM, "COBRA DANE Community-Wide Mission Assessment," 
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18 Mar 11, SD 111-139: Brief (U) US5TRATCOM, "CD Decision Flo w Chart/' c. 2011, SD 111-140; Rpt 
(S) USSTRATCOM, 5 Apr 11, SD 111-141: Rpt (S) 

NASIC/DIA/ONI, " | 

18 Mar 11, S D 111-142: Brief (S//N F) 
USSTRATCOM, 11, SD 111-143: 

Rpt (S//NF) USSTRATCOM/^^^^^^^HI^^^^^^^^^B" 13 May 11, 
111-144: Memo (S//NF) NORAD/USNORTHCOM/CC to USSTRATCOM/CC, 

" 19 May 11, SD 111-145; Brief (S//NF) USS TRATCOM, "COBRA DANE 

" 16 May 11. SD 111-146: 
Brief (S//NF) IDA, "BMI/MCA Ta sks [Welch Report]/' 25 May 11, SD 111-147: Memo (S//NF) 
DepSECDEF to SECSTATE, et al, 30 Sep 11, SD IH-148; and 

DecisionDocument (5-D) (S//NF) DNI/DoD, "| 

15 Dec 11 > SD HI-149 - 

53 Webpage (U) "Ballistic Missile Early Warning System (BMEWS)," Intellipedia, downloaded 19 

Jul 13, SD 111-150: Email w/attchs (S) I ■ AFISRA/DS to AFTAC/CCX, 

"FW (S-NF) Trip Report: MDA Director Visit to COBRA DANE," 19 Jan 12, SD HI-151; Email 
w/attch (S//NF) W. Daggitt USAF/A5XM to AF/A2 Workflow, et al, "(S//NF) ^BflB 
BBHll^^B" 9 Feb SD 111-152; Email w/attch 
{S//NOFORN} AFISRA/CVE to AFISRA/CVE, "TSK 120210-01 (S//NF) Request for Coordination - 
COBRA DANE Transfer to the AF," 14 Feb 12, SD 111-153; Email w/attchs (S//NF) 

AFISRA/DSS to AFISRA/DS, "FW: (S//NF) TSK 120210-01 Request for 

Coordination — COBRA DANE Transfer to the AF," 23 Feb 12. SD 111-154; Email w/attchs (S//NF) 
AFISRA/DSE Workflow to AFISRA/DSE Workflow, "TSK 120405-03 (S//NF) Tasker: COBRA DANE 
Lead MAJCOM SSS," 11 Apr 12, SD Hl-155: Email w/attchs (S//NF) AFISRA/CCE to AFISRA/CCE, 
"(S//NF) COBRA DANE Memo to AF/A2," 21 May 12, SD 111-156: Email w/attch (U) 
AFISRA/A5/8/9, to , AFISRA/CA, "FW (U) Lead Major Command for COBRA DANE 

Radar (U)/' 10 Aug 12, SD 111-157; Email (S//NF) AFISRA/CA to AFISRA/CA, "PKG ESSS COBRA 
DANE CONOPS (U))," 16 Aug 12, SD 111-158: Email w/attchs (S//NF) AFISRA/A3 Workflow to 
AFISRA/DSE Workflow, "(S//NF) Task Completed: Interim Change to COBRA DANE Multi-Mission 
CONOPS (Copy) (U)," 31 Oct 12, SD 111-159; and Email (S) { AF/A2CM to 

AFISRA/DSE Workflow, "(S) 0-6 Coordination on COBRA DANE Contract Management Options 
(U)/' 30 Nov 12. SD 111-160 . 

54 Rpt (U) DAMIR, Selected Acquisition Report, "COBRA JUDY Replacement," 31 Dec 11, SD IH- 
162; Webpage (U) "USNS Lorenzen," Wikipedia, downloaded 23 Jul 13, SD 111-163; Fact Sheet 
(U) U.S. Navy/SEA 00D, "CJR - Cobra Judy Replacement," 19 Oct 12, SD IH-164; and Rpt (U) U.S. 
Navy, "RDT&E Budget Item Justification: PB 2013 Navy, PE 0305149N, Cobra Judy/' c. February 
2012, SD 111-165. 

55 Brief (S//NF) ^B "(S) ^B DEWINT Capabilitie s," 16 May 12, SD 111-271; BBP (S//TK//NF) 

AFISRA/A3FW, 8 N °v 11, SD 111-272; Brief (S//REL TO 

USA, ACGU) AFISRA/A3F, "AF Directed Energy Weapons Intelligence (DEWINT) Technical 
Direction Group (TDG) Ov erview," 15 May 12, SD 111-273; Brief (TS//SI/TK//RSEN//NF) NAS 1C, 
"(S) RF MASINT (|j^H}/' 15 May 12, SD 111-274; Brief (TS//SI/TK//FGI GBR//RSEN//NF) 
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Directed Energy Weapons (DEW) Overview/' 15 May 12, SD 111-275; BBP 
(TS//TK//NF) AFISRA/A3FW, "The NASIC Laser MASINT Developmental Program/' 8 Nov 11, SD 
m-276: Brief (TS//SI/TK//NF) AFISRA, "HHCP - Phase 1," 14 Feb 12, SD 111-277: Brief 
(TS//TK//RSEN//NF) NASIC, "(U) Laser MASINT Program/' 16 May 12, SD 111-278: Brief 
(TS//SI/TK//RSEN//NF) NASIC, "HPM Threat Overview," 20 Feb 12, SD IH-279; Brief (S//NF) 
AFISRA, "DEW Resources," 29 Feb 12, SD 111-280: and Rpt (TS//SI/TK//NF) AFISRA, "Appendix C: 
Directed Energy Weapon (DEW) Analytical Information Needs/Intelligence Gaps and DEW 
Capability Gaps/' 13 Jul 12, SD 111-281 . 

Sd Brief (S) AFISRA/A5R, "AF ISR Agency Capabilities Planning and Analysis," 15 Feb 12, SD HI- 

195. 

57 Brief (TS//SI//TK//RSEN//NF) AFISRA/A3, "Core Space Issues," 10 Feb 12, SD 111-196: BBP 
(TS//SI//TK//NF) NASIC/SMS, "NASIC Requirements and Capabilities in the SSA Mission," 15 Nov 

11, SD 111-197: and BBP (TS//TK//RSEN//REL TO USA, FVEY) SMS/CC, "NASIC's Space and 
Counterspace Analysis Missions," 23 May 12, SD 111-198 . 

58 Brief (S//NF) AFISRA/A5/8/9, "ISR From and For Space Study Evaluation Vector Check," 12 Jul 

12, SD HI-199: Brief {TS//SI//TK//RSEN//NF} AFISRA/A3, "Core Space Issues," 10 Feb 12, SD Hh 

196, and Brief (TS//SI//TK//RSEN//NF) NASIC/CC, "AFISRA Role in Space," 23 Mar 12, SD 111-200 . 

59 See note above. 

60 Brief (U) SAIC, "Distributed Mission Site (DMS) NASIC and ISR From/For Space (ISRF2S) Study 
Update for AFISRA/CC," 9 Feb 12, SD 111-201: Brief (S//NF) AFSPC/A2-AFISRA/A5/8/9, "ISR From 
and For Space (ISRF2S) Study Findings," 25 Jul 12, SD 111-202: Paper (U) AFISRA/A5/8/9, "SAIC 
Study Working Papers," 23 Jul 12, SD HI-203; and Study ( U// F OUO ) SAIC, "ISR From and For 
Space (ISRF2S) Study: Final Report," 26 Apr 12, SD 111-204 . 

61 See note 45. 



62 Brief (S//REL) NASIC, "OPIR and Battlespace Awareness," 15 Nov 12, SD HI-205; BBP 
(TS//SI/TK//RSEN//NF) NASIC/SMS, "NASIC's Requirements and Capabilities in the SSA 
Mission," 28 Nov 11, SD HI-206: Brief (TS//SI/TK//NF) Det 5 544 ISRG/CC, "Enhancing Air Force 
Use of Space-Based ISR," 28 Nov 12, SD 111-207: Email w/attch (U) AFISRA/A3 to AF/A2 
Workflow, et al, "Tab 1 TSK 121015-01-A3 Eagle Vision Transfer," 17 Oct 12, SD 111-208; and 
Brief (U) AFRL-Metatech, "SWAT: Space Warning and Assessment Tools," 2 May 12, SD 111-209 . 

63 Brief (S//REL TO USA, FVEY) AFISRA/CC, "Air Force ISR in the Cyber Domain," 29 Jun 12, SD 



210; Brief (TS//SI//NF) AFISRA/A3C, "Air Force ISR in the Cyber Domain," 2 Aug 12, SD 111-211: 
Brief (TS//SI/TK//NF) 659 ISRG/CC, "Air Force ISR in the Cyber Domain," 2 Aug 12, SD HI-212; 
Speech (U) Hon. SECAF Michael B. Donley to AFA CyberFutures Conf 23 Mar 12, SD 111-213: and 
Article (U) “ , 24 AF/CC, "Sharing the Cyber Journey," Strategic Studies 

Quarterly, Fall 2012, pp 71-87, SD 111-214. 

64 Directive (S//REL TO USA, FVEY) USCYBERCOM Operational Directive 12-001, 5 Apr 12, SD HI- 
215; Memo (U) AFISRA/CC to AFISRA/A1-9, FM, et al, "Establishment of AF ISR Agency Cyber 
Division," 24 May 12, SD HI-216: MFR (U) USCYBERCOM/CDR, "United States Cyber Command 
(USCYBERCOM) Commander's Strategic Assessment for Operating in Cyberspace - Preventing a 
Pearl Harbor Environment," 23 Mar 12, SD 111-217: Brief (TS//5I//NF) 659 ISRG/CC, "Cyber ISR 
2.0: New Solution for a New Environment," 17 Feb 12, SD HI-218; Msg ( TS//S I //N F ) 
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USCYBERCOM to SSO ARCYBER, et al, ' 1 

R221200Z Dec 12, SD 111-219: and 
Brief (TS//SI//NF) AFISRA/CVV, "Air Force ISR for Cyber," 9 Mar 12, SD HI-220 . 

65 Brief (U) HQ USAF/ST, "Air Force Cyber Vision 2025," 15 Aug 12, SD 111-221: Rpt (U) USAF/ST, 
"U5AF Cyberspace Science and Technology Vision, 2012-2025," 13 Dec 12, SD 111-222: Email 
w/attchs (TS//SI//NF) AFISRA/DDS to AFISRA/DSE Workflow, "FW: Task Status Report HOT Tsk 
120910-04 HAF1224094716 ISR For/From Cyber Strategy in Prep for Cyber Summit," 14 Sep 12, 
SD 111-223: Msg (TS//SI//RELTO USA, FVEY) USCYBERCOM to LFT CYBERCOM, et al, "(S//REL TO 

Sep 12. SD 111-224: Msg (TS//SI//REL TO 
USA, FVEY) USCYBERCOM to FLT CYBERCOM, et al, "(S//REL TO USA, 






R281938Z Dec 12,SDHL: 

225: Memo (U//FOUO) USCYBERCOM CDRto All USCYBERCOM P ersonnel, "| 

23 SD 111-226: 

Webpage (TS//SI//NF) USCYBERCOM, "History of US Cyber Command," 17 May 1 3, Intellipedia , 
accessed on 14 Jun 13, SD 111-227: Email (S//RELTO USA, FVEY) HAF/A2 to CSAF, 

" 11 Jun 12, SD 111-228; Email w/attch (S//REL TO 
USA, FVEY) AFISRA/A3 Workflow to andrwam@dni.ic.gov, "AFISRA re Foreign Review to FVEY of 
Unifying Intelligence Strategy on Cyber," 5 Jul 12, SD 111-229; Pub (S//REL TO USA, FVEY) Joint 
Publication 3-12 Cyberspace Operations," 5 Feb 13, SD 111-230: and Publication (TS//NF) 

" 16 Oct 12. SD 111-231. 




See note 45. 



67 Email w/attch (TS//SI//NF) AFISRA/A3 Workflow to brannen.cohee@actnet.ic.gov, "TSK 
121003-02 FY15 Cyber Mission and Resources Major Issue Study: Formal Data Call," 12 Oct 12, 



SD 111-232: Email w/attch (S//NF) 



, AFISRA/CCE to AFISRA/DDS, et al, "Re: 



emailing tasker POM14 Approval Brief Feedback," 23 Jul 12, SD 111-233: Email w/attchs 
(TS//SI//NF) I ^^^^^AFISRA/DStoAFISRA/DSEWoUtflow^etal/Task^ Report Pkg 
Update (TS//S1//NF) ," 

24 May 12, SD 111-234; Rpt (S//NF) AFTAC, "AFTAC Major Accomplishments-April 2012," 24 Apr 
12, SD 111-235; Rpt (TS//SI/TK//NF) NASIC, "NASIC GDIP Success Stories-April 2012," 23 Apr 12," 
SD 111-236; Rpt (S//FGI GBR//NF) AFTAC, "AFTAC Major Accomplishments-June 2012," 26 Jun 12, 
SD 111-237; Rpt (TS//SI/TK//NF) NASIC, "NASIC GDIP Success Stories-June 2012," 20 Jun 12, SD 
ill-238: Article (U) "For and From Cyberspace," Air and Space Journal, Nov-Dec 

2012, pp 12-33, SD 111-239; Article (U) _ "Internet Governance and 

National Security," Strategic Studies Quarterly, Fall 2012, pp 102-125, SD 111-240; Email w/attch 
(U) HAF/A2 Workflow to AFISRA/DS, et al, "FW Signed DNI Memo to the 1C re Appointment of 
National Intelligence Manager for Cyber," 12 Jun 12, SD IH-241; Rpt (U) Sandia National 
Laboratory, "Cyber Threat Metrics," SAND 2012-2427, Marc h 2012, SD 111-242; Msg (TS//SI//R EL 
TO USA, FVEY) USCYBERCOM to COMFLT CYBERCOM, et al, 
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R071844Z 5D 111-243; 

Email (S//REL TO USA, FVEY) Col J. Bansemer, AFISRA/CVV to Maj Gen R. Ot to, AFISRA/CC, " RE: 
CYBERCOM GO Chop (U)," 16 Mar 12, SD 111-244; Rpt (S//NF) CIA WIRE, " 

Aug 

12, SD 111-245; Brief (S//NF) AFISRA/A3C, "Cyberspace Related ISR Force Analysis," 17 Sep 12, SD 
IH-246: Email w/attchs (S//SI//REL TO USA, FVEY) C. Trolley, AFISRA/A3TI to AFISRA/DSE 
Workflow, "Task Completed: Tsk 121106-04 AFISRA Cyber ISR Billet Assessment for NASIC," 26 
Nov 12, SD IH-247; BBP (U//FOUO) AFISRA/A3C, "AF ISR Agency Cyber ISR Futures," 9 Jul 12, SD 
111-248: BBP (S//REL TO USA, FVEY) AFISRA/A6X, "A FISRA Cyberspace Sup port Personnel," 6 Jul 
12, SD 111-249: Brief (U//FOUO) USCYBERCOM/J3, 17 May 12, SD llh 

250; Brief (S//NF) AFISRA/A3C, "Cyberspace Related ISR Force Analysis," 3 Dec 12, SD 111-251: 
Plan {TS//SI//REL TO USA, FVEY) USCYBERCOM/J3, " 

7 Feb 12, SD 111-252; Email w/attchs 
{S//NF} K. O'Neal, AFISRA/A3 to 24 AF/CS, "FW: Action 24AF 121048 C-SAWS CONOPS/FRAGO 
2-Ltr Review," 19 Oct 12, SD 111-253; Email w/attchs (U//F0U0) AFISRA/A3 Workflow to 
AFISRA/A3 Workflow, et al, "Task Completed: Pkg ESSS Cyber Summit Update," 17 Sep 12, SD 
111-254; BBP (S//NF) AFISRA/A30, "AF ISR Agency Investment Strategy to Enable Cyberspace 
Operations," 7 May 12, SD 111-255; Brief (U) AFISRA/A9Y, "HQ AF ISR Agency Cyber Organization 
IPT- Decision Brief," 30 Apr 12. SD 111-256; Rpt {U//FOU O) HQ USAF/A9L, 

8 13, SD |n ~ 257: and Emaj| w/attch 

(S//NOFORN) , AFISRA/A30 to , AFSIRA/CCS, "5 Nov 12 [Cyber] 

Update," 5 Nov 12, SD »l-258 . 

68 Case File {TS//SI/TK//NF) Rpt 361 ISRG Monthly-Wkly 2012, SD 111-264 . 

69 Memo (TS//SI//REL TO USA, FVEY) Det 1 AFISRA to NSA/DN1, "Submission of Senior Airman 
(SrA) Julian Scholten for Recognition of the NSA/CSS Memorial Wall," 14 Jan 13, SD 111-265; and 
Rpt (S//NF) 361 ISRG, "Organizational Historical Activity Inputs: CY2012," 12 Feb 13, SD IH-266 . 

70 Email w/attch (AFISRA/CCE to AFISRA/CCE, "R-12- 142-01 (S) Tsk 120518-02 361 ISRG Space 

Requirements and Funding in JSOC Space," 24 May 12, SD 111-267; Em ail (S) Mr. K. W illiams, 
AFISRA/DS to , AFI SRA/A5/8/9, "FW: (S) U-28 B riefs and (S)," 13 Jun 

12, SD 111-268; Brief (S) AFSOC, 7 Jun 12, SD 111-269 : and Email 

w/attch (S) . AFISRA/DS to i , AFISRA/A3, "FW: Commander 

USSOCOM Memo: Airborne ISR Support to SOF," 11 Jan 12, SD 111-270 . 

71 Brief (5)-AFISRA/A3C, "AF ISR Agency Support to SOUTHCOM," July 2012, SD II 1-259; Brief (S) 
AFISRA/A3C, "AF ISR Agency Support to NORTHCOM/SOUTHCOM," Jul 2012, SD 111-260: Email 
(TS//TK//NF) AFISRA/DSE Workflow to AFCO DSE@nsa.ic.gov, "TSK 121107-03 AFCO MOA 
Between 543 ISRG/NSAT on DMS Operations," 7 Nov 12, SD 111-261; Article (U) "CSS-B200T, 
Super King Air," Intellipedia, downloaded on 16 Aug 13, SD ill-262; and Article (U) "Twelfth Air 
Force/Air Forces Southern," Intellipedia, downloaded 16 Aug 13, SD IM-263 . 

Image (U) "Cobra Dane," c. 2012, Wikipedia, downloaded 23 Jul 13, SD MI-282 , 

Image (S//NF) "Cobra Dane BMEWS Coverage," c. 2012, downloaded 23 Jul 13, SD 111-283 . 

Image (U) "Cobra King," Wikimedia, downloaded 23 Jul 13, c. 2011, SD IH-284 . 

Image (S//NF) "Cobra King Executive Summary," c. 2012, downloaded 23 Jul 13, SD 111-285 . 
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72 Brief (S//NF), AFISRA/A3, "NORTHCOM PED Support/' 12 Dec 12, SD 1 1 1- 289 . 

73 Rpt (TS//Si//Rel to FEVY), AFCO to AFISRA/CC, "AFCO Klieglight/' 9-14 Jan 12, Case File 1-2, 

CF 1-2 . 

74 Rpt (TS//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 30 Jan-3 Feb 12, Case File 1-3, 

CF 1-3 . 

75 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 27 Feb-2 Mar 12, Case File 1-9, 
CF 1-9; and Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 12-16 Mar 12, Case File 
1-11 (Info used is S//SI//REL TO USA, FVEY), CF 1-11 . 

76 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 2-6 Apr 12, Case File 1-14, 

CF 1-14 . 

77 Rpt (TS//5I//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 9-13 Apr 12, Case File 1-15 (Irrfe- 
used is S//REL TO USA, FVEY), CF 1-15. 

78 Rpt (TS//SI/TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 6-11 May 12, Case File 1-17, 

CF 1-17 . 

79 Rpt (TS//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 11-15 iun 12, Case File 1-22, CF 1-22 . 

80 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 25-29 Jun 12, Case File 1-24, 

CF 1-24 . 

81 Rpt (TS//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 12-16 Nov 12, Case File 1-43, 

CF 1-43. and Email (U//FOUO) AFISRA/A30 Workflow to It Col Rolirad, AFISRA/A30, "55th ISS 
NXDN-MFR Signature," 16 Jan 13, SD 111-291 . 

82 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 27 Feb-2 Mar 12, Case File 1-9, 
CF 1-9; and Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 12-16 Mar 12, Case File 
1-11 (Info used is S//SI//Rel to USA, FVEY), CF 1-11 . 

83 Rpt (TS//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 6-10 Feb 12, Case File 1-6, CF 1-6 . 

84 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 27 Feb-2 Mar 12, Case File 1-9, 
CF 1-9; and Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 12-16 Mar 12, Case File 
1-11 (Info used is S//SI//Rel to USA, FVEY), CF 1-11 . 

85 Rpt (TS//S I//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 2-6 Apr 12, Case File 1-14, 

CF 1-14: Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 9-13 Apr 12, Case File 1- 
15, CF 1-15: Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight, " 30 Apr-4 May 12, Case 
File 1-16. CF 1-16: Email (S//SI//NF) AFISRA/A4C to AFISRA/A30I, et al, 

SD 111-290; Email (U//FOUO) AFISRA/A5Cto AFISRA/A5W, "CSS Response to USNORTHCOM 
Request for Tech Solution for ARL/' 1 Jan 12, SD 111-292 , 

86 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 2-6 Apr 12, Case File 1-14, 

CF 1-14: and Rpt {TS//S I//TK//N F ), AFCO to AFISRA/CC, "AFCO Klieglight," 9-13 Apr 12, Case File 
1-15 (Info used is S//Rel to USA, FVEY). CF 1-15 . 

87 Rpt (TS//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 11-15 Jun 12, Case File 1-22, CF 1-22 . 

88 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 27-31 Aug 12, Case File 1-32, 

CF 1-32 . 

89 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 30 Jan-3 Feb 12, Case File 1-5, 

CF 1-5. 
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90 Rpt (TS//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 6*10 Feb 12, Case File 1-6, CF 1-6; 
and Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 27 Feb-2 Mar 12, Case File 1-9, 

CF 1-9 . 

91 Rpt (S//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 5-9 Mar 12, Case File 1*10, CF 1-10; 
and Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 12-16 Mar 12, Case File 1*11 
(Info used is S//SI//Ret to USA, FVEY), CF 1-11 . 

92 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 6-11 May 12, Case File 1-17, CF 
1-17 . 

93 (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 25-29 Jun 12, Case File 1-24, CF 1- 

24- 

94 Rpt (S//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 5-9 Mar 12, Case File 1-10 (Info used is 
U//FOUO), CF 1-10 . 

95 Rpt (T5//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 2-6 Apr 12, Case File 1-14, 

CF 1-14: and Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 9-13 Apr 12, Case File 
1-15 (Info used is S//Re! to USA, FVEY), CF 1-15 . 

96 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 14-18 May 12, Case File 1-18, 

CF 1-18 . 

97 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 27-31 Aug 12, Case File 1-32, 

CF 1-32 , 

98 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 17-21 Sep 12, Case File 1-35, 

CF 1-35 . 

99 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 10-14 Sep 12, Case File 1-34, 

CF 1-34 . 

100 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 17-21 Sep 12, Case File 1-35, 

CF 1-35. Brief (S//NF) AFISRA/A30, "AFISRA Support to NORTHCOM," 13 May 13, SD 111-293 . 

101 Rpt (TS//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 24-28 Sep 12, Case File 1-36, 

CF 1-36 . 

102 Rpt (TS//S 1//TK//N F ) , AFCO to AFISRA/CC, "AFCO Klieglight," 17-21 Sep 12, Case File 1-35, CF 
1-35 . 

103 Brief (S//NF), AFISRA/A3, "NORTHCOM PED Support," 12 Dec 12, SD 111-289. 

104 Brief (S//NF) AFISRA/A30, "AFISRA Support to NORTHCOM," 13 May 13, SD HI-293 . 

103 Rpt (TS//SI//TK//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 27 Feb-2 Mar 12, Case File 1-9, 
CF 1-9; and Rpt (S//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 5-9 Mar 12, Case File 1-10 
(Info used is S//SI/Re! to USA, FVEY), SD CF 1-10 . 

106 Rpt (S//SI//NF), AFCO to AFISRA/CC, "AFCO Klieglight," 10-14 Dec 12, Case File 1-10 (Info 
used is S//SI/ReI to USA, FVEY), SD CF 1-46 . 
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CHAPTER FOUR 

STAFF ACTIVITIES and RESOURCES 
Introduction 



(U) From 1 January to 31 December 2012, the Air Force Intelligence, 
Surveillance, and Reconnaissance Agency (AF ISR Agency) carried out the ISR mission for 
the Air Force, the Intelligence Community (1C) and the Nation. This chapter briefly 
describes the organization and mission of each directorate and staff office. The 
Directorate of Personnel (Al) through the Directorate of Information and 
Com munications (A6) comprised the "A-staff" of the AF ISR Agency. The agency's 
special staff included several offices-- Equal Opportunity (EO), Financial Management 
(FM), Chaplain {HC), Inspector General (IG), History (HO), Judge Advocate (JA), Public 
Affairs (PA), Safety (SE), Surgeon (SG), and Security (SO). The Air Force Cryptologic 
Office (AFCO) and the 361st Intelligence, Surveillance, and Reconnaissance Group 
activities are discussed in Chapter 2. This chapter summarizes the major issues related 
to people, facilities and the budget. As in the 2011 history, some of the operational 
activities of the respective directorate are addressed in Chapter 2 and Chapter 3 of this 
history. An account of the A-Staff activities and the use of resources — people, money 
and facilities — can be found in Case File 2 (CF-2), as well as in other discussions in this 
history. The documents, including the Historical Activity Reports of the A-staff 
directorates and special staff offices, are included as supporting documents. The reader 
should refer to the narrative, supporting documents and case files to gain a full 
appreciation for the scope and content of this annual history. 1 

DIRECTORATE OF MANPOWER, PERSONNEL AND SERVICES (Al) 

(U) Colonel James A. Costey continued to lead the Directorate of Manpower, 
Personnel and Services (Al) during 2012. At the end of 2012, the Al had 59 
authorizations- with 64 military and civilian personnel assigned. That number included 
9 officers, 14 enlisted and 41 civilians. The directorate's authorized manning showed 
positions for 10 officers, 19 enlisted and 30 civilians. In 2012, the directorate continued 
its mission to deliver the manpower/personnel services necessary to train, equip, and 
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present officer, enlisted and civilian airmen for the AF ISR Agency's intelligence, 
surveillance and reconnaissance (ISR) mission. The directorate furnished organizational 
solutions, managed resource portfolios, and developed the agency's airmen so that they 
could perform and fulfill all AF ISR Agency missions. An organizational chart of the 
directorate is shown below. : 




Illustration IV-1 (U //F OU O ) Directorate of Manpower, Personnel and Services chart. 
Source: Brief ( U / /E O U O ) AFISRA/A1, "HQ AFISRA Staff," Dec 12, CF-2-1. 

Resource Management Decision 703 and Voluntary Reduction Programs 

(U) The agency administered several personnel programs to meet Air Force end 
strength requirements in 2012. The Voluntary Separation Incentive Program /Voluntary 
Early Retirement Authority {VSIP/VERA) actions started in 2011 and continued into 
2012. Based on Resource Management Decision (RMD) 703, Air Force Personnel 
officials announced a third round of cuts on 12 March 2012. The AF ISR Agency used 
incentives to target selected individuals in five civilian specialty series— Intelligence 
Specialists in the GG-0132-12 and GG-0132-13 positions, Secretary GG-0318-06, 
Supervisory Electronics Engineer GG-0855-15, Operations Research Analyst GG-1515-14, 
and Information Technology Specialist GG-2210-13. The RMD 703 actions came after a 
4 November 2011 AF ISR Agency management structure review that identified 66 
billets— 48 civilian, 12 enlisted and six officers—within the headquarters for elimination 
in Fiscal Year 2012. The employees received VSIP/VERA applications on 1 May. Those 
with approved VSIP/VERA applications separated from civil service not later than 31 
August 2012. The RMD 703 action tried to cut civilian end-strength by 17,500 across the 

Air Force, but attempted to minimize the impact to functions tied to aircraft operations 
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and maintenance, acquisition excellence and the nuclear enterprise. At the beginning of 
2012, the AF ISR Agency A1 and AF ISR Agency commander adopted a structured 
approach to solve the issue of placing those civilians affected by RMD 703. 3 

Government Shutdown Planning in 2012 and Force Structure Announcement 

(U) The fiscal impasse in the government's budgeting process persisted through 
2012. In early February, the Secretary of the Air Force (SECAF) pointed out that the 
Budget Control Act of 2011 mandated that the Department of Defense (DoD) had to 
implement a $478 billion in savings over the next 10 fiscal years. By early April 2012, the 
DoD and the Air Force began planning for a potential shutdown if the Congress and 
Senate failed to pass a Continuing Resolution Authority to fund the government before 
31 December. On 7 April, SECAF Michael A. Donley issued guidance on an Air Force- 
wide furlough of personnel. Earlier on 6 March, the Air Force released the President's 
FY2013 Budget Force Structure Announcement with a state-by-state review of planned 
cuts for FY2013 and other programmatic actions in the Future Years Defense Program 
for FY2014-2017. Overall, the planned force structure for the AF ISR Agency revealed no 
planned force reductions through FY2014. 4 



Enterprise Footprint Activity 
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Image Redacted 



Illustration IV-2 { S//S I /TK//REL TO USA, P VEV) Enterprise Footprint Activity Manpower 
Comparison. Source: Briefing ( TS//S I /TK/ Nf), NSACSS to AFISRA/CC, "NS A Enterprise 
Footprint Activity SLT 6 Feb 2012 (U)," 6 Feb 12, SD IV-33 . 

(U) Central to the EFA issue, the AF ISR Agency's senior leaders believed that the 
NSA's reductions at the MSOC and MHS presented unique opportunities to reinvest the 
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military manpower into higher priority missions. As the EFA began. Air Force (SR leaders 
had concerns about five areas in the NSA-directed initiative. The five areas — leadership, 
base operations support requirements, capability/Combatant Commander concerns, 
workforce availability, and basing actions— each had potential benefits and liabilities for 
the AF ISR Agency mission and its people. On 5 February, the DIRNSA's EFA 
representative briefed NSA's Senior Leadership Team (SLT) on the broader aspects of 
the program to heavily leverage technology to reduce manpower costs overseas. At the 
same time, EFA freed up manpower for reinvestment in the broader NSA enterprise, 
particularly in the rapidly-expanding area of Cyber operations. 6 

(U) In early January 2012, the AF/A2RN (NIP Resources) assessed the potential 
impact of the draft EFA plan in terms of resources if it was approved. Essentially, A2RN 
noted that the Air Force remained committed to enable support to organizations as full 
mission partners with the NSA as long as it is consistent with other sister service 
investment. From a resource standpoint, any support requirements would have to be 
worked through the Air Force Site Activation Task Force (SATAF) process, to include 
funding and associated timelines for the action. Besides the large up-front costs to 
reduce or close MHS, AMOC and MSOC, the realignment of military personnel would 
certainly increase the cost of PCS, real property and equipment disposition, and military 
construction at U.S. bases. Even legal issues could tangle up the transfer if USAFE no 
longer managed the base support mission, let alone the impact of reduced support to 
the Combatant Commands. 7 

Defense Civilian Intelligence Personnel System 

(U) Through 2012, the Personnel Programs Division (AIK) managed the Defense 
Civilian Intelligence Personnel Program (DCIPS)forthe AF ISR Agency. The DCIPS, as a 
Secretary of Defense (SECDEF) and Under Secretary of Defense for Intelligence (USD-1) 
mandated personnel system, focused on developing and maintaining a personnel 
system that provided consistency and commonality across the Intelligence Community 
(1C). The DCIPS included operating in a fair and equitable manner that recognized 
extraordinary employee performance in support of mission objectives. 
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(U) The agency's third DCIPS performance appraisal closeout cycle began on 30 
September 2012. Afterwards, the agency convened its bonus pools during November, 
and later the AF/A2 accepted the agency's pool ratings and bonuses. Also, with the 
third DCIPS closeout, FY13 Performance Plans went into effect for the agency's 
employees. The graphic below shows a comparison of DCIPs ratings for FY 2011 and 
2012 and reflects a slight upward trend in the number of employees who earned an 
"excellent" rating in 2012. Also, the average DCIPs objective rating of 3.69 (on a scale of 
1 through 5) for FY 2012 remained unchanged from the previous fiscal year. On 8 
August 2012, the AF ISR Agency commander released his commitment for the DCIPS 
FY12 performance management closeout guidance issued on 4 June 2012 by the USD (I), 
Michael G. Vickers. General Otto emphasized that a rating of "3— Successful," 
recognized those employees who performed their duties in a valued manner and 
achieved performance expectations. Finally, the agency commander stated that a rating 
of "4— excellent" or "5— outstanding" clearly denoted employees who far exceeded 
results against the established rating criteria and performance standards. 




AF ISR Agency Ratings 
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Rating 


FY1 2 

Percentages 


FY11 

Percentages 


FY12 

Number of 
Employees 


FY11 

Number of 
Employees 


Outstanding 


3.9% 


4.7% 


99 


105 


Excellent 


55,1% 


53.9% 


1 ,399 


1,197 


Successful 


40.4% 


40.6% 


1,027 


902 


Minimally 

Successful 


,5% 


.4% 


12 


8 1 


Unacceptable 


.2% 


.3% 


4 


7 


Summary 


2,541 


2,219 



Illustration IV-3 (UJ AF ISR Agency DCIPS Ratings Comparison FY11 and FY12. Source: 
Briefing (U), AFISRA/A1, "FY12 AF ISR Agency Rating Distribution-Modified," 31 Oct 12, 

SD IV-40, 
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DIRECTORATE OF INTELLIGENCE, SURVEILLANCE AND RECONNAISSANCE (A2) 



(U) The AF ISR Agency's ISR Directorate advised the commander on intelligence 

analysis capabilities, requirements, and resources to optimize Air Force ISR for the 
warfighter and nation in 2012. Additionally, the directorate served as an advocate for 
the agency's subordinate units and delivered specialized analytical products to a myriad 
of customers. It also implemented AF/A2 policy and guidance by managing several 
significant ISR programs. The agency's ISR Directorate had a vision to be the premier Air 
Force voice for full-spectrum intelligence analysis that drove air, space and cyberspace 
dominance for the warfighter and nation. : continued as the ISR 

Director during 2012. promoted to that rank on 1 October 

2012, served as the ISR Deputy Director throughout the year. In December 2012, 18 
civilians, 20 military and 42 contractors manned the directorate. Authorized manning 
for the organization totaled 9 officers, 14 enlisted, 24 civilian and 42 contractors. The 
ISR directorate consisted of three divisions: Applied Analysis (A2A), Global Harvest 
(A20), and the Integrated Analysts (A2X). Each division formed two branches that 
executed the directorate's diverse ISR missions. 10 



AF1SRA/A2 



A2A 




A20 



Gfobal Harvest 
Division 




A2X 




Illustration IV-4 (Uj Directorate of Intelligence, Surveillance, and Reconnaissance 
organization chart. Source: Briefing (U) AFISRA/A2 Historical Activity Report, "HQ 
AFISRA Staff," 4 Feb 13, CF-2-2. 
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(U) Activity Summary 

W In 2012, under the Applied Analysis Division, Human Intelligence Branch 
grew from a single squadron by adding four new field detachments: Peterson AFB in 
Colorado; Hickam A FB in Hawaii; National Capital Region (D.C-); and Ramstein AB in 
Germany. 

For more detailed information on HUMINT, see 
Chapter 3. For the Global Harvest Division, they consolidated their functions into the 
Defense Intelligence Agency (DIA) Defense for Combating Terrorism Center's mission 
set, providing production elements within the Counter-Terrorism and Threat Finance 
missions. To further support the Threat Finance mission, the information technology 
team developed two Sha rePoint portals to help manage the tasking, tracking and 
coordination between the DIA and the Global Harvest team. Within the Integrated 
Analysis Division, they worked with the National-Tactical Integration (NT)) Program 
Management Office (PMO) to develop a more effective and efficient way to present Air 
Force ISR analysis and fusion capabilities to the warfighter. They focused the multi-INT 
Fusion and Integrated Process Team (IPT) across capabilities and organizations for 
training, coordination and reach-back support. At the same time, the Tactics Analysis 
and Reporting Program (TARP) Program Management Office (PMO) conducted its first 
bottom-up review (BUR) to rebalance billets across the enterprise. As a result of the 
BUR, the workforce shifted and created Tactical Analysis Support Elements (TASE) to 
provide ISR capabilities to Twelfth Air Force (Air Force Southern) and Fourteenth Air 
Force (Air Force Space Command). Meanwhile, the division led the ACC and Chief of 
Staff of the Air Force (CSAF) Air Force Targeting initiative to establish Service targeting 
processes, skills and requirements against regionally-focused, contested environments. 
For more detailed information on AF ISR Agency Intelligence Directorate (A2) activities, 
see Chapters 2 and 3 of this history. 11 



DIRECTORATE OF OPERATIONS (A3) 

( U //FOUO) i 1 led the Operations Directorate (A3) 

through early July 2012, a few weeks before his 1 August retirement from the Air Force. 
On 9 July 2012, ^■■succeeded H as the Director of 

Operations.' ‘ served as the deputy through 2012. Altogether, the 

directorate had 126 authorized personnel, including 15 officers, 60 enlisted and 51 
civilians, but in late December the directorate only had 14 officers, 58 enlisted and 48 
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civilians assigned (120 people). Seven Individual Mobilization Augmentees (IMAs) and 

12 

41 contractors also worked in A3. 

(U) The Operations Directorate underwent two significant internal 
reorganizations during 2012. Effective 24 May 2012, the Operations Integration Division 
i A3F) became the Strategic Operations Division (A3S). The change came about to focus 
the office on technical and operational issues related to Nuclear ISR Operations and 
policy functions concerning ISR to and from Space. Also on 24 May, at the direction of 
the AF ISR Agency commander, the A3 established the ISR Cyberspace Operations 
Division (A3C). The new A3C served as the single entry point for cyber matters in the 
Operations Directorate and worked to ensure effective AF ISR Agency support to 
offensive and defensive cyber operations. The office also worked issues to grow the 
agency's capacity to produce cyber analysts in support of the offensive and defensive 
missions and Geospatial-Intelligence (GEOINT) and Directed Energy Weapons 
Intelligence (DEWINT). The illustration below shows the organizational structure of the 
Operations Directorate on 31 December 2012. 13 
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Illustration IV-5 (U // F QU Q), Directorate of Operations Organizational Chart. Source: 
Report (U//FOUO) AFISRA/A3, "AFISRA/A3 Historical Activity Report- N I PNeT/' 31 Jan 
13, CF-3 .) 





UNCLASSIFIED 







UNCLASSIFIED 




(U) The Directorate of Operations (A3) furnished oversight and guidance to the 
AF ISR Agency's assigned field units and Service Cryptologic Elements (SCEs). The 
directorate oversaw efforts to organize, train, equip, and present ISR forces to the 
Combatant Commands (COCOMs). It also served as the agency's focal point on matters 
related to force generation, unit readiness, and ISR weapons and tactics integration. 
Finally, the organization performed Standardization/Evaluation (STAN/EVAL) functions 
for all of the agency's assigned missions. 14 

Standardization and Evaluation 



(U // P OU O) Throughout 2012, the Standardization and Evaluation (STAN/EVAL) 
Division (A3V) continued to develop and refine a comprehensive evaluation program for 
all intelligence Air Force Specialty Codes (IN) that manned the AF DCGS weapons 
system. The division developed procedures and provided input to policy guidance, 
planning, oversight, and direction for the overall USAF STAN/EVAL system. The division 
continued with its formal STAN/EVAL Visits (SEV), synchronized in conjunction with 
regularly scheduled Consolidated Unit Inspections (GUIs) and Operational Readiness 
Inspections (ORIs) at active duty and Air Reserve Component DCGS enterprise units at 
locations around the globe. The SEVs assessed mission effectiveness and determined 
compliance with AFI 14-202V2. Also, A3V developed a virtual inspection phase as part 
of the SEV process. This effort minimized the temporary duty time and halved the 
manpower required to perform a formal SEV inspection. Finally, as part of its SEV 
lessons learned, the office started an augmentation program that used one active duty 
and one Air Reserve command evaluator from Distributed Ground System (DGS) units 
for inspections. The augmentation initiative provided an opportunity to enhance unit 
understanding of the 14 STAN/EVAL programs A3V oversaw. During 2012, the office 
conducted SEVs at two agency field units and three Air Force Reserve units. 

Additionally, the office also performed limited notice SEVs at one agency field unit and 
two Air National Guard units. For 2013, the office planned to do five SEVs. A list of the 
units and SEV results for 2012 can be found in Appendix F of this history. 15 



(U//POUO) From 22-27 July 2012, the STAN/EVAL Division hosted an annual 
workshop for AF ISR Agency field units. The event brought together many of the offices 
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from the agency's units to work collaboratively on changes to the STAN/EVAL program. 
Additionally, the participants provided input to help create an agency-wide Intelligence 
Evaluation checklist. Earlier in 2011, the division also accelerated an effort to develop 
and finalize a STAN/EVAL directive, AFI 14-2, Air Force HUMINT STAN/EVAL Criteria, for 
the agency's Human Intelligence (HUMINT) program. The instruction provided 
evaluators with procedure and evaluation criteria to apply in STAN/EVALs of the 
HUMINT-specific function areas in AF ISR Agency units. 16 

Weapons and Tactics Program 

(U // F OUO ) The ISR Weapons and Tactics Branch (A30W) completed its actions 
in 2012 to develop the AF ISRA Agency's first Weapons and Tactics (WEPT AC) 
Compliance and Standardization Requirements List (C&SRL), AFISRACL 90-212. The 
C&SRL implemented AFPD 90-201, Inspector General Activities and applied to the 
agency's subordinate organizations, gained/attached Air National Guard (ANG) and Air 
Force Reserve (AFRES) units. The AF ISR Agency published the new C&SRL directive on 
16 February 2012 following approval by the AF ISR Agency commander in December 
2011. The new C&SRL implemented a set of Core Compliance Items (CCIs) and General 
Compliance Items (GCIs) relative to the WEPTAC program. Critical Compliance 
Objectives (CCOs) addressed seven Weapons and Tactics areas concerning the WEPTAC 
program. The CCO items addressed key areas for successful mission accomplishment 
where non-compliance would result in serious injury, loss of life, or excessive cost or 
litigation. Senior agency leadership and A3 managers regarded the completed C&SRL as 
a major step towards institutionalizing the AF DCGS. 17 

( S// R EL TO USA, F VEY ) Following the fourth ISR Tactics Review Board (TRB) in 
October 2011, Air Combat Command's Directorate of Operations (A3) hosted the 
Combat Air Force (CAF) WEPTAC from 2-13 January 2012 at the USAF Weapons Center, 
Nellis AFB, Nev. The 11 day CAF WEPTAC, with refocused purpose and controlled 
participation, consolidated and reorganized two separate CAF events into a single 
conference. The forum also controlled the number of action items in an effort to ensure 
the viability of the program. The A30W received several briefings at the 2012 CAF 
WEPTAC. One major area. Combat Integration, covered areas like Cyber, National 
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Tactical Integration, and Overhead Persistent Infrared (OPIR). Attended by more than 
450 participants and five mission wings, the CAF WEPTAC sought to gain warfighter 
consensus on several critical action items that impacted the overall DCGS system. With 



controlled participation and refocused purpose, the WEPTAC spent a great deal of time 
examining and discussing multi-intelligence discipline ISR issues such as the Spectral 



Infrared Remote Imaging Transition Testbed (SPIRITT) system on U-2 and the Global 
Hawk systems. Later, from 16-18 October 2012, A30W hosted the AF ISR Agency's 2012 
Tactics Review Board (TRB) at AF ISR Agency Headquarters. The fifth TRB discussed 
eight areas and generated five actions items. As of the end of 2012, plans called for 
ACC's Directorate of Operations to host the 2013 CAF WEPTAC at Nellis AFB, Nev., from 
3 through 16 January 2013. 18 
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Illustration IV-6 (U), WEPTAC Test Priority List (TPL) Fiscal Year 13. Source: Briefing 
(S// R E L TO FVEY) , A30W, "2012 WEPTAC Plan (U)," 1 Jan 12, SD \±2± (Info used is 
Unclassified). 
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Expeditionary Processing Exploitation and Dissemination Fundamentals Course 

(S//R E L TO USA, FVEY) The Current Operations DCGS (A30D) Division continued 
its lead effort to develop and mature the agency's Expeditionary PED (ExPED) 
throughout the year. Earlier, in 2011, A30D mapped out the AF ISR Agency's vision for 
consolidating the forward or expeditionary PED for AF iSR Agency's DCGS. During 2012, 
the office expanded its support to the 495th Expeditionary Intelligence Squadron (EIS). 
This support chiefly consisted of the development and deployment of the ExPED 
Fundamentals Course (EFC). The EFC, a mission critical item which began development 
in A30D in 2011, supported an Air Force Central Air Forces (AFCENT) requirement for 
the MC-12 Project Liberty, the ISRECs, Gorgon Stare, and the first generation Project 
Blue Devil. The EFC trained MC-12 DCGS PED and MC-12 Mission Qualification Training 
and Gorgon Stare Quick Reaction Capability operators in a "holistic" environment as 
opposed to one based on sensor/platform fundamentals. Commencing at Beale on 31 
January 2012, the EFC provided initial training certification for | deployed airmen who 
met the operational requirements of the 495 EIS. The ExPED Fundamental Course 
instruction furnished integrated, timely training for personnel identified to deploy in 
PED billets that supported the Overseas Contingency Operations (OCO) the 495 EIS 
executed. The PED footprint supported multiple platforms and sensors and would 
achieve efficiencies from common block training that would provide flexible 
employment options to synergize sensor PED and maximize the benefit to the customer. 
The EFC effort crossed all of the INTs and involved multi-INT fusion in the Area of 
Responsibility (AOR) on a far broader scale than had been seen before. The graphic 
below shows the proposed phased timeline for PED reachback for a 70 day period. 
Conversely, by the end of 2012 more than 200 deployed airmen had completed the 
EFC. 19 
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Image Redacted 



Illustration IV*7 (U), Gorgon Stare Reachback Phased Timeline. Source Briefing (S//REt 
TO USA, FVEV), A30W, "PED Reachback (U)/' 2 Mar 12, SD 11-49 . 

Processing, Exploitation, and Dissemination Reachback Working Group 



(S) Continuing its efforts to work the myriad issues involving expeditionary 
processing, exploitation and dissemination (ExPED), the AF ISR Agency A30D hosted a 
PED reachback Working Group at the AF ISR Agency Headquarters from 19 through 21 
June 2012. The gathering brought together representatives from the headquarters and 
the 1C, including AF/A2, Air Forces Central Command (AFCENT), the USAF Big Safari 
Office at Wright- Patterson AFB, Ohio, the Warner Robbins Air Logistics Center, the Air 
Force GEOINT Office, the 480 ISRW and the 306th Intelligence Squadron. The working 
group focused on three primary areas of concern; the synchronization of efforts for MC- 
12W Tactical Systems Operator (TSO) training; Gorgon Stare reachback effort; and the 
way ahead for Project Blue Devil (BD) reachback. Some of the ISR systems reviewed and 
discussed at the PED Reachback Working Group required extensive examination and 
formulation of several courses of action. This particularly proved the case with the issue 
of BD reachback. The group also examined the vitally important subject of developing a 

capability for the MC-12W. The working group looked at ways to deploy 
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a capability to allow the agency's TSOs aboard MC-12 to communicate with 





by June 2013. In the area of Gorgon Stare reachback, the group examined 



ways to stabilize the troublesome megabits per second (Mbps) link used for near 

real time (NRT) PED. Additionally, they looked at ways to allow for "reach in" and post- 
mission processing of the full Wide Area Media Interface (WAMI) data the platform 
stored. 20 

DIRECTORATE of LOGISTICS, INSTALLATIONS, and MISSION SUPPORT (A4/7) 

{U/ / E OUO ) The agency's Directorate of Logistics, Installations, and Mission 
Support (A4/7) conducted a diverse mission in 2012. The directorate enabled, 
optimized, and sustained multi-domain ISR operations. That task included delivering 
responsive, reliable, and effective acquisition logistics and lifecycle support planning. 
Additionally, the directorate oversaw maintenance sustainment, logistics plans, materiel 
management, contracting, real property construction and maintenance, and services. 

No organizational changes occurred in the directorate in the year and its four "three- 
letter" divisions: Logistics Maintenance (A4M), Logistics Readiness (A4R), Civil 
Engineering (A7C), and Contracting (A7KJ.BL remained the A4/7 

Director throughout the period. An organizational chart of the 93 person directorate 
appears below. 1 
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Illustration IV-8 ( U / / E QUQ ) Directorate of Logistics, Installations and Mission Support 
chart. Source: Briefing (S//S I //N F ) AFISRA/A4/7 Historical Activity Report, "HQ AFISRA 
Staff," 11 Feb 13, SD IV-35 . 

Civil Engineering Division (A7C) 

( S/ /BEL ) The Civil Engineering Division (A7C) had a mission to ensure AF ISR 
Agency sites received lifecycle sustainment capabilities, support capabilities, and 
applicable support requirements. The division exercised oversight over real property 
maintenance services for mission systems that supported AF ISR Agency mission 
capabilities. It also oversaw the various Facilities Councils and Boards discussed in this 
section. 22 
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Fiscal Year Funding Profiles 



* FY10 = $19. 67M / 48 Projects 

• CCP: $1 .28 M {Awarded S2.54M / 1 1 Projects) 

• AFP: S3.98M (Awarded S17.13M/ 37 Projects) 

* FY1 1 = $59.63M / 124 Projects 

* CCP: SI. 01 M (Awarded S10.67M/ 12 Projects) 

* AFP: S3.57M (Awarded S48.96M / 112 Projects) 

* FY12 = S14.23M (S33.50M = 73 Projects) 

* CCP: $1 .211 M (Awarded S5.95M = 10 Projects) 

• AFP: S4.076M (Awarded S9.55M = 36 Projects) 

• DCGS: S1.000M (Awarded S3.97M = 12 Projects) 

* GDIP: S7.947M (Awarded S14.03M = 15 FCI Projects) 

Illustration IV-9 (U//FOUO), Fiscal Year Funding Profiles by source. Source: Briefing 
( U //FOUQ) AFISRA/A7C, "Civil Engineer and Facilities Board Meeting," 2 Oct 12, SD IV- 

72 . 




Facility Councils and Boards 



(U) The chart above depicts the funding profiles for Civil Engineering projects in 
FY2012 and the previous two years. In 2012, AF POM-funded facility projects accounted 
for a majority (36) of the 73 facility projects awarded funding. Conversely, CCP projects 
numbered only 10, or a little over 10 percent of the total number of all the projects the 
AF 1SR Agency A7C had responsibility for overseeing. The AF ISR Agency complex at 
Security Hill included the headquarters buildings, 2000 and 2007, as well several other 
buildings that housed other headquarters and support functions. A number of the many 
projects the boards addressed affected the agency headquarters building 2000 and 
facilities at AF ISR Agency field units. The projects extended across several different 
funding lines and sometimes involved multiple coordination and action agencies from 
throughout the DoD and iC. The Civil Engineering Division (A7C) coordinated and 
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conducted three Civil Engineer and Facilities Council Boards and two Civil Engineer and 
Facilities Councils throughout 2012. The boards met on 16 February and 8 August and 
the councils chaired by the AF ISR Agency senior leaders, met on 12 March, 10 August, 
and 2 October 2012. These forums reviewed important facility restoration and 
modernization projects that dealt with several complex issues affecting AF ISR Agency 
operations at its field sites throughout the world. Some of the facilities projects 
addressed the mission critical area of uninterruptable power supply equipment at the 
Agency's field sites. The boards also addressed a host of significant other infrastructure 
concerns in the primary mission facilities at those locations. 23 
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LTA, 300 Area ReutUization 



Asset Overview 



• Summary Key Facilities available for reuse (11) 



Factor 


Category Code 


Category Description 


Gross SF 


Net SF 


302 


141456 


OPS, AFSS 


3,773 


1,951 


307 


141456 


OPS, AFSS 


4,019 


2,480 


310 


141456 


p OPS, AFSS 


8,570 


5,467 


r 3i3 


141456 


OPS, AFSS 


42,274 


30,563 


315 


171621 


TECH TNG CLASSROOM 


25,996 


16,071 


321 


141456 


OPS, AFSS 


12,446 


9,716 


322 


141456 


OPS, AFSS 


11,288 


9,020 


326 


141456 


OPS, AFSS 


4,6S4 


3,313 


331 


141456 


OPS, AFSS 


46,517 


39,786 


333 


P 141456 


O PS, A FSS 


4,450 


2,489 


390 


141456 


OPS, A FSS 


7,830 


6,921 




TOTAL 


173,867 


127 r 777 



UNCLAS SIFIED/FO I/O 

illustration IV-10 (U // F QUO ), Key Facilities at LTA, 25 April 2012. Source: Briefing 
(U // F OUO ) AFISRA/A7C, "Medina Update," 25 Apr 12, SD IV-87 . 



Construction of Air Force Technical Applications Center (AFTAC) Headquarters 



($) By February 2012, construction of new AFTAC HQs buildings began in earnest. 
A new three-building complex would replace an aging, post World War ll-era building 
built in 1956 that housed the nearly 1,000 people assigned to the center. Preparation of 
the construction site commenced in mid-January 2012, after letting of the necessary 
building permits, with the dumping of 130,000 cubic yards of fill dirt required to raise 
the level of the planned structures. Site preparation of the planned $158 million 
Military Construction (MILCON)-funded three-building complex foil owed formal 
groundbreaking on 17 June 2011. The funded MIICON 

project, the largest Air Force project the previous fiscal year, comprised a new four- 
storey headquarters building, a two-storey laboratory, central utility facility and a 
parking garage. Following completion of building site dirt fill operations, on 5 April 
2012, construction crews began pouring 13,000 cubic yards of concrete for the 
foundation of the 276,000 square foot headquarters complex. On 6 June, phase three 
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construction started as crews erected the first of 350 tons of steel beams on the 
concrete foundation. Completion of the eight-segment steel frame erection project 
occurred on 15 September 2012. A "Steel Signing" ceremony on 22 August 2012, 
officiated by the AFTAC commander, marked the end of phase III of the construction 
project in the main headquarters building. At the conclusion of 2012, plans called for 
completion of the new, modern state-of-the-art headquarters building in early 2014. 35 




Illustration IV-11 (U), New AFTAC Headquarters under construction, 24 August 2012. 
Source: (U) Official USAF Photo by Susan A. Romano, AFTAC/PA. Photo 8. 



Construction Projects at NS A Washington 

(U) One of the projects in the planning stages concerned the 70 ISRW at Fort 
Meade, Md. On 3 May 2012, A7C presented the agency's senior leadership with NSA 
Washington's Site Development Plan that would, beginning in FY2012, transform, 
change, and renovate the 9800 areas at NSA Washington (NSAW), site of the 70 ISRW 
headquarters. Actions presented in the site plan would take place over the course of 
eight to 10 years at NSAW and have to undergo the full budgetary process in Congress 

prior to execution . 26 
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9800 Area 




UN CLASSIFIEDS FOR OFFICIAL USE ONLY 



Illustration IV-12 (U //FOUO ), NSA-W 2010/2011 Campus Plan. Source: Briefing 
( U//FOUO ), AFISRA/A7C, "Tab 1 - 9800 Area Brief/' SD IV-90 . 

DIRECTORATE of PLANS, PROGRAMS, REQUIREMENTS, and ASSESSMENTS (A5/8/9) 

(U) Leadership over the Directorate of Plans, Programs, Requirements and 
Assessments (A5/8/9) during 2012 fell to ' ' ' . who assumed the post 

effective 1 July 2011. ' the Deputy Director since 23 October 

2011, remained in his position. Plans, Programs and Assessments, had four "three- 
letter" divisions— Capabilities (A5C), Requirements and Plans (A5R), Programming (A8P), 
and Policy, Analysis and Lessons Learned ( A9Y). On 1 February, the directorate 
restructured a Weapons Division from Distributed Common Ground System (DCGS) 
Management Division (A5W) resources and divided the billets among three other 
A5/8/9 divisions, thereby normalizing DCGS functions within the Divisions. The A5W 
Weapons Support Team moved to the Capabilities Division, while DCGS Requirements 
were divided between A8P and A5R. took the action to better integrate 

and align the division's capabilities, integration, resourcing, strategy, and requirements 
functions with the other ISR programs. As of 31 December 2012, the organization had 
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97 civilian and military billets authorized: 19 officers, 11 enlisted, and 67 civilians. The 
directorate's assigned manning numbered 15 officers, 12 enlisted and 68 civilians 
totaling 95 personnel. 27 

(U // P O U O ) The directorate facilitated the planning and integration of Air Force 

ISR requirements, capabilities, programming, and policy to optimize the presentation of 

ISR capabilities to Air Force, joint, service, and national level users. As its vision, the 

directorate tried to ensure that the AF ISR Agency would have the right capabilities 

available in the present and in the future to fight and win the nation's conflicts. To 

achieve that vision, the directorate monitored, participated, planned and developed Air 

Force ISR modernization requirements. It acted as the Air Force lead for ISR capabilities- 

based planning and served as the ISR focal point for policy, doctrine, and directive 

analysis. They also managed and led the Air Force ISR programming process and 

evaluated, developed, and recommended organizational constructs for the Air Force ISR 

Enterprise. For more information on the accomplishments of the Directorate of Plans, 

Programs, Requirements and Assessments (A5/8/9), see Chapter 3 of this history. The 

28 

AF ISR Agency/A5/8/9 organizational structure is shown below: 




Illustration IV-13 (U // F OUQ) -Dlrectorate of Strategic Plans, Programs, Requirements 
and Assessments Organization Chart. Source: Report ( S//NF) , AFISRA/A5/8/9, "A5/8/9 
2012 Historical Activity Report (U)," 11 Feb 13, CF -2-4. (Info used is Unclassified/FOUO). 
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DIRECTORATE OF COMMUNICATIONS (A6) 

(U) The directorate's leadership consisted of the director, deputy director and 

technical director. Its internal organizational structure with three divisions did not 
change in 2012: Network Operations (A60), Security Operations (ASS), and Plans and 

Resources (A6X). , who served as the A6 Director since 28 July 

2010, retired from active duty on 15 June 2012. the Deputy 

Director, took over the directorship until , arrived on 1 August 

2012. As of 31 December 2012, the Directorate of Communications had 126 authorized 
positions (21 officer, 29 enlisted, and 66 civilian). Personnel assigned to A6 numbered 
17 officers, 29 enlisted, and 59 civilians, along with 38 contractors. The A6 organization 
is shown below: 29 




Illustration IV-14 (U), Directorate of Communications Organizational Chart. Source: 
Report (U) AFISRA/A6, "HQ AFISRA/A6 Historical Activity Report," 30 Jan 13, CF-2-5. 

(U) The Directorate of Communications (A6) supported and sustained a 
significant number of computer networks, systems and services across the ISR 
enterprise. These included program management of the Joint Worldwide Intelligence 
Communications System (JWICS), Department of Defense Intelligence Information 
System (DoDIIS), Common Data Link (CDL), Air Force Distributed Common Ground 
System (DCGS) and many other functions and forms across the electromagnetic 
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spectrum, These systems include those related to hardware, software and a new 
concept called "cloud-computing". Effective on 27 February 2012, via Special Order GC- 
07, A6 Detachment 4, HQ Intelligence, Surveillance and Reconnaissance Agency, 
inactivated and became the 743d Intelligence Support Squadron (Provisional) (ISS) (P) 
which was designated and activated as a provisional unit attached to the 543 ISRG for 
the purposes of command and control, specified administrative support and concurrent 
Uniform Code of Military Justice (UCMJ) authority. The following examples will highlight 

30 

just a few of the many accomplishments of the Directorate of Communications. 

(U) Program Management and Oversight 

(U) Several major communications projects produced new and innovative 
systems or processes that improved the way the agency performed its mission. The 
Network Operations Division (A60) provided management and oversight as the DoDIIS 
Executive Agent of Intelligence Mission Systems (IMS). In partnership with the Air Force 
Research Laboratory (AFRL), division and branch personnel collected, validated and 
prioritized requirements with key users and stakeholders, provided program lifecycle 
support, fiscal funding projections, obligations and expenditures. It also co-chaired the 
Configuration Control Board (CCB) with AFMC/A2 to determine priorities to satisfy user 
requirements. 31 

(U) In another cooperative project with AFRL, the Air Force Disaster Recovery 
Program (AF-DRP) contributed backup, recovery and high availability of Air Force 
mission critical intelligence information directly supporting the Air Force JWICS 
Enterprise and other mission operations. Completed in December 2012, the AF-DRP 
engineered and implemented disaster recovery solutions at four JWICS Enterprise 
Service Centers (ESC) in the case of system failure or outage. If the any of the ESCs 
failed, the other systems would continue to allow access to the vital intelligence 
information. As noted in the examples above, the Network Operations Division and its 
branches sought solutions to multi-domain, cross-transfer capabilities for the agency 
and its assigned units. Further discussion of these key projects is listed in the supporting 
documents. 2 
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(U) The Security Operations Division (A6S) oversaw the implementation of 
Intelligence Community Directive (ICD) 502/503 for secure technology systems and risk 
management. It also established the Air Force Incident Response Center (AF-IRC) to 
integrate, manage, operate and respond to cyber attacks again the 1C information 
environment. The division and its branches also focused on Information Assurance 
workforce improvement programs, publishing DCGS security support guidance, 
information security management reporting, training, contract activities and secure 
database management. 33 

(U) Lastly, the Plans and Resources Division (A6X) performed functional 
management reviews, several manpower and programming actions to meet agency 
objectives, and IT portfolio management to certify and accredit the enterprise IT 
systems. A few of these later projects include cross-domain engineering analysis, server 
environment standardization, migration of database support and SENIOR BUS program 
to upgrade infrastructure communications systems at Beale, Langley, Ramstein and 
Lackland AFBs. The modernization of these systems and networks remained key to 
agency's communications capabilities. 34 



(U) The AFISRA Special Staff Offices directed a wide variety of functional and 
support services for the commander, his staff, and the entire agency. Serving as the 



(DISL) executive, remained as the Senior Program and Technical Adviser to the 
commander on a broad range of operational issues affecting the agency. His office 
developed plans, policies, and directives for more than 500 military and civilian 
personnel to ensure the agency articulated the commander's objectives. The office also 
reviewed and approved all staff proposals within the agency, and ensured their 
consistency with command policies, objectives and requirements. ; led 

more than 60 military and civilian personnel, who provided executive and administrative 
services to the agency and four general officer-level positions. 35 
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EQUAL OPPORTUNITY (EO) 

(U) The Equal Opportunity Office (EO}, headed by 

, administered the agency's Equal Employment Opportunity (EEO), Alternative 
Dispute Resolution (ADR), and Special Emphasis Programs (SEP) according to Federal, 
DoD, and Air Force laws, statutes, directives, instructions and guidance. The EO briefed 
the AF ISR Agency commander periodically on program activity and complaints. That 
effort included entering/maintaining complete complaint and mediation data in the Air 
Force EO databases. Additionally, the office cultivated and maintained a positive 
rapport with internal and external mission partners to ensure adherence and 
compliance with legal and regulatory EEO and ADR requirements. 36 

FINANCIAL MANAGEMENT and COMPTROLLER OFFICE (FM) 

Financial Management 

(U // F OUQ ) in 2012, the AF ISR Agency Financial Management and Comptroller 
Office (FM) had two divisions manned by four assigned military and 16 civilian members. 
The agency's finances, derived from four separate and distinct appropriation sources, 
including civilian pay, totaled more than $2.0 billion. The office also served as the focal 
point for financial discussions involving the SECAF's staff, the Air Staff, the NSA, Defense 
Intelligence Agency (DIA), and the other major commands. Besides establishing 
financial policies, goals and objectives for the AF ISR Agency, FM gave technical and 
financial guidance to agency's field units. Lastly, the office served as a storehouse for 
audits that originated in the General Accounting Office (GAO), the DoD Inspector 
General, and other Air Force financial programs. 37 

(U // F OUO ) No organizational changes occurred in office in 2012 and its two 

divisions: Budget (FMA) and Financial Plans and Analysis (FMP). 

who deployed to Afghanistan with the International Security Assistance Force in 
April 2011, returned as FM Director in April 2012. The Deputy Director, 

who filled in for during his deployment, resumed her duties as 

the Financial Management and Comptroller Deputy Director on < return. 

38 

A chart on the office organization is shown next: 
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Illustration IV-15 (U), Directorate of Financial Management and Comptroller Office 
Chart. Source: Report (S//N F ) , AFISRA/FM, "FM Historical Activity Report Calendar Year 
2012," 11 Mar 13, CF^6, {info used is Unclassified). 

*. 1 I a 

if, ' ' *i i 

Budget Shortfalls. Conference Approval Authority & Obligation of Funds 

(U) The year 2012 began with the Air Force having a $3.3 billion shortfall in 
funding. On 16 May 2012, the AF ISR Agency's FM Director updated senior leaders on 
specific budget shortfalls. Initially, the FY2012 shortfall included a $2 billion Overseas 
Contingency Operations (OCO) deficit and a $1.3 billion fuel bill with a potentially dire 
impact for the enterprise. By mid-May, however, added funds dropped the FY2012 OCO 
funding shortfall to $75.5 million. 39 

(U) On 28 October 2011, the DoD issued a policy that severely limited spending 
on conferences. Due to that increased scrutiny of travel and conferences, on 9 May 
2012 the SECAF issued supplemental guidance issued on conferences. Later on 3 June 
2012, the Deputy SECDEF issued formal guidance that required the USAF Deputy Chief 
of Staff, ISR approval for all agency-sponsored conferences. The agency's Financial Plans 
and Analysis Division, Programs Management Branch (FMPA) developed and released 
the new guidance, which General Otto issued officially on 29 June. Previously, General 
Otto had asked the SECAF to delegate approval authority for conferences under 
$100,000; however, the SECAF denied that request and the USAF ISR Deputy Chief of 
Staff approval for conferences under $100, 000. 40 
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(U) By mid-2012, the AF ISR Agency funding status had reached a somewhat 
precarious status. The graphic below shows the funding sources mentioned previously. 
Of the five, only the General Defense Intelligence Program (G DIP) funds attained a 
position well above the recommended 63.6 percent straight-line obligated level with an 
80 percent mark. National Geospatial Program (NGP) slightly exceeded the funding 
obligation at 64 percent, The Military Intelligence Program (MIP) non-MIP and 
Consolidated Cryptologic Program (CCP) allocations registered 49 and 42 percent 
respectively. The FY2011 continuing resolution and in May 2012, the yet to be approved 
2012 Federal Budget, seriously hampered normal budgetary operational practices, 
especially with regard to allocation and release of funds. Overall, with the inclusion of 
Overseas Contingency Operations (OCO) funds, the AF ISR Agency met its recommended 
63.6 percent mid-year obligated funding rate. 41 
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Illustration IV-16 (U}, Fiscal Year 2012 Obligation of Funds Status, 13 May 2012. Source: 
Briefing (U), AFISRA/FM, "Financial Update," 16 May 12, SD IV-21 . 
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Sequestration Planning and Implementation 

(U) As a result of the 2 August 2011 legislative action signed into law by 
President Barack H. Obama, sequestration slowly moved to the forefront in late 2012 as 
a mechanism to obtain further deficit reduction. The year 2012 ended with no 
substantive compromise between the legislative and executive branches, and as a result 
the DoD faced a projected $54,667 billion across-the-board reduction in discretionary 
spending for FY2013. Originally passed with bi-partisan legislative support, 
sequestration mandated a 9.4 percent cut in the FY2013 defense budget, leaving $613.9 
billion to spend, or $31.8 billion less than the FY2012 amount. In late 2012, the highly 
controversial sequestration action presented the Air Force, and the AF I5R Agency, with 
unique budget challenges. Secretary of Defense Leon E. Panetta issued FY2012 Defense 
Planning and Program Guidance that stressed the need to cut costs to become more 
efficient. He wanted to reduce overhead costs, improve business practices, and cut 
excess or troubled programs. Panetta explained that the savings would be reinvested in 
modernization and expanded capabilities, and in early December he initiated internal 
planning to make the required cuts. On 20 December 2012, SECDEF expressed his belief 
that day-to-day operations of the DoD in 2013 would not be affected by the Budget 
Control Act of 2011. The legislative impasse continued through 2012, with 
sequestration expected to begin on 2 January 2013. During mid-2012, to ease the 
impact on the DoD the President exempted military personnel funding from 
sequestration. 2 
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Illustration IV-17 (U), President Barack H. Obama signs the Budget Control Act of 2011, 

2 August 2011. Source: Congressional Act (U), "Budget Control Act of 2011/' 112th 
Congress of the United States of America, Washington, DC, 2 Aug 11, SD IV-7, Photo 9. 

Funding Sources 

As noted previously, AF ISR Agency's budget came from four separate 
appropriations. Those sources funded the agency's two wings, two centers, and more 
than 90 globally-dispersed subordinate units. Monies allocated under the Consolidated 
Cryptologic Program (CCP), and executed on behalf of NSA, totaled about eight percent 
of the agency's budget. The National Geospatial Intelligence Agency (NGA) provided the 
second source of money to fund National Geospatial-Intelligence Programs (NGP) for 
another nine percent. The third source of funding came from the Defense Intelligence 
Agency (DIA) and its General Defense Intelligence Program (GDIP) funds. It provided 52 
percent of the budget. The last funding source supplied 31 percent of the budget from 
Air Force Program Operations Memorandum (AFPOM) resources. That funding 
allocation flowed from two sources. The Headquarters Air Force Directorate of ISR 
Resources and Manpower Office (AF/A2RM) managed the first source, the Military 
Intelligence Program (MIP). The AF ISR Agency's FM executed those MIP monies, which 
funded intelligence missions for the various military services. The second source of 
AFPOM-funded traditional "Blue" dollars from the USAF Financial Management and 
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Comptroller Office provided money for FSR&M, Professional Military Education, and 
Base Operating Support. The AF ISR Agency FM staff exercised fiduciary responsibility 
and advised the AF ISR Agency senior leadership about fiscal law. 4j 



AFISRA FY12 Baseline Funding 




□ AF 
0 NSA 

■ DIA 

■ NGA 



Illustration IV-18 ( S//REL TO USA, FViY ), AF ISR Agency FY 12 Baseline Funding. Source: 
Briefing ( S //REL TO USA, FVEY) , AFISRA/CC to Independent Strategic Assessment Group, 
"AF ISR Agency Perspective (U)," 27 Mar 12, SD 1-41 . 

Funding Specific Corporate Process Boards 

(U) With AF ISR Agency's funding flowing in from four separate sources in the 1C, 
the agency's FM worked closely with the Programming Branch (A8P) in the Plans, 
Programs, Requirements and Assessments Directorate. The two offices convened 
special financial panels, groups, boards, and councils to review CCP, GDIP, AF POM and 
NGP funding issues. Typically, the board and council members included the agency 
commander, directors, and representatives from the special staff, FM, A8, the AFCO, 
and the subordinate units and centers. The boards aimed to meet enduring future 
requirements for the next five years (FY2015-2019) for each funding source. The 
graphic below shows how the funds traveled through various programming paths to 
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reach the agency. Those pathways included two Core Function Lead Integrators (CPUs) 
managed by the Air Combat Command (ACC) and the Air Force Material Command 
(AFMC). The CFLIs are discussed later in this section. 44 

unclassified 

AFISRA Programming Paths 
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Illustration IV-19 (II), AF ISR Agency Programming Paths. Source: Briefing (S // ME ) , 
AFI5RA/A8P, "AFISRA Council FY IS- 19 AF POM (U)," 22 Oct 12. SO 1V-29. (Information 
used is Unclassified). 



General Defense Intelligence Program Funding Priorities 



(S//N F ) On 14 February 2012, AF ISR Agency GDIP Council Meeting reviewed the 




Worldwide Intelligence Communications Systems (JWICS) initiatives also made the Top 
Ten list. Another item asked for funds to upgrade and replace the uninterruptable 



' (U) For further information on this subject, see the Multi-Intelligence Discipline chapter of this history. 
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power supply system at several AF ISR Agency field sites. Overall, the 6DIP Council's 
decisions reflected MASINT's growing importance for the agency and its many 
customers in the 1C, U.S. Government, and international partners/collaborators. The 
graphic below depicts the GDIP priorities. 45 



Image Redacted 



Illustration IV-20 (U), Fiscal Year 2014-2018 General Defense Intelligence Program 
Initiatives for AF ISR Agency. Source: Briefing (S//N E ), AFISRA/A8P, "FY 14-18 GDIP 
Intelligence Program Budget Submission {U}," 19 Jan 12, SD IV-17 . 

Consolidated Cryptologic Program Funding Priorities 

(U) The agency's 13 February and 26 September 2012 CCP Councils for FY2014- 
2018 recognized a change in the programming environment. The Programming Branch 
(A8P) stressed the need to inject a greater rigor into the highly competitive Intelligence 
Program Budget Submission (I PBS) process. The CCP 1PBS process allowed Air Force CCP 
managers to input priorities directly into the funding stream. Those actions, however, 
required engagement with NSA senior leaders using through Air Force Service 
Cryptologic Component (SCC) and AF/A2 memos. By late FY2012, the agency's facilities 
projects reached a critical state. The Civil Engineering Division listed 36 priority projects 
for $13,500,000, but the agency only had $830,000 CCP dollars available each year for 
FY2014-2018. Senior programmers and civil engineers believed the shortfall would only 
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allow one or two projects to be funded a year. The branch believed the withdrawal of 
U.S, forces from Afghanistan, the end of Operation ENDURING FREEDOM, and the 
eventual elimination of Overseas Contingency Operations (OCO) funding, would further 
complicate the CCP picture. The next graphic shows the Air Force injects priorities into 
the CCP budget process. 46 
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Illustration IV-21 (U), Air Force Inject into the NSA CCP Process. Source: Briefing 
( S//SI//RE L), AFISRA/A8P, "AFISRA Council FY 14-18 AF CCP IPBS (U)," 13 Feb 12, SDJVA 
18, (Info used is Unclassified), 



Financial Management Boards 



(U) Throughout 2012, the FM and Comptroller Office conducted several working 
groups, boards, and councils to discuss and examine the programs and projects for the 
agency's extended multi-intelligence discipline mission. On 27 January 2012, the 
Financial Management and Comptroller convened a Financial Management Board (FMB) 
to consider the agency commander's Top 10 priorities. The FMB examined the FY2012 
distribution and reviewed significant problems in temporary duty (TDY) efficiencies for 
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FY2012 and FY2013, a higher headquarters imposed "taxation" of the allocated funds, 
and on civilian pay. 

(U) The corporate process also reviewed the proposed FY2012 distribution of 
funds and unfunded requirements (UFR) in the FY2012 NIP and MIP. On 5 April, the 
Financial Management Analysis Division convened a UFR board to examine strategic and 
corporate priorities and identify the top 10 UFRs for MIP and non-MIP operations and 
maintenance (O&M) requirements. The board then acted to fund mission critical items 
throughout the AF ISR Agency enterprise, in the CCP area, the board validated six CCP 
unfunded requirements worth $1,496,000 for FY2012. The board also prioritized 39 
items valued at $28,617,800 in NIP and non-MIP O&M requirements. At the UFR council 
on 12 April, members ranked and prioritized 38 OCO and four other items totaling 
$27,961,800. The initial UFR list stood at $59,777,000 for 53 items. 48 

(U // P OUO ) Money originating from AF POM also occupied the time and 
attention of the senior staff during 2012. The AF ISR Agency commander dealt with six 
issues that heavily affected the organizations' ability to obtain funds. The FY2015-2019 
AF POM Council met on 22 October 2012 to consider issues in three Core Function Lead 
Integrator (CFLI) categories. The first CFLI, administered by ACC, managed Global 
Integrated ISR (GIISR) issues. For the second CFLI, the agency considered funding issues 
for Agile Combat Support, an area managed by the AFMC. In the end, the AF POM 
Council acted on five internal AF ISR Agency and six GIISR items. The graphic below 
shows the FMB's recommendations to the council for AF POM funds during FY2015- 
2019. Internal funding recommendations included adding three 3DX01 Knowledge 
Operators and adding three personnel to the Information System Security Management 
Team. For the GIISR CFLI, offensive and defensive Cyber operations figured 
prominently. 49 
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Illustration IV-22 (U), Air Force Program Objective Memorandum Prioritized Board 
Recommendation. Source: Briefing (S//NF), AFISRA/A8P, "AFISRA Council FY 15-19 AF 
POM (U)/' 22 Oct 12, SD IV-29, (Info used is Unclassified). 

2011-2012 AFISRA Budget Comparison and Funding Reductions 

{U//FQUO) The AF POM budget for FY2012 totaled $233,064,000 for an increase 
of $5.6 million over FY2011. Of the three sources for the agency's FY2012 budget, GDIP 
funding reached $228,904,000, compared to $213,454,000 for FY2011. National 
GEOINT Program (NGP) funding for 2012 stood at $81,640,600 versus $80,548,000 for 
FY2011, while CCP funds totaled $74,293,000 for FY2012, nearly $2.1 million more than 
the FY2011 figure of $72,167,000. The Air Combat Command's 55th Wing at Offutt AFB, 
Nebr., and Air Force Space Command's 67th Network Warfare Wing at Lackland AFB, 
Tex., received $12,546,000 and $6,109,000, respectively, for their cryptologic missions. 
Those figures compared to FY2011 amounts of $14,124,000 and $6,404, 000. 50 

U.S- Intelligence Budget and Funding Sources 

(U) In FY 2012, the Office of the Director of National Intelligence (ODNI) FM 
Office reported $53. 9B as the total appropriation to the NIP and allocated throughout 
the 1C. That amount represented a slight decrease from the FY2011 allocation. The 
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singular 1C budget programs presented unique and sometimes complex issues for the AF 
ISR Agency's FM staff and senior leadership. In essence, the distinctive funding streams 
encompassed virtually all the intelligence disciplines and ISR capabilities. Total O&M 
funding for the AF ISR Agency during FY2012 reached $1,125,17S. 51 

CHAPLAIN (HC) 

(U) Senior agency Staff Chaplain^^^E who arrived at the agency 

on 16 May 2011, continued in his post until 12 June 2012 when he departed the agency 
to become the Senior Chaplain at AETC Headquarters. 

succeeded Colonel Schaick on 12 June. The assistant agency Chaplain since 10 June 
2011, , departed the agency on permanent change 

of station on 19 April 2012. Warner's departure cut the HC Staff from four to three 
assigned personnel to meet a planned RMD 703 action on the headquarters staff. The 
HC advised leadership and provided religious support to agency personnel. With a 
mission to provide spiritual guidance, fitness to ISR members, and increase resiliency, 
the office staff included the Chaplain, a Chaplain Functional Manager and a secretary. 
The staff provided services to the headquarters and assigned AF ISR Agency units 
throughout the enterprise and worked with local chaplains to nurture and provide faith 
opportunities and enhancements for all agency members. These activities included 
ecumenical religious services as well as pastoral site visits to various AF ISR Agency units. 
In effort to increase resiliency, on March 2012, the HC hosted a Workplace Resiliency 
Presentation. 52 



HISTORY OFFICE (HO) 

(U) With a mission to provide historical research and services, the History Office 
(HO) researched and wrote the agency's classified official history and updated the 
unclassified heritage pamphlet each year. The annual history served as the agency's 
official corporate record. For 2012, the History Office answered more than 800 requests 
for information (RFIs) from customers in the Air Force, DOD, US Government and the 
public. The office staff conducted briefings and tours on Air Force and cryptologic 
history in the Dennis F. Casey Heritage Center for more than 110 visitors and several 
distinguished visitors. The Chief Historian since 23 May 2008, 
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continued in that position during 2012. Two other civilian historians and one 
enlisted reservist also manned the office; however, 

retired from the Air Force Reserves on 1 November 2012. The History Office once 
again received two Air Force History and Museum Program (AFHMP) awards for 2012 as 
the best Field Operating Agency (FOA) history program and best heritage display in the 
Air Force. The awards marked the third time in as many years that the AF ISR Agency 
History Office earned Air Force-level recognition. 53 

INSPECTOR GENERAL (IG) 

(U//fOWd) The agency's Inspector General (IG) carried out its inspection and 
inquiry mission through 2012. The IG performed three specific responsibilities, 
conducting inspections and assisting with complaints processing and resolution. That 
office also handled internal oversight and de-confliction for the agency commander to 
ensure compliance with USAF directives. Finally, the IG ensured mission effectiveness 
and gave all members an avenue of redress for any instances of fraud, waste, abuse, 
reprisal, and restriction. | the IG since 1 February 2011, 

continued in that position during 2012. 5i! Three offices made up the IG— the Complaints 
and Inquires Branch (IGQ), the Inspections Branch (IGI), and the Plans and Programs 
Branch (IGP). The IGI conducted the directorates' inspections, while IGQ handled and 
processed complaints and inquiries. The IG had 18 military and 3 civilians on its staff to 
carry out and execute its inspection program. The IG organization is shown next. 55 




Illustration IV-23 (U), Inspector General Organizational Chart. Source: Report (U), 
AFISRA/IG, "IG Historical Activity Report Calendar Year 2012," 7 Feb 13, CF-2-7. 
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Implementation of new AFI 90-201 

(U»A revised AFI 90-201, The Air Force Inspection System, in draft since early 
2010, received final approval in 2012. Published on 23 March, the instruction 
implemented several important changes in the Air Force Inspection System. A five-tier 
rating system as part of a new Consolidated Unit Inspection (CUI) surfaced as the most 
important change. The new CUI, used in conjunction with newly designed Management 
Internal Control Toolset (MICT) software, placed a much greater emphasis on unit self- 
assessment efforts. Before implementing AFI 90-201, the agency's IG laid the 
groundwork to employ the new inspection system through several briefings to the staff. 
Senior Air Force leaders believed the new MICT system enabled oversight of the 
inspection and self-inspection processes at wing-level and below units. They changed 
the focus to make readiness for inspections a natural process. The leadership hoped 
that inspection-readiness would become a natural consequence— one where 
commanders focused squarely on daily mission readiness— as opposed to the wasted 
effort units devoted to preparing for IG inspections. As with earlier efficiency measures 
instituted in 2011, the changes tried to reduce costs, refocus inspection areas, and 
increase overall inspection effectiveness. At the end of 2012, the AF ISR Agency IG 
believed that the most significant change to the inspection system would come later in 
2013 when the Air Force implemented the new system Unit Effectiveness Inspections. 56 

2012 Unit Compliance Inspections and Trends 

(U // F OUQ ) The IG conducted 14 Unit Compliance inspections (UCI) during 2012. 
Costing an estimated $348,000, the inspections took 1,000 man-days to conduct. The 
team performed one Joint Operation Inspection at NSA-CSS Colorado at Buckley AFB, 
Colo., that required 60 mandays. The inspections found 490 total deficiencies and 
identified three critical and 88 significant deficiencies. Additionally, the team supported 
an AFSOC Operational Readiness Inspection at Royal Air Force Mildenhall in the United 
Kingdom. For a list of the UCIs and ORI conducted by the AF ISR Agency/IG during the 
year and their compliance percentage rates and ratings, refer to Appendix E of this 
history. The graphic below depicts inspection trends areas uncovered by the agency IG 
during 2012. For the year, the trends pointed to three separate inspection areas: the 
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lack of proper quality assurance (QA) programs; problems with formal and operations 
training for Network and Knowledge Operations; and issues affecting the 
Health/Morale/Welfare at several subordinate units. 57 




2012: inspection Trends 
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Illustration IV-24 (U), 2012 Inspection Trends. Source: Report (U), AF1SRA/IG, "IG 
Historical Activity Report Calendar Year 2012," 7 Feb 13, CF -2-7 . 

STAFF JUDGE ADVOCATE (JA) 

(U) The AF ISR Agency Staff Judge Advocate (JA) with seven people assigned, 
provided legal counsel to the agency commander, subordinate commanders, and staff 
agencies. The office provided consultation and guidance on various operational and civil 
law issues. Its mission included being able to anticipate challenges and advance ISR 
capabilities for the agency, the Air Force and the war fighter. Effective 10 September 
2012, the JA staff increased from six to seven personnel assigned with the addition of 
the position of Operations Attorney Advisor. The Staff Judge Advocate since 21 July 
2011, , continued in his position during 2012. 58 
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PUBLIC AFFAIRS (PA) 

(U//FOUO) The agency PA Office (PAO), led by since 9 August 

2010, conducted strategic communication programs to promote effective relationships 
between the agency, its airmen, and its internal and external audiences in the media. 

To fulfill its mission, PA, which included a visual information section, furnished guidance 
to the commander, senior leadership and the AF ISR Agency's subordinate units. The 
office interacted proactively with media and provided media training to agency 
personnel. Additionally, PA maintained internal information programs, conducted 
community outreach programs, created and reviewed plans and programs, provided 
security and policy review on all external releases and served as the agency's legislative 
liaison. At the end of 2012, PAO authorized manning included three officer, three 
enlisted, and 12 civilian personnel. 59 



SAFETY (SE) 

(U) The Director of Safety since 7 June 2010, continued in 

that position during 2012. The AF ISR Agency safety program embraced nine areas: 
operational risk management, occupational safety, environmental safety, industrial 
safety, contractual safety, sports and recreational safety, traffic safety, and fire 
prevention. The Safety Office planned, developed, directed, and evaluated the agency's 
occupational safety and health program for the agency's personnel. It had primary 
responsibility to identify, eliminate, and control physical conditions and operating 
practices that could injure personnel or damage government property. The office 
organized program facilities, equipment, personnel, and supplies to ensure effective use 
of resources. The Director of Safety served as the commander's technical expert and 
advisor on all safety matters for subordinate units and maintained direct liaison with the 
AF ISR Agency commander. The Safety Superintendent, . assisted 

in managing the agency's Safety Program. 60 



(U) On the next page, the AF ISR Agency's mishap numbers for FY2008 through FY 2012 
are summarized. The graphs depict a notable upward trend in mishaps throughout the 
agency over the five-year period. For FY2012, the AF ISR Agency's 151 mishaps cost the 
organization $713,325 and resulted in 778 lost work days. Sports and recreation related 
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off-duty mishaps topped the list of mishap categories and trips and falls placed second. 
Off-duty four-and two-wheel private motor vehicle accidents ranked third on the list. 
Finally, among field units, the agency's 70 ISRW and 480 ISRW experienced significant 
increases in the number of mishaps from FY2011 to FY2012, with latter unit's mishap 
numbers climbing from 40 in FY2011 to 70 in FY2012. 61 




FY 08/09/10/1 1/1 2 Agency Total Mishaps 




Illustration IV-25 (U//f©WO) Agency Total Mishaps, FY08 through FY12. Source: 
Briefing ( U// F GUO ) , AFISRA/SE, "FY12 Mishap Review," ca. 15 Oct 12, CF 2-14 - 



SURGEON GENERAL (SG) 

(U) , Flight Surgeon, took over as the AF ISR Agency 

Surgeon General (SG) on 23 May 2012. Fie replaced MC, 

who moved to Randolph AFB, Tex., to become the SG for the Air Education and Training 
Command (AETC). Ortega served as the agency's SG since 1 July 2007. TheSG 
Superintendent, ,„„j , arrived for duty on 30 October 2012. That 

superintendent billet followed the AF ISR Agency commander's action in 2011 to fund a 
previously deleted position. The Surgeon General delivered operational medical 
expertise and capabilities that optimized human health, performance and reliability for 
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ISR missions. The ANG approved the addition of a National Guard Assistant Position in 
the SG office effective 1 March. An Individual Mobilization Augmentee also performed 
duty in the four-person office. The SG conducted site visits to five AF ISR Agency field 
locations during 2012. Additionally, the agency continued its positive trend in 
preventing suicides and agency-wide resiliency efforts during 2012 and experienced no 
suicides in the AF ISR Agency Headquarters. 62 

SECURITY (SO) 

(U) The Security Office (SO) oversaw all facets of AF ISR Agency's information, 
physical, personnel and industrial security for the Sensitive Compartmented Information 
Facility (SCIF) and collateral security areas. ^M,the Chief of Security 

since 1 November 2006, led the organization. Two divisions, the Information and 
Physical Security Division, and the Personnel and Industrial Security Division, made up 
the office. The two divisions managed the agency's various security responsibilities, 
including classification and marking guidance, security incident program, security 
training and education, management of foreign disclosure program, and the USAF SCIF 
Security Management Course. Personnel-Industrial Security acted as a liaison with 
Security Forces, antiterrorism programs, and the issuance of entry credential badges. 
Finally, the office managed the polygraph program that enabled agency personnel 
access to the NSA's network (NSANet). During 2012, SO developed a comprehensive 
polygraph plan for ACC's 55th Wing and obtained full-time Air Force Office of Special 
Investigations support for 15 months to help that unit meet its polygraph requirements. 
As of 31 December 2012, Security Office manning included four military and 24 civilians 

63 

for a total of 28 personnel authorized and 26 assigned. 

(U) In the area of physical security, the entire security hill complex sustained a 
prolonged failure of the Vindicator Alarm System that provided an intrusion detection 
capability for buildings 2000 and 2007. On 12 September 2012, the Vindicator system 
failed in buildings 2167 and 2169 on Security Hill. As a result, Twenty Fourth Air Force 
personnel had to man/guard SCIFs in those facilities. Later, at 0230 hours on 18 
September, the Vindicator system that protected the entire Security Hill complex, 
including building 2000, suffered a complete system failure. Alarm technicians in SO 
had determined earlier that a faulty fiber converter and gateways caused the Vindicator 
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alarm system failure. Replacement of the $25,000 fiber converter and accompanying 
gateways took place on 20 September and the Vindicator system returned to service at 
1600 hours. 64 




Illustration IV-26 (U//FOUO), Security Office Organizational Chart. Source: Briefing 
(U// FO UO) , AFISRA/SO, "SO Organizational Chart," 1 Feb 13, CF 2-9. 

SPECIAL MISSIONS DIRECTORATE (ZQ) 

(U) Reporting to the AF ISR Agency vice commander, the Directorate of Special 
Missions (ZQ) provided specialized ISR to Air Force space superiority and network 
warfare Special Access Programs (SAP) using collection, analysis, and reporting 
architectures and non-traditional intelligence sources. Established on 26 March 2010 
and led by the directorate had five divisions. The organization 

included a Special Missions Technical Advisor (ZQ-TA), Intelligence/Operations (ZQI), 
Plans and Programs (ZQP), Advanced Applications (ZQY), and the Special Management 
Activity (ZQC). It executed a unique mission and presented capabilities that assisted the 
agency commander and warfighters around the globe. During the year, the ZQP division 
assimilated the functions of Infrastructure and Communications (ZQU). In late 
December 2012, the directorate had 75 personnel-12 officers, 41 enlisted and 22 
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civilians authorized, while the assigned force included 12 officers, 41 enlisted and 23 
civilians assigned, or 76 total personnel. An organization chart appears next: 65 



ZQ 

Special Missions 



r 1 

ZQ-TA 


IHHH 


Tech Advisor 

L a 







Illustration IV-27 (U// F OUO) , Special Missions Directorate. Source; Briefing (U// F OUO) , 
AFISRA/ZQ, "ZQ Organizational Chart," 1 Feb 13, CF 2-12 . 

Conclusion 

(U) During 2012, the agency's staff offices provided policy and management 
guidance to AF ISR Agency units located throughout the world. The agency's Personnel 
Directorate continued its close coordination with the Air Force Personnel Center (AFPC) 
to streamline and enhance the hiring and processing of new civilians into the AF ISR 
Agency, The ISR Directorate provided management guidance and operational expertise 
for the headquarters and field units for a several programs. The logistics, Installations 
and Mission Support and Plans, Programs, Requirements and Assessments directorates 
managed the logistics and facilities areas of AF ISR Agency's multi-intelligence discipline 
mission. The Directorate of Plans, Programs, Resources and Assessments played a 
central role in multiple mission-vital programs, one of which included the EFA. The 
Directorate of Information and Communications furnished management and 
operational guidance for a vast communications network that connected the agency to 
the 1C. Likewise, the agency's Inspector General conducted inspections and managed 
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the various inspection programs dealing with a number of program compliance areas. 
The Financial Management and Comptroller Office managed a wide-ranging financial 
organization in which the agency drew its funding from four separate sources. It 

planned for the anticipated implementation sequestration in 2013 as stipulated by the 
Budget Control Act of 2011. At the same time, the Special Staff furnished focused 

support that aided in the articulation and execution of the commander's objectives. 
Finally, each of these directorates and special staff offices provided vitally important 
functions that directly contributed to the operational success of the dynamic, multi- 
intelligence discipline AF ISR Agency mission in 2012. 
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CF- 2-10; and Article (U) AFNEWS, "AFISRA focuses on workplace resiliency," 14 Mar 12, 

SD IV-84. 

53 Memo: (U) AFISRA/HO to USAF/HO, "1 January-30 June 12 Historical Activity Report 
(RCS: HAF-HO(5A)8202)," 31 Aug 12, SD IV£73; Memo: (U) AFISRA/HO to USAF/HO, "1 
July-31 December 12 Historical Activity Report (RCS: HAF-HO(SA)8202)," 28 Jan 13, 

SD IV-74. 

54 Rpt (U), AFISRA/IG, "IG Historical Activity Report Calendar Year 2012," 7 Feb 13, 

CF -2-7; AFI 90-301, (U), SAF/IG, "Inspector General Complaints Resolution," 23 Aug 11, 

SD 1V-46 . 

55 Rpt (U), AFISRA/IG, "IG Historical Activity Report Calendar Year 2012," 7 Feb 13, 

CF-2-7. 

56 Rpt (U), AFISRA/IG, "IG Historical Activity Report Calendar Year 2012," 7 Feb 13, CF -2-7; 
AFI 90-201 (U), SAF/IG, "The Air Force Inspection System," 23 Mar 12, SD IV-47; Briefing 
(U), AFISRA/IG, "USAF Inspection System Council," 23 Oct 12, SD IV-48 . 
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57 Rpt (U), AFISRA/IG, "IG Historical Activity Report Calendar Year 2012," 7 Feb 13, 
CF -2-7; Rpt ( F QUO ); AFISRA/IG, "Unit Compliance Inspection Report, 566 IS," 3 Feb 12, 
SD IV-49; Rpt (FOUO), AFISRA/IG, "NSA-CSS Colorado Unit Compliance Inspection 
Report," 3 Feb 12, SD IV-50; Rpt (FOUO), AFISRA/IG, "Unit Compliance Inspection 
Report, 548 ISRG," 17 Feb 12, SD IV-51; Rpt (FOUO), AFISRA/IG, "Unit Compliance 
Inspection Report, AFTAC," 9 Mar 12, SD IV-52; Rpt (FOUO), AFISRA/IG, "Unit 
Compliance Inspection Report, 694 ISRG," 20 Apr 12, SD 1V-53; Rpt (FOUO), AFISRA/IG, 
"Unit Compliance Inspection Report, Det 2, 18 IS," 20 Apr 12, SD IV-54; Rpt (FOUO), 
AFISRA/IG, "Unit Compliance Inspection Report, 117 IG," 16 May 12, SD IV-55; Rpt 
(FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 70 ISRG," 20 Jul 12, SD IV-56; 
Rpt (FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 381 IS," 17 Aug 12, 

SD IV-57: Rpt (FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 480 ISRG," 14 
Sep 12, SD IV-58: Rpt (FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 497 
ISRG," 14 Sep 12, SD IV-59; Rpt (FOUO), AFISRA/IG, "Unit Compliance Inspection 
Report, 691 ISRG," 26 Oct 12, SD IV-60: Rpt (FOUO), AFISRA/IG, "Unit Compliance 
Inspection Report, 693 ISRG," 26 Oct 12, SD IV-61; Rpt (FOUO), AFISRA/IG, "Unit 
Compliance Inspection Report, 97 IS," 16 Nov 12, SD IV-62; Rpt (FOUO), AFISRA/IG, 
"Unit Compliance Inspection Report, 55 ISS," 16 Nov 12, SD IV-63; Rpt (FOUO), 
AFISRA/IG, "Unit Compliance Inspection Report, 123 IS," 3 Dec 12, SD IV-64; Email (U), 
AFISRA/IG, "Items of Interest, 548 ISRG," 24 Feb 12, SD IV-65; Email (U), AFISRA/IG, 
"Items of Interest, 123 IS," 7 Dec 12, SD IV-66; Email (U), AFISRA/IG, "Items of Interest, 
566 IS," 10 Dec 12, SD IV-67; Rpt (FOUO), AFISRA/IG, "Operational Readiness Inspection 
Report, Detachment 2, 25 IS," 31 May 12, SD IV-68 . 

58 Rpt (U), AFISRA/JA, "JA Historical Activity Report Calendar Year 2012," 25 Feb 13, 

CF-2-11. 

39 Rpt (U) AFISRA/PA, "Historical Activity Report 2012," 11 Feb 13, CF -2-13 . 

60 Rpt (U) AFISRA/SE, "Historical Activity Report 2012," 21 Feb 13, CF -2-14. 

61 Brfg (U), AFISRA/SE, "AFISRA FY12 Mishap Review," 11 Oct 12, SD IV-39 . 

62 Rpt (U) AFISRA/SG, "Historical Activity Report 2012," 8 Feb 13, CF -2-15 . 

63 Rpt (U) AFISRA/SO, "SO Historical Activity Report Calendar Year 2012," 13 Feb 2013, 
CF-2-9. 

64 Rpt (U) AFISRA/SO, "SO Historical Activity Report Calendar Year 2012," 13 Feb 2013, 

CF-2-9. 

65 Brfg (U//FOUO), AFISRA/ZQ, "2Q Organizational Chart," 1 Feb 13, CF 2-11; Rpt (U) 
AFISRA/ZQ, "Historical Activity Report 2012," 1 Feb 13, CF-2-8 . 
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(U) APPENDIX A 
(U) LINEAGE AND HONORS 
1 January - 31 December 2012 

Unit Designation; 

Headquarters, Air Force Intelligence, Surveillance, and Reconnaissance Agency, 8 June 2007 to 
31 December 2012 

Previous Designation; 

Headquarters Air Intelligence Agency, 1 October 1993 to 7 June 2007 
Headquarters Air Force Intelligence Command, 1 October 1991 to 1 October 1993 
Headquarters Electronic Security Command, 1 August 1979 to 1 October 1991 
Headquarters USAF Security Service, 20 October 1948 to 1 August 1979 

Higher Headquarters: 

Headquarters United States Air Force, Deputy Chief of Staff Intelligence Surveillance and 
Reconnaissance, 8 June 2007 to present 

Commander: 

Maj Gen Robert P. Otto, 19 July 2011 to 31 December 2012 

Vice Commander: 

Brig Gen Scott A. Bethel, 14 November 2010 to 31 May 2012 

12 July 2012 to 31 December 2012 

Units Assigned: (Directly to Headquarters AFISRA) 

OL-A, Lackland AFB, Tex 
OF-AF, Wright-Patterson AFB, OH 
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Units Assigned: (Directly to Headquarters AFISRA) 

OL-B, Brooks City Base, Tex 

(Inactivated effective 1 May 2012, AFISRA SO GC-12, 18 April 2012.) 

OL-BD, Barksdale AFB, Tex 

(Inactivated effective 1 May 2012, AFISRA SO GC-12, 18 April 2012.) 

OL-C, Lackland AFB, Tex 
OL-CP, Lackland AFB, Tex 

(Inactivated effective 1 May 2012, AFISRA SO GC-12, 18 April 2012.) 

OL-CCP, Lackland AFB, Tex 
OL-COE, Nellis AFB, Nev 
OL-D, Fort Meade, Md 
OL-DM, Davis-Monthan AFB, Ariz 
OL-DM1, Davis-Monthan AFB, Ariz 
OL-DM2, Davis-Monthan AFB, Ariz 
OL-DM3, Davis-Monthan AFB, Ariz 
0L-DM4, Davis-Monthan AFB, Ariz 
OL-DM5, Davis-Monthan AFB, Ariz 
OL-DM6, Davis-Monthan AFB, Ariz 
OL-EWS, Lackland AFB, Tex 
OL-FJFT, Fort Meade, Md 
OL-H, Lackland AFB, Tex 
OL-I, Lackland AFB, Tex 
OL-IAT, Patrick AFB, Fla 
OL-JL, Lackland AFB, Tex 
OL-JR, Lackland AFB, Tex 
OL-NWG, Lackland AFB, Tex 
OL-OF, Offutt AFB, Nebr 
OL-OF1, Offutt AFB, Nebr 
OL-OF3, Offutt AFB, Nebr 
OL-OF4, Offutt AFB, Nebr 
Det 1, Fort Meade, Md 
OL-CM, Bolling AFB, DC 
OL-CT, Bolling AFB, DC 

OL-SA, Wright-Patterson AFB, OH 

OL-TX, Lackiand AFB, Tex 
Det 4, Lackland AFB, Tex 

(Inactivated effective 27 February 2012, AFISRA SO GC-07, 24 February 2012.) 
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Units Assigned: (Directly to Headquarters AFISRA) 

Det 8, Springfield, Va 
361st ISRG, Hurlburt Fid, Fla 
Det 1, Beale AFB, Calif 

{Inactivated effective 5 October 2012, AFISRA SO GC-18, 29 August 2012.) 
19th Intelligence Squadron, Pope AFB, NC 
25th Intelligence Squadron, Hurlburt Field, Fla 
OL-A Hurlburt Fid, Fla 
Det 2, Mildenhall, UK 

43rd Intelligence Squadron, Cannon AFB, NMex 
Det 1, Cannon AFB, NMex 

306th Intelligence Squadron (Provisional), Beale AFB, Calif 

Subordinate Centers and Wings 

National Air and Space Intelligence Center, Wright-Patterson AFB, OH 

Air and Cyberspace Analysis Group, Wright- Patterson AFB, OH 

(Redesignated effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

New Designation: 

Air and Cyberspace Intelligence Group, Wright-Patterson AFB, OH 
Aircraft Analysis Squadron, Wright-Patterson AFB, OH 
C4 Information Operations Analysis Squadron, Wright-Patterson AFB, OH 
Electronic Analysis Squadron, Wright-Patterson,AFB, OH 
Engineering Analysis Squadron, Wright-Patterson AFB, OH 
Integrated Air Defense Systems Analysis Squadron, Wright-Patterson AFB, OH 
Operational Requirements Squadron, Wright-Patterson AFB, OH 

(Reassigned from Global Threat Analysis Group effective 1 October 2012, 
AFISRA SO GC-15, 19 June 2012.) 

OL-GB, Aurora, Colo 
OL-GD, Nellis AFB, Nev 

(Inactivated effective 1 May 2012, AFISRA SO GC-13, 1 May 2012.) 
OL-GE, Peterson AFB, Colo 
Ol-GF, MacDill AFB, Fla 
OL-GI, Hickam AFB, HI 
OL-GL, Langley AFB, Va 
OL-GM, Bolling AFB, DC 
OL-GN, Offutt AFB, Nebr 
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Subordinate Centers and Wings 

OL-GP, Pentagon, Va 
OL-GS, Scott AFB, III 
GL-GU, London, UK 
OL-GV, Vandenburg AFB, Calif 
OL-ST, Stuttgart, GE 

Data Analysis Group, Wright-Patterson AFB, OH 

(Redesignated effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

New Designation: 

Geospatial and Signatures Intelligence Group, Wight-Patterson AFB, OH 
Foreign Material Exploitation Squadron, Wright Patterson AFB, OH 

(Reassigned effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 
GEOINT/MASINT Production Squadron, Wright-Patterson AFB, OH 

(Redesignated effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

New Designation: 

GEOINT Analysis Squadron, Wright-Patterson AFB, OH 
GEOINT/MASINT Innovation Squadron, Wright-Patterson AFB, OH 

(Redesignated effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

New Designation: 

Persistent Infrared Analysis Squadron, Wright-Patterson AFB, OH 
Ol-DE, Pentagon, Va 

(Inactivated effective 29 February 2012, AFISRA SO GC-08, 27 February 2012.) 
Signals Analysis Squadron, Wright-Patterson AFB, OH 

(Reassigned effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

OL-DF, Ft Meade, Md 

MASINT Analysis Squadron, Wright-Patterson AFB, OH 

(Activated effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

Global Threat Analysis Group, Wright-Patterson AFB, OH 

(Redesignated effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

New Designation: 

Global Exploitation Intelligence Group, Wright-Patterson AFB, OH 
Det 1, Wright-Patterson AFB, OH 
Det 2, Lackland AFB, Tex 

Information Exploitation Squadron, Wright-Patterson AFB, OH. 

OL-CZ, Camp Zama, Japan 

Foreign Material Exploitation Squadron, Wright Patterson AFB, OH 
Future Threats Analysis Squadron, Wright-Patterson AFB, OH 

(Reassigned effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

Global Activities Squadron, Wright-Patterson AFB, OH 
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Subordinate Centers and Wings 

Det 1, Colorado Springs, Colo 
Det 2, Hickam AFB, HI 
Det 3, Ramstein AB, GE 
Det 4, Bolling AFB, DC 
OL-GS, Scott AFB, III 
OL-NCR, Bolling AFB, DC 

(Inactivated effective 1 February 2012, AFISRA SO GC-05, 19 January 2012.) 
Operational Requirements Squadron, Wright- Patterson AFB, OH 

(Reassigned to Air and Cyberspace Intelligence Group effective 1 October 2012, 
AFISRA SO GC-15, 19 June 2012.) 

OL-GB, Aurora, Colo 
OL-GD, Nellis AFB, Nev 

(Inactivated effective 1 May 2012, AFISRA SO GC-13, 1 May 2012.) 

OL-GE, Peterson AFB, Colo 
OL-GF, MacDill AFB, Fla 
OL-GI, Hickam AFB, HI 
OL-GL, Langley AFB, Va 
OL-GM, Bolling AFB, DC 
OL-GN, Offutt AFB, Nebr 
OL-GP, Pentagon, Va 
OL-GS, Scott AFB, III 
OL-GU, London, UK 
OL-GV, Vandenburg AFB, Calif 
OL-ST, Stuttgart, GE 

Regional Threats Analysis Squadron, Wright-Patterson AFB, OH 

(Reassigned effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

Signals Analysis Squadron, Wright-Patterson AFB, OH 
OL-DF, Ft Meade, Md 

Space and Missiles Analysis Group, Wright-Patterson AFB, OH 

(Redesignated effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

New Designation: 

Space, Missiles and Forces Intelligence Group, Wright-Patterson AFB, OH 
Ballistic Missiles Analysis Squadron, Wright-Patterson AFB, OH 
Counterspace Analysis Squadron, Wright-Patterson AFB, OH 
Future Threats Squadron, Wright-Patterson AFB, OH 
Regional Threats Analysis Squadron, Wright-Patterson AFB, OH 
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Subordinate Centers and Wings 

(Reassigned to Global Exploitation Intelligence Group, Wright-Patterson AFB, OH, 
effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

Space Analysis Squadron, Wright-Patterson AFB, OH 
Special Analysis Squadron, Wright-Patterson AFB, OH 

(Inactivated effective 1 October 2012, AFISRA GC-15, 19 June 2012.) 

Air Force Technical Applications Center, Patrick AFB, Fla 

OL-BW, Boulder, WY 

(Activated effective 1 July 2012, AFISRA SO GC-14, 8 June 2012.) 

OL-CK, Osan AB, Korea 

(Activated effective 1 April 2012, AFISRA SO GC-25, 11 August 2011.) 

OL-EH, Pentagon, DC 

OL-GT, Cheyenne Mountain, Colo 
OL-MC, MacDill AFB, Fla 

(Inactivated effective 1 May 2012, AFISRA SO GC-12, 1 April 2012.) 

OL-PG, Patrick AFB, Fla 
OL-R5, Charlottesville, Va 

Det 1, Offutt AFB, Nebr 
Det 45, Buckley AFB, Colo 
Det 46, Schriever AFB, Calif 
Det 63, (classified) 

Det 319, Ramstein AB, GM 
Det 402, Yokota AB, Japan 
Det 415, Chiang Mai, Thailand 
OL-CW Bangkok, Thailand 
Det 421, Alice Springs, Australia 
Det 452, Wonju, Korea 
Det 460, Eielson AFB, AK 



480th ISR Wing, Langley AFB, Va. 

27th Intelligence Support Squadron, Langley AFB, Va 
OL-DW, Beale AFB, Calif 

(Activated effective 27 June 2012, AFISRA SO GC-16, 21 June 2012.) 



480th ISR Group, Ft Gordon, Ga 

3rd Intelligence Squadron, Ft Gordon, Ga 
31st Intelligence Squadron, Ft Gordon, Ga 
Det 1, Shaw AFB, SC 
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Subordinate Centers and Wings 

497th ISR Group, Langley AFB, Va 

10th Intelligence Squadron, Langley AFB, Va 
30th Intelligence Squadron, Langley AFB, Va 
OL-CNOG, Fort Gordon, Ga 
45th Intelligence Squadron, Langley AFB, Va 

{Activated effective 27 July 2012, AFISRA SO GC-11, 17 April 2012.) 

497th Operations Support Squadron, Langley AFB, Va 

(Activated effective 6 July 2012, AFISRA SO GC-11, 17 April 2012.) 

548th ISR Group, Beale AFB, Calif 
Det 1, Davis-Monthan AFB, Ariz 
9th intelligence Squadron, Beale AFB, Calif 
13th Intelligence Squadron, Beale AFB, Calif 
48th Intelligence Squadron, Beale AFB, Calif 
548th Operations Support Squadron, Beale AFB, Calif 

(Activated 15 June 2012, AFISRA SO GC-06, 31 January 2012.) 

692nd ISR Group, Hickam AFB, HI 
OL-FI, Pearl Harbor, HI 
8th Intelligence Squadron, Hickam AFB, HI 
324th Intelligence Squadron, Wheeler, AAF, HI 
792nd Intelligence Support Squadron, Hickam AFB, HI 

693rd ISR Group, Ramstein AB, GM 

24th Intelligence Squadron, Ramstein AB, GM 
402nd Intelligence Squadron, Darmstadt, GM, 

450th Intelligence Squadron, Ramstein AB, GM 
485th Intelligence Squadron, Mainz-Kastel, GM 
OF-FA, Ankara, Turkey 
OL-FF, Stuttgart, GM 
OL-RM, Molesworth, UK 

693rd Intelligence Support Squadron, Ramstein AB, GM 



694th ISR Group, Osan AB, Korea 

6th Intelligence Squadron, Osan AB, Korea 
303rd Intelligence Squadron, Osan AB, Korea 
Det 1, Yong San, Korea 

694th Intelligence Support Squadron, Osan AB, Korea 
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Subordinate Centers and Wings 
70th ISR Wing, Ft Meade, Md. 

OL-CF, Ft Meade, Md 

{Inactivated effective 1 May 2012, AFISRA SO GC-12, 18 April 2012.) 

OL-DE, Buckley AFB, Colo 

70th Operations Support Squadron, Ft Meade, Md 

373rd ISR Group, Misawa AB, Japan 
Det 1, Yokota AB, Japan 
301st Intelligence Squadron, Misawa AB, Japan 
373rd Support Squadron, Misawa AB, Japan 
381st Intelligence Squadron, Elmendorf AFB, AK 

543rd ISR Group, Lackland AFB, Tex 
Det 1, Lackland AFB, Tex 

(Activated effective 27 February 2012, AFISRA SO GC-07, 24 February 2012.) 
OL-FE, Miami Fla 
OL-FN, Peterson AFB, Colo 
OL-FQ, Key West NAS, Fla 
93rd Intelligence Squadron, Lackland AFB, Tex 
OL-FO, Goodfellow AFB, Tex 
OL-NT, Davts-Monthan AFB, Ariz 
543rd Support Squadron, Lackland AFB, Tex 
668tf Alteration Logistics Installation Squadron, Lackland AFB, Tex 
743rd Intelligence Support Squadron, (Provisional) Lackland AFB, Tex 
(Activated 27 February 2012, AFISRA SO GC-07, 24 February 2012.) 

544th ISR Group, Peterson AFB, Colo. 

Det 5, Pentagon, Va. 

18th IS Vandenberg AFB, Calif 
OL-VN, Vandenburg AFB, Calif 
Det 2, Osan AB, Korea 
Det 4, Feltwell, UK 

566th Intelligence Squadron, Buckley AFB, Colo 




659th ISR Group, Fort Meade, Md. 

7th Intelligence Squadron, Ft Meade, Md 
Det 1, Ft Meade, Md 

(Inactivated effective 1 May 2012, AFISRA SO GC-10, 6 April 2012.) 
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Subordinate Centers and Wings 

Det 2, Ft Gordon, Ga 

(Activated effective 1 April 2012, AFISRASO GC-09, 26 March 2012.) 
Det 3, Hickam AFB, HI 

(Activated effective 1 April 2012, AFISRA SO GC-09, 26 March 2012.) 
OL-CNOG, Ft Gordon, Ga 

(Inactivated effective 1 April 2012, AFISRA SO GC-09, 26 March 2012.) 
OL-CNOH, Hickam AFB, HI 

(Inactivated effective 1 April 2012, AFISRASO GC-09, 26 March 2012.) 
OL-CNOT, Lackland AFB, Tex 
OL-HN, Herndon, Va 

(Inactivated effective 1 May 2012, AFISRA SO GC-10, 6 April 2012.) 
35th Intelligence Squadron, Lackland AFB, Tex 
OL-UK, Corsham, UK 

(Activated 13 November 2012, AFISRASO GC-01, 13 November 2012.) 

691st ISR Group, Menwith Hill, UK 

451st Intelligence Squadron, Menwith Hill, UK 
Det 1, Digby, UK 

707th ISR Group, Ft Meade, Md 

22nd Intelligence Squadron, Ft Meade, Md 
OL-AM, Scott AFB, III 
OL-BA, Al Udeid, Qatar 
OL-FD, Pentagon, Va 
OL-FO, Goodfellow AFB, Tex 
OL-FP, Scott AFB, III 
OL-FS, Offutt AFB, Nebr 
OL-ND, Ft Belvoir, Va 
OL-NT2, Barksdale AFB, La 
OL-QB, MacDill AFB, Fla 
29th Intelligence Squadron, Ft Meade, Md 
32nd Intelligence Squadron, Ft Meade, Md 
34th Intelligence Squadron, Ft Meade, Md 
94th Intelligence Squadron, Ft Meade, Md 
526th Intelligence Squadron, Nellis AFB, Nev 
OL-DX, Rosecrans, Mo 

707th Communications Squadron, Ft Meade, Md 
707th Force Support Squadron, Ft Meade, Md 
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Assigned Units Lost: 
Internal Reassignments: 



Units Attached: 




AFISRA SO GC-20, (S///NF) 28 

July 2010.) 

52nd Expeditionary Intelligence Squ adron (Provisional) 

(Reas signed fi 

effective 1 July, AFISRA SO GC-17, (S//NF) 1 July 2012.) 

To the 543rd ISR Group, Lackland AFB,Tex, 743rd Intelligence Squadron, (Provisional) Lackland 
AFB, Tex (Activated 27 February 2012, AFISRA SO GC-07, 24 February 2012.) 



Station: 



Lackland AFB, Security Hill Annex, Tex, effective July 2001 

Attached Units Lost: 

To the 361st ISR Group, Hurlburt Fid, Fla, 306th Intelligence Squadron (Provisional), Beale AFB, 
Caiif, (Inactivated effective 5 October 2012, AFISRA SO GC-28, 29 August 2012. 

Units Relieved of Detached Status: 



Aircraft Flown: 

None 

Awards and Decorations: 

Air Force Organizational Excellence Award (AFOEA), 1 Jan 84-31 Dec 85 

AFOEA, 1 Apr 86-31 Mar 88 

AFOEA, 1 Oct 91-30 Sep 92 

Joint Meritorious Unit Award, 1 Jun 91-1 Jun 95 

AFOEA, 1 Oct 93-30 Sep 95 
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AFOEA, 1 Oct 95-30 Sep 97 
AFOEA, 1 Oct 97-30 Sep 99 
AFOEA, 1 Oct 99-31 Jan 01 
AFOEA, IJun 01-31 May 03 
AFOEA, lJun 04-31 May 06 
AFOEA, IJun 07-31 Dec 08 
AFOEA, 1 Jun 10-31 May 11 
Emblem: 




Blazon: Quartered Azure and Argent (Silver Gray), a sword point to base and key to chief ward 
out in saltire Or, surmounted by a chess knight facing dexter Sable; all within a diminished 
bordure Or. Attached below the shield, a White scroll edged with a narrow Yellow border and 
inscribed "AIR FORCE ISR AGENCY" in Blue letters. 

Significance: Ultra biue and Air Force yellow are the Air Force colors. Blue alludes to the sky, 
the primary theater of Air Force operations. Yellow refers to the sun and the excellence 
required of Air Force Personnel. The four quadrants together represent a traditional coordinate 
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system used to precisely identify a point on a plane. The first quadrant signifies persistence in 
the unit's warfighting role. The second quadrant signifies the unit's strategic to tactical ISR 
integration roles for national level decision-makers and combatant commanders. The third 
quadrant signifies the dedicated, selfless and professional military and civilian personnel who 
make up the unit. The fourth quadrant signifies the Units States Air Force's core values. The 
chess knight conveys the ability to strike from an unprotected quadrant while obstructed, and 
embodies the unit's ability to excel in crowded and often obstructed battlefields. The double- 
edged sword signifies the ability to wage offensive and defensive operations. The key 
symbolizes the Agency's ability to unlock adversarial secrets. The four teeth on the key 
symbolize the ISR disciplines which are signals Intelligence, Imagery Intelligence, Human 
Intelligence, and Measures and Signals Intelligence. 

Motto: 

Freedom Through Vigilance. 
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(U) APPENDIX B 



U) KEY PERSONNEL 



1 January - 31 December 2012 



POSITION/NAME 

Commander (CC) 

Maj Gen Robert P. Otto 

Vice Commander (CV) 

Brig Gen Scott A. Bethel 
Vacant 



FROM 



19 Jul 11 



14 Nov 10 
17 May 
12 Jul 12 



Assistant Vice Commander (CVA) 




Vacant 



1 Jun 11 
8 Jun 12 
1 Aug 12 



Executive Director (CA)* 




Vacant 



2 Aug 09 
1 Jun 12 
21 Jun 12 



Director of Staff (DS) 



17 Jan 06 




Present 



17 May 12 
12 Jul 12 
Present 



8 Jun 12 
1 Aug 12 
Present 



lJun 12 
21 Jun 12 
Present 



Present 



|had also served as Director, Air Force Cryptologic Office (AFCO), with duty location 



at Ft. George G. Meade, Md. After the arrival of 
AFCO Director. 



assumed sole duties as 
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(U) APPENDIX B (Continued) 

POSITION/NAME FROM TO 

Command Chief Master Sergeant (CCC) 



17 May 10 


lJun 12 


Vacant lJunl2 

Directorate of Operations (A3) 


20 Jul 12 
Present 


> 14 JuIlO 

9 Jul 12 

Directorate of Plans and Programs (A5/8) 


29 Jun 12 
9 Jul 12 
Present 




Present 



Directorate of Logistics, Installations, and Mission Support (A4/7) 



lu Jun uy 


Present 


Directorate of Personnel (Al) 




10 Dec 09 

Directorate of Information and Communications (A6) 


Present 


28 Jul 10 

^■^■1 15 

15 Jul 12 

Directorate of Analysis and Application (A2) 


15 Jun 12 
15 Aug 12 
Present 


5 Dec 10 

Directorate of Special Missions (ZQ) 


Present 


19 Jul 10 


Present 
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(U) APPENDIX B (Continued) 



POSITION/NAME FROM 

Directorate of Financial Management (FM) 




Security Office (SO) 




Inspector General (IG) 




Agency Chaplain (HC) 




Historian (HO) 




2 Apr 11 

3 Apr 12 



1 Nov 06 



1 Feb 11 



16 May 11 
IJun 12 



23 May 08 




2 Apr 12 
Present 



Present 



Present 



IJun 12 
Present 



Present 



Staff Judge Advocate (JA) 




Public Affairs (PA) 




21 Jul 11 



1 Mar 10 



Chief Of Safety (SE) 



7 Jun 10 



Agency Surgeon (SG) 



1 Jul 07 
1 Jul 12 



Present 



Present 



Present 



lJul 12 
Present 
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(U) APPENDIX C 

(U) AF ISR Agency Personnel Statistics 
1 January - 31 December 2012 



Authorized Strength 1 


Officers 


Enlisted 


Civilians 


18,277* 


1,461 


12,324 


3,117 


Assigned Strength 2 


Officers 


Enlisted 


Civilians 


15,588 + 


1,421 


11,746 


2,691 



Source: HQ AFISRA/A1RA, Spreadsheet (U), "AF ISR Agency Total Force (Assigned)/' 2 Jan 13; 
SD AC-1; HQ AFISRA/A1RA, Spreadsheet (U), "AF ISR Agency Total Force (Authorized)/' 31 Dec 
12, SD AC-2 . 



! As of 2 January 2013. 

* The number of AF ISR Agency authorized personnel is 18,277, which includes 1,420 contractors. This figure does 
not include 3,109 Guard and 693 Reserve personnel. With Guard and Reserve personnel, the total number of 
authorized personnel is 22,174. 

2 As of 3 1 December 2012. 

+ The number of AF ISR Agency assigned personnel including 681 contractors is 16,269. This figure does not 
include 2,089 Guard and 573 Reserve personnel. With Guard and Reserve personnel the total number of Agency 
personnel assigned is 19,201. 

TOP SECRET//HCS/S I /TALENT KEYH0LE//FG I GBR//RSEN/0RC0N/N0F0RN//F I SA 

203 



UNCLASSIFIED 



UNCLASSIFIED 

TOP SECRET/mCS/SirF A I=ENT KEYHO L E//FG I GBR//RSEN/ORCON/NOFORN//F I SA 



This page intentionally left blank 



TOP SECRET//HCS/S I /TAIENT KEYHOLE//FG I GBR//RSEN/ORCON/NOFORN//FISA 

204 



UNCLASSIFIED 



TOP 



UNCLASSIFIED 




(U) APPENDIX D 




(U) AFISRA Organizational Charts, 1 January - 31 December 2012 
Force Intelligence, Surveillance, and Reconn aissance Agency O rganization Chart 
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Appendix E 

2012 Unit Compliance Inspections (UCIs) 



Unit/Dates 



Overall Compliance Percentage Rating 



Detachment 45, AFTAC, Buckley AFB, Colo 
30 Jan - 2 Feb 


91 


566 15, Buckley AFB, Colo 
30 Jan - 2 Feb 


88 


5481SRG, Beale AFB, Calif 
13 - 16 Feb 


97 


AFTAC, Patrick AFB, Fla. 
5-9 Mar 


99 


2012 Consolidated Compliance Inspections (CUIs) 


Unit/Dates 


Overall Rating 


694 ISRG, Osan AB, Korea 
16 * 20 Apr 


Satisfactory 


Det 2, 18 IS, Osan AB, Korea 
16 - 20 Apr 


Satisfactory 


Det 2, 25 IS, RAF Mildenhall, UK (Operational Readiness Inspection)* Excellent 
30 Apr - 16 May 


117 IS, Birmingham, Ala 
11-15 May 


Satisfactory 



♦With the implementation of new Air Force Instruction 90-201, The Air Force Inspection System, and Air 
Force Guidance Memorandum 1 on 23 March 2012, ratings given in compliance inspections 
implemented previously used five-tier system— Unsatisfactory, Marginal, Satisfactory, Excellent or 
Outstanding. 



TOP SECRET//HCS/S I /TALENT KEYH0LE//FG I GBR//RSEN/ORCON/NOFORN//F 1 SA 

209 



UNCLASSIFIED 



UNCLASSIFIED 

TOP SECRETf/HCS/S I fTALENT KEYHOLE//FG I GBW/R S EWORCON/NOFORW/F I SA 



Unit/Dates Overall Rating* 

70 ISRW, Ft. Meade, Md. (No Notice Compliance Inspection)** 

17 * 19 Jul 

381 IS, Elmendorf, AFB, AK (No Notice Compliance Inspection)** 

7 - 9 Aug 

480 ISRW, Langley AFB, Va Satisfactory 

5 - 14 Sep 

497 ISRG, Langley AFB, Va Satisfactory 

5 - 14 Sep 

123 IS, Little Rock AFB, AR Satisfactory 

9 - 13 Sep 

691 ISRG, Menwith Hill Station, UK (No Notice Compliance Inspection)** — 

22 - 24 Oct 

693 ISRG, Ramstein AB, Germany (No Notice Compliance Inspection)** 

22 - 25 Oct 

97 IS, Offutt AFB, Nebr (No Notice Compliance Inspection)** 

14-16 Nov 

55 ISS, Offutt AFB, Nebr (No Notice Compliance Inspection)** 

14-16 Nov 



*With the implementation of new Air Force Instruction 90-201, The Air Force Inspection System, and Air 
Force Guidance Memorandum 1 on 23 March 2012, ratings given in compliance inspections 
implemented previously used five-tier system — Unsatisfactory, Marginal, Satisfactory, Excellent or 
Outstanding. 

** No notice Compliance Inspection (Cl), The limited scope No-Notice CIs examined selected functional 
areas. These inspections did not assign an overall rating but gave ratings to several sub-areas at each of 
the units inspected. During 2012 all of the units that underwent No-Notice CIs earned sub-area ratings 
of at least Satisfacto 
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Appendix F 

(U) 2012 Standardization/Evaluation Visits (SEVs) 



Unit/Dates 



Rating 



707 I5RG Limited Notice UNSATISFACTORY 

26 - 27 Jan 

692 ISRG Limited Notice SATISFACTORY 

7-8 Feb 

123 IS* Limited Notice MARGINAL 

3 - 4 Apr 

117 IS* SATISFACTORY 

11-16 May 

181 IG* Limited Notice SATISFACTORY 

31 Jul - 1 Aug 

497 ISRG and 27 IS SATISFACTORY 

5-14 Sep 

102 IG* Limited Notice MARGINAL 

11-16 Oct 

707 ISRG (Reinspection) SATISFACTORY 

7 - 9 Nov 

123 IS* SATISFACTORY 

30 Nov - 3 Dec 



*Atr National Guard unit, part of the Air Force Distributed Common Ground System. 
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fiWC^ppendix G AF ISR Agency Linguists, Intelligence, and Communications- 
Computer Enlisted Military Personnel: as of 15 March 2012 



Air Force Specialty Code 



AUTHORIZED ASSIGNED 




3D0X1 (Knowledge Operation) 



213 



194 



3D0X2 (Cyber Operations) 



247 



190 



3D1X1 (Client Systems) 



169 



142 



3D1X2 (Cyber Transport) 
3D1X3 (RF) 



323 

105 



296 

94 
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(U) GLOSSARY 
A 



AAA 

ACC 

ACC 

ACD 

ACtS 

ACO 

ADCON 

ACSS 

ACT 

ACID 

ADET 

ADPE 

ADSO 

AEF 

AETF 

AEW 

AF 

AFB 

AFCO 

AFGE 

AFGO 

AFISRC 

AF! 

AFIOC 

AFISRA 

AFIWC 

AFMC 

AFPOM 

AFSC 

AFSOC 

AFSPC 

AFTAC 

AFWC 

AH 

AG! 

AIMS 

ALE 

AMOC 



Anti-aircraft artillery 

Air Combat Command 

Air Component Commander 

Amplitude Change Direction 

Airborne Combat Information System 

Air Space Control Order 

Administrative Control 

Aircraft Sustainment Squadron 

Airborne Communications Terminal 

Advanced Concept Technology Demonstration 

Associate Directorate for Education and Training 

Automated Data Processing Equipment 

Advisory Support 

Air Expeditionary Forces 

Air Expeditionary Task Force 

Air Expeditionary Wing 

Air Force 

Air Force Base 

Air Force Cryptologic Office 

Air Force Geospatial Intelligence Element 

Air Force Geospatial Intelligence Office 

Air Force Intelligence, Surveillance and Reconnaissance 

Center 

Air Force Instruction 

Air Force Information Operations Center 

Air Force Intelligence, Surveillance and Reconnaissance 

Agency 

Air Force Information Warfare Center 

Air Force Material Command 

Air Force Program Objective Memorandum 

Air Force Specialty Code 

Air Force Special Operations Command 

Air Force Space Command 

Air Force Technical Applications Center 

Air Force Warfare Center 

AIRHANDLER 

Advanced Geospatial Intelligence 
Advanced Geospatial Intelligence MASINT Sensors 
Automatic Link Establishment 
Alaska Mission Operations Center 
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AMRDS 


AGI/MASINT Reporting and Dissemination Service 


ANG 


Air National Guard 


AO 


Area of Operations 


AOI 


Area of Interest 


AOR 


Area of Responsibility 


APDP 


Acquisition Professional Development Program 


APPG 


Annual Planning and Programming Document 


ARC 


Air Reserve Component 


ARST 


Aerial Reconnaissance Support Teams 


ART 


Air Expeditionary Force Reporting Tool 


A-ROCC 


Afghanistan Regional Operations Cryptologic Center 


ARW 


Air Refueling Wing 


AS 


Air Station 


ASARS 


Advanced Synthetic Aperture Radar System 


ASAT 


Anti-Satellite 


ASE 


Antenna and Spectrum Engineering 


ASIP 


Airborne Signals Intelligence Payload 


ASOC 


Air Support Operations Center 


ATD 


Advanced Technology Demonstrator 


ATO 


Air Tasking Order 


AV 


Aerial Vehicle 


AWACS 


Airborne Warning and Control System 


AWS 


Advisory Warning System 


A&P 


Analysis and Production 

B 

British Aerospace 


BAE 


BCT 


Brigade Combat Team 


BD 


Blue Devil 


BDA 


Bomb Damage Assessment 


BER 


Budget Execution Review 


BLOS 


Beyond Line of Sight 


BM1 


Business Management Integration 


BOE 


Basis of Estimate 


BOS 


Base Operating Support 


BW 


Bomber Wing or Biological Weapons 



C 



C2 


Command and Control 


C4I 


Command, Control, Communications, Computers and 
Intelligence 


C4ISR 


Command, Control, Communications, Computers, 
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CAOC 

CAF 

CAFT 

CAIAC 

CAP 

CARS 

CART 

CAS 

CAT 

CBP 

CC 

CCD 

CCI 

CCO 

CCP 

CD 

CEE 

CENTCOM 

CFACC 

CFLCC 

CFT 

CHCSS 

CIA 

CIED 

CM 

CIO 

CIR 

CJ 

CJR 

CIHS 

CIR 

CLPM 

CMA 

CMDL 

CME 

CNA 

CND 

CNE 

CNO 

CO 

COCOM 

COD 

COIN 



Intelligence, Surveillance and Reconnaissance 
Combined Air Operations Center 
Combat Air Force(s) 

Coalition Air Forces Training Transition Teams 
DOD Civil Aviation Intelligence Analysis Center 
Combat Air Patrol 

Contingency Airborne Reconnaissance System 

Capabilities Analysis Requirements Tool 

Close Air Support 

Crises Action Team 

Capabilities Based Planning 

Cryptologic Center(s) or Commander 

Coherent Change Direction 

Core Compliance Item 

Critical Compliance Objective 

Consolidated Cryptologic Program 

Change Direction 

Combined Exploitation Center 

Central Command 

Combined Force Air Component Commander 

Combined Force Land Component Commander 

Coalition Air Forces Training Transition Team(s) 

Chief, Central Security Service 

Central Intelligence Agency 

Counter Improvised Explosive Device 

Command Interest Item 

Chief Information Officer 

Color Infrared 

COBRA JUDY 

COBRA JUDY Replacement 
Counterintelligence and HUMINT Support 
Capital Investment Report 
Command Language Program Manager 
Collection Management Authority 
Command Multi-band Data Link 
Contrast Manpower Equivalent 
Computer Network Attack 
Computer Network Defense 
Computer Network Exploitation 
Computer Network Operations 
Communications Intelligence Operators 
Combatant Commanders 
Combat Operations Division 
Counter-Insurgency 
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COMACC 


Commander, Air Combat Command 


COMEST 


Communications Externals 


COMINT 


Communications Intelligence 


COMNAVSECGRU 


Commander, Naval Security Group 


COMPUSEC 


Computer Security 


COMSEC 


Communications Security 


COMUSAFCENT 


Commander, United States Air Forces Central Command 


CONEMP 


Concept of Employment 


CONOPor CONOPS 


Concept of Operations 


CONUS 


Continental United States 


COOP 


Continuity of Operations 


CoT 


Continuity of Training 


CPA 


Coalition Provisional Authority 


CPSG 


Cryptologic Support Group 


CPX 


Command Post Exercise 


CR 


Collection Requirement 


CRADA 


Cooperative Research and Development Agreements 


CROF 


Combined Remote Operating Facility 


CROFA 


Combined Remote Operating Facility Airborne 


CRM 


Collection Requirements Management 


CRRA 


Capability Review and Risk Assessment 


CSAF 


Chief of Staff of the Air Force 


CSAR 


Combat Search and Rescue 


CSG 


Cryptologic Support Group 


CSP 


Cryptologic Support Plan 


C&SRL 


Compliance and Standardization Requirements List 


CSS 


Central Security Service 


CST 


Cryptologic Support Team(s) 


CT 


Counter Terrorism 


CTS 


Cryptologic Training System 


CUI 


Consolidated Unit Inspection 


CWC 


Complies with comments 


CWIED 


Command Wire Improvised Explosive Device 


C/JFACC 


Combined (or Joint Force) Air Component Commander 


C-IED 


Counter-Improvised Explosive Device 


C-NAF 


Component Numbered Air Forces 


C&SRL 


Compliance and Standardization Requirements List 


C&SRC 


Compliance and Standardization Requirements Checklist(s) 

D 

Designated Approval Authority 


DAA 


DARPA 


Defense Advanced Research Projects Agency 


DCGS . 


Distributed Common Ground System 
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DCGS-A 


Distributed Common Ground System-Army 


DCGS-AF 


Distributed Common Ground System-Air Force 


DCGS-MC 


Distributed Common Ground System-Marine Corps 


DC1 


Director, Central Intelligence 


DCP 


Defense Cryptologic Program 


DCS/I 


Deputy Chief of Staff for Intelligence 


DCS/ISR 


Deputy Chief of Staff for Intelligence, Surveillance and 
Reconnaissance 


DDN 


Data Distribution Network 


DEFSMAC 


Defense Space and Missile Astronautics Center 


DEWINT 


Directed Energy Weapons Intelligence 


DGIF 


Deployable Ground Intercept Facility 


DGS 


Deployable Ground Station/Distributed Ground System 


DHS 


Defense FI UMINT Service 


DA 


Dynamic Image 


DHCSS 


Deputy Chief, Central Security Service 


DIA 


Defense Intelligence Agency 


DIB 


DCGS Integration Backbone 


DIRNSA 


Director, National Security Agency 


DISES 


Defense Intelligence Senior Executive Services 


DISOB 


Defense Intelligence Space Order of Battle 


DL1 


Defense Language Institute 


DMCC 


Distributed Mission Crew Concept 


DMPI 


Desired mean point of impact 


DNC 


Does/Did not comply 


DNI 


Director of National Intelligence 


DO 


Director of Operations 


DOD 


Department of Defense 


DODIIS 


Department of Defense Intelligence Information Systems 


DODSPECSEVEN 


Department of Defense Special Representative Site Seven 


DOO 


Current Operations 


DOTMLP-F 


Doctrine, Organization, Training, Maintenance, Leadership 
and Education, and Personnel and Facilities 


DP 


Directorate of Personnel 


DPRK 


Democratic Peoples Republic of Korea 


DS 


Director of Staff 


DSA 


Defense Security Agency 


DSCAP 


Distributed SIGINT Collection and Analysis Program 


DSD 


Defence Signals Directorate [Australia] 


DSO 


Direct Support Operator 


DT 


Developmental Team 


DIG 


Date Time Group 


DVB-RCS 


Digital Video Broad cast- Return Channel Satellite 
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EAP 

EAOS 

EBO 

EC 

ECS 

EFA 

EFC 

EEO 

EFP 

EINS 

ELINT 

EO 

EOY 

ER 

ERS 

E-S 

ESAT 

ESC 

ESSO 

ETP 

EWO 

EWS 

EXPeD 


Emergency Action Plan 

Expeditionary Air Support Operations Squadrons 

Effects Based Operations 

Electronic Combat 

East China Sea 

Enterprise Footprint Activity 

EXPeD Fundamentals Course 

Equal Opportunity and Treatment 

Explosively Formed Penetrator 

Expeditionary Intelligence Squadron 

Electronic Intelligence 

Electro-Optical 

End of Year 

Exploitation Requirement 
Expeditionary Reconnaissance Squadron 
Expeditionary Signals Intelligence 
Electromagnetic Statistical Analysis Tool 
Electronic Security Command 
Expeditionary Signals Intelligence Support Office 
Extended Tether Program 
Electronic Warfare Officers} 

Electronic Warfare Squadron 

Expeditionary Production, Exploitation and Dissemination 

F 


FAA 

FAC 

FDM 

FECC 

FEMD 

FEP 

FfSINT 

FM 

FMV 

FLPP 

FMB 

FNA 

FOA 

FOC 

FOIA 

FORNSAT 


Functional Area Analysis 

Forward Air Controller 

Frequency Division Modulation 

Fire Effects Coordination Cell 

Far East Military District 

Front End Processors 

Foreign Instrumentation Intelligence 

Financial Management and Comptroller 

Full Motion Video 

Foreign Language Proficiency Pay 

Financial Management Board 

Functional Needs Analysis 

Field Operating Agency 

Full Operational Capability 

Freedom of Information Act 

Foreign Satellite 
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FSA 


Functional Solution Analysis 


FSTK 


Full Spectrum Tool Kit 


FTP 


File Transfer Protocol 


FTX 


Field Training Exercise 


FTU 


Field Training Unit 


FY 


Fiscal Year 



GAO 


G 

General Accounting Office 


GAAST 


Global Aviation SIGINT Analysis Team 


GBS 


Global Broadcast System 


GCI 


General Compliance Item 


GBU 


Guided Bomb Unit 


GCCS 


Global Command and Control System 


GCP 


Ground Collection Processing 


GCS 


Global Communications Satellite 


GCS 


Ground Control Station 


GDIP 


General Defense Intelligence Program 


GEDA 


Gaining, Exploiting, Defending and Attacking 


GEOINT 


Geospatial Intelligence 


GIG 


Global Information Grid 


GPS 


Global Positioning System 


GRSOC 


[Fort] Gordon Regional Security Operations Center 


GSD 


Ground Sample Distance 


GSELN 


Ground-Based Satellite Emitter Location Network 


GSM 


Global System for Mobile Communications 


GWOT 


Global War on Terrorism 



H 



HCA 


Head of the Contracting Activity 


HF 


High Frequency 


HFDF 


High Frequency Direction Finding 


HLZ 


Helicopter Landing Zone 


HOA 


Horn of Africa 


HME 


Home Made Explosives 


HPCP 


High power cordless phones 


HRI 


High Resolution Imagery 


HIS 


Hyperspectral Imagery 


HUAV 


Hybrid Unmanned Aerial Vehicle 


HUMINT 


Human Intelligence 


HVI 


High Value Individual(s) 
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HVT 



High Value Target 

! 



IA 

IADS 

IAT 

IBS 

1C 

ICD 

ICF 

IDL 

IED 

IFF 

IFWG 

IG 

IMDS 

IMINT 

INMARSAT 

INSCOM 

10 

IOC 

IOC 

IOG 

IOS 

tow 

IPB 

IPOM 

IPL 

1PT 

1QT 

IR 

ISAF 

ISE 

ISO 

ISR 

ISS 

ISREC 

IP 

ISRW 

IT 

IW 

IW 



Information Assurance 
Integrated Air Defense System 
ISR Assessment Tool 
Integrated Broadcast System 
Intelligence Community 
Intensity Change Direction 
Intelligence Contingency Fund 
Interoperable Data Link 
Improvised Explosive Device 
Indentify Friend or Foe 
Integrated Financial Working Group 
Inspector General 

Integrated Maintenance Data System 
Imagery Intelligence 

International Mobile Satellite Organization 
Intelligence and Security Command 
Information Operations 
Initial Operational Capability 
Information Operations Center 
Information Operations Group 
Information Operations Squadron 
Information Operations Wing 
intelligence Preparation of the Battlespace 
Intelligence Program Objective Memorandum 
Imagery Product Library 
Integrated Process Teams 
Initial Qualification Training 
Infrared 

International Security Assistance Force 
Imagery Support Element 
In Support Of 

Intelligence, Surveillance and Reconnaissance 
Intelligence Support Squadron 

Intelligence, Surveillance and Reconnaissance Exploitation 
Cell 

Investment Portfolio 

Intelligence, Surveillance and Reconnaissance Wing 
Information Technology 
Irregular Warfare 
Intelligence Wing 
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I WAS 



Information Warfare Aggressor Squadron 



J 



JACS 


JCSC Airborne Communication System 


JCMB 


Joint Collection Management Board 


JCS 


Joint Chiefs of Staff 


JCSC 


Joint Chiefs of Staff Committee (Pakistan) 


JCSWG 


Joint Counter Scud Working Group 


J DICE 


Joint Data Integration for Combat Engagement 


if ACC 


Joint Forces Air Component Commander 


JFCC 


Joint Forces Component Commander 


JFCC-NW 


Joint Forces Component Commander for Network Warfare 


JFCOM 


Joint Forces Combatant Commander 


JIB 


Joint Issues Board 


JIEDDQ 


Joint Improvised Explosives Device Defeat Organization 


JINDI 


Joint Integration of Nationally Derived Information 


JIOWC 


Joint Information Operations Warfare Command/Center 


JOC 


Joint Operating Concept(s) 


JOAP 


Joint Air Operations Plan 


JROC 


Joint Requirements Oversight Council 


JSpOC 


Joint Space Operations Center 


JSTARS 


Joint Surveillance Target Attack Radar System 


JTAC 


Joint Terminal Attack Controller 


JT&E 


Joint Test and Evaluation 


JWICS 


Joint Worldwide Intelligence Communications System 



K 



KAZ Kurdish Autonomous Zone 

KCOIC Korean Combat Operations Intelligence Center 

KTAS Knots True Airspeed 

L 



LI 


Level 1 


L2 


Level 2 or Lessons Learned 


LCTL 


Less Commonly Taught Languages 


LENA 


Levant/North Africa 


LG 


Logistics 


LOC 


Line of Communication 


LOS 


Line of sight 


LNO 


Liaison Officer 
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TA D 

Twi 



LTD 

LTM 

LWIR 


Laser Target Designator 
Laser Target Marker 
Long Wave Infrared 

M 


MAAP 

MAGTF 

MAJCOM 

MASINT 

MAT 

MCE 

MENA 

MEP 

MERIT 

MEU 

MHS 

MILCON 

M1P 

mIRC 

MISREP 

MLR 

MMWG 

MND-B 

MND-N 

MND-W 

MOA 

MOBSTR 

MOE 

MOOTW 

MoP 

MPA 

MPC 

MSB 

MSEM 

MSI 

MSIC 

MSOC 

MTO 

MTS 

MQT 

MWIR 


Master Air Attack Plan 
Marine Air Ground Task Force 
Major Command 

Measurement and Signatures Intelligence 
MASINT Analysis Tool 
MASINT Community Executive 
Middle East/North Africa 
Mission Enhancement Package 

Military Exploitation of Reconnaissance and Technology 

Marine Expeditionary Unit 

Menwith Hill Station 

Military Construction 

Military Intelligence Program 

Microsoft Internet Relay Chat 

Mission Report 

Management-Level Review 

Manual Morse Working Group 

Multi-National Division-Baghdad 

Multi-National Division-North 

Multi-National Division-West 

Memorandum of Agreement 

Mobile Stretch Relay Architecture 

Measures of Effectiveness 

Military Operations Other Than War 

Measures of Performance 

Military Personnel Appropriation 

Mission Planning Cell 

Marine Support Battalion 

Maintenance System Evaluation Module 

Multispectra! imagery 

Missile and Space Intelligence Center 

Misawa [Japan] Security Operations Center 

Military Type Order 

Multi-Spectral Targeting System 

Mission Qualification Training 

Mid-Wave Infrared 




N 
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NAF 


Numbered Air Force 


NAIC 


National Air Intelligence Center 


NAS 


Network Attached Storage 


NASIC 


National Air and Space Intelligence Center 


NCA 


National Command Authority 


NCCT 


Network-Centric Collaborative Targeting 


NCR 


NSA/CSS Representative 


NCS 


National Cryptologic School 


NCCT 


Network-Concentric Collaborative Targeting 


NEA 


NGA Expeditionary Architecture 


NEC 


Nightfist Evaluation Cell 


NETWARCOM 


Network Warfare Command [US Navy] 


NFIP 


National Foreign Intelligence Program 


NGA 


National Geospatial Intelligence Agency 


NGP 


National Geospatial-Intelligence Program 


NGIC 


National Ground Intelligence Center 


NIB 


Not-to-lnterfere Basis 


NIE 


National Intelligence Estimate 


NIOC 


Navy Information Operations Command 


NIOCM 


Navy Information Operations Command, Misawa [Japan] 


NIP 


National Intelligence Program 


NIPR 


Non-Classified Internet Protocol Network 


NITF 


National Imagery Transmission Format 


NMS 


Noise Monitoring System 


NRO 


National Reconnaissance Office 


NRT 


Near Real Time 


NSA 


National Security Agency 


NSAT orNSA-T 


National Security Agency-Texas 


NS A/CSS 


National Security Agency/Central Security Service 


NSAG 


National Security Agency/Central Security Service-Georgi 


NSAW 


National Security Agency-Washington 


NSCID 


National Security Council Intelligence Directive 


NSD 


National Security Directive 


NSG 


National System for Geospatial intelligence 


NSOC 


National SIGINT Operations Center 


NT! 


National Tactical Integration 


NVG 


Night Vision Goggle(s) 


NWW 


Network Warfare Wing 

f\ 


OBAN 


u 

Operating Budged Account Number(s) 


OCO 


Overseas Contingency Operation 
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OCR 

ODNI 

OEF 

01 

OIF 

OJT 

OL 

OLDX 

OLRS 

OO-ALC 

OPCON 

OPINT 

OP LAN 

OPR 

OPS 

OPS EC 

ORI 

OSD 

OSRVT 

OTHR 

ows 

O&M 



Office of Coordinating Responsibility 

Office of the Director of National Intelligence 

Operation ENDURING FREEDOM 

Operating Instruction 

Operation IRAQI FREEDOM 

On-the-job training 

Operating Location 

Operating Location, Fort Dix [NJ] 

Operating Location, Remote Site 

Ogden Air Logistics Center [Hill AFB, UT] 

Operational Control 

Optical Intelligence 

Operations Plan 

Office of Primary Responsibility 

Operations 

Operational Security 

Operational Readiness inspection 

Office of the Secretary of Defense 

One System Remote Video Terminal 

Over-The-Horizon Radar 

Operational Weather Squadron 

Operations and Maintenance 

P 



PA 

PAA 

PACAF 

PAD 

PAS 

PB 

PCA 

PCCIE 

PCD 

PCS 

PCM 

PDM 

PED 

PET 

PGL 

PGM 

PID 

PIP 



Public Affairs 

Primary Aircraft Available 

Pacific Air Force(s) 

Program Action Directive 

Personnel Accounting Symbol 

President's Budget 

Permanent Change of Assignment 

Power Conditioning and Continuation Interfacing 

Equipment 

Polarimetric Change Direction 
Permanent Change of Station 
Pulse Position Modulation 
Program Directive Memorandum 
Process, Exploit, and Disseminate 
Position Equipment Table 
Precision Geo-Llocation 
Precision Guided Munitions 
Positive Identification 
Planning Implementation Panel 
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PME 


Program Management Evaluation 


PMO 


Program Management Office 


PMS 


Post-Mission Summary 


PMsg 


Programming Message 


PMV-2 


Private Motor Vehicle (four-wheel) 


PMV-4 


Private Motor Vehicle (two-wheel) 


POI 


Person Of Interest 


POM 


Program Objective Memorandum 


PPlan 


Programming Plan 


PPM 


Pulse Position Modulation 


PR 


Personnel Recovery 


PRC 


Peoples Republic of China 


PREMS 


Preliminary Mission Summary 


PRISM 


Planning Tool for Resources Integration, Synchronization 
and Management 


PRP 


Program Review Panel 


PSC 


Processing Server Controller 


PSM 


Process Sequence Models 


PSU 


Primary Subordinate Unit 


PT1C 


Potential Troops in Contact 


PSYOP 


Psychological Operations 



Q 



QRC 


Quick Reaction Capability 

R 

ROMAN ALLIANCE 


RA 


RAF 


Royal Air Force 


RC 


Regional Command 


RC/CC 


Responsibility Centers/Cost Centers 


REP 


Requirements Execution Panel 


RF 


Radio Frequency 


RIB 


Regional Information Bridge 


RIG 


Resource Identification Group 


RLA 


Resource Language Allocation 


ROA 


Remotely Operated Aircraft 


ROC 


Republic of Korea 


ROCC 


Regional Operations Cryptologic Center(s) 


ROE 


Rules of Engagement 


ROVER 


Remote Operator Video Receiver 


RPA 


Reserve Personnel Appropriation 


RSC 


Regional Service Center 
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RSOC 

RSTA 

RT 

RT-RG 

RVSM 

R&D 


Regional Security Operations Center 
Reconnaissance, Surveillance, and Target Annex 
Regional Targets 
Real Time Regional Gateway 
Reduced Vertical Separation Minimum 
Research and Development 

S 


SA 

SAF/AQC 


Situational Awareness 

Secretary of the Air Force, Acquisitions Contracting 
Officer 


SAF/FM 


Secretary of the Air Force Financial Management and 
Comptroller 


SAFC 

SAIPT 

SAM 

SATCOM 

SATF 

SAP 

SAR 

SCA 

see 

SCE 

SCI 

SCIF 

SCP 

SCS 

SD 

SEAD 

SECDEF 

SEV 

SID 

SH 

SID 

SIDO 

SIGAD 

SIGDEV 

SIGINT 

Sll 

SIOC 

SIPR orSIPRNET 
SIS 

SISWG 


Special Applications for Contingencies 

Solutions Analysis Integrated Product Team 

Surface-to-air missile 

Satellite Communications 

Site Action Task Force 

Special Access Program 

Synthetic Aperture Radar 

Service Cryptologic Agency 

Service Cryptologic Component 

Service Cryptologic Element 

Sensitive Compartmented Information 

Sensitive Compartmented Information Facility 

Service Cryptologic Partner 

South China Sea 

Strategy Division 

Suppression of Enemy Air Defenses 

Secretary of Defense 

STAN/EVAL Visit 

Signals Intelligence Directorate 

Shadow Harvest 

Signals Intelligence Directorate 

Senior Intelligence Duty Officer 

SIGINT Activity Designator 

Signals Development 

Signals Intelligence 

Special Interest Item 

Special Information Operations Cell 

Secret Internet Protocol Router Network 

Special Intelligence Squadron 

System Integration and Sustainment Working Group 
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SLEP 

SMA 

SMO 

SO 

SOF 

SOG 

SOS 

SOW 

SOi 

SORTS 

SOTA 

SPI 

SPINS 

SPIRITT 

SRBM 

SSG 

STAN/EVAL 

STE 

STW 

SWIR 

SYERS 

S&T 

S&TI 



Service Life Extension Plan 
Strategic Multi-Layer 
Support to Military Operations 
Sensor Operator 
Special Operations Forces 
Special Operations Group 
Special Operations Squadron 
Special Operations Wing 
Sea of Japan 

Status of Resources and Training System 
SIGINT Operational Tasking Authority 
Signals Intelligence Production Information 
Special Instructions 

Spectral Infrared Remote Imagining Transition Testbed 

Short Range Ballistic Missile 

Senior Steering Group 

Standardization and Evaluation 

Secure Telephone Equipment 

Signals Intelligence Threat Warning 

Short-Wave Infrared 

SENIOR YEAR Electro-Optical Reconnaissance System 

Scientific and Technical 

Scientific and Technical Intelligence 



T 



TAC 

TAC-A 

TACON 

TACREP 

TACS 

TADIL 

TAI 

TAWS 

TBM 

TCAS 

TCOF 

TCONOPS 

TCT 

TDL 

TDM 

TDY 

TECHSIGINT 



Tactical Air Controller 

Tactical Air Controller-Airborne 

Tactical Control 

Tactical Report 

Theater Air Control System 

Tactical Audio Digital Intelligence Link 

Target Area of Interest 

Theater Advisory Warning System 

Theater Ballistic Missile 

Terminal Collision Avoidance System 

Transient Collection Operations Facility 

Theater Concept(s) of Operation(s) 

Time Critical Targeting 

Tactical Data Links 

Time Division Modulation 

Temporary Duty 

Technical SIGINT 
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TF 

TF! 

TIARA 

TIBS 

TIC 

TMAP 

TMD 

TPED 

TPL 

TRB 

TTP 

TPPU 

TPR 

TRIGS 

TREDS 

TRIO 

TSI 

TS1C-M 

TSO 

TST 

TTL 

TTP 

2CMV 



Task Force 

Total Force Integration 
Tactical Intelligence and Related Activities 
Tactical Information Broadcast Service 
Troops in Contact 

Telecommunications Monitoring and Assessment Program 
Theater Missile Defense 

Tasking, Processing, Exploitation and Dissemination 

Test Priority List 

Tactics Review Board 

Training, Tactics and Procedures 

Track, Post, Process, and Use 

Trained Personnel Requirement 

Tactical Reconnaissance Aircraft Ground Station 

Tactical Reconnaissance Exploitation Demonstration 

System 

Technology Research and Development for Information 
Operations Systems 
Target Signals Information 

Theater SIGINT Information Center, Mildenhall [England] 
Tactical Systems Operator(s) 

Time Sensitive Targeting 
Target, tracking and locating 
Tactics, techniques, and procedures 
Two-Color Multi-View 



U 



UAS 

UAV 

UCA 

UCI 

UDM 

UHF 

UPS 

USAEDS 

USAFE 

USAFSS 

USCENTCOM 

uses 

USCYBERCOM 

USD(I) 

USEUCOM 

USF-W 



Unmanned Aerial System 
Unmanned Aerial Vehicle 
Unified Cryptologic Architecture 
Unit Compliance Inspection 
Unit Deployment Manager(s) 

Ultra High Frequency 

Uninterrupted Power Supply 

United States Atomic Energy Detection Systems 

United States Air Forces in Europe 

United States Air Force Security Service 

United States Central Command 

United States Cryptologic System 

United States Cyber Command 

Undersecretary of Defense (Intelligence) 

United States European Command 
United States Forces-West 



TOP SECRET//HC S/S l /TALENT K E YHOLE/ /F G I GB R/ /R SE N/ORC ON/N OFORN//F I S A 

230 

UNCLASSIFIED 



UNCLASSIFIED 



TOP SECRETOHCSfSKTAlENT KEY H OLB/FGI 




USFPASID 

US PET 
USSID 
US50C 
USSS 

USSPACECOM 

USSTRATCOM 



United States and Friendly Parametric and Signature Data 
Bases 

Unit Safety Personnel Education Training 
United States Signals Intelligence Directive 
United States Special Operations Command 
United States SIGINT System 
United States Space Command 
United States Strategic Command 



V 



VGC 


Voice Grade Channel(s) 


VHF 


Very High Frequency 


VIS 


Visibility 


VNIR 


Visible and Near Infrared 


VOIED 


Victim Operated Improvised Explosive Device 


VoIP 


Voice-Over Internet Protocol 


VPN 


Voice Product Network 




W 


WAN 


Wide area network 


WARP 


Web-Based Access and Retrieval Portal 


WEPT AC 


Weapons and Tactics Conference 


WMD 


Weapons of mass destruction 


WPAFB 


Wright-Patterson Air Force Base (located in Ohio) 


WR-ALC 


Warner Robins Air Logistics Center 


WX 


Weather 




X 


XP 


Plans and Programs 




Y 




Z 


z 


Zulu, known as Greenwich Mean Time 


ZBR 


Zero Based Review 
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LIST OF SUPPORTING DOCUMENTS 

Case File 1 

CF 1-1. Ltr (TS//SI//REL TO USA, FVEY), AFCO, "Klieglight," 2-6 Jan 12. 

CF 1-2. Ltr (TS//SI//REL TO USA, FVEY), AFCO, "Klieglight," 9-14 Jan 12. 

CF 1-3. Ltr (TS//SI//NF), AFCO, "Klieglight," 16-20 Jan 12. 

CF 1-4. Ltr (TS//REL TO USA, NZL),), AFCO, "Klieglight," 23-27 Jan 12. 

CF 1-5. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 30 Jan-3 Feb 12. 

CF 1-6. Ltr (TS//S I/TK//N F ), AFCO, "Klieglight, "6-10 Feb 12. 

CF 1-7. Ltr (TS//SI//NF), AFCO, "Klieglight, "13- 17 Feb 12. 

CF 1-8. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 20-24 Feb 12. 

CF 1-9. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 27 Feb-2 Mar 12. 

CF 1-10. Ltr (S//SI//NF), AFCO, "Klieglight," 5-9 Mar 12. 

CF 1-11. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 12-16 Mar 12. 

CF 1-12. Ltr (TS//SI//NF), AFCO, "Klieglight," 20-24 Mar 12. 

CF 1-13. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 26-30 Mar 12. 

CF 1-14. Ltr (TS//SI/TK/NF), AFCO, "Klieglight," 2-6 Apr 12. 

CF 1-15. Ltr (TS//S I/TK//N F ), AFCO, "Klieglight," 9-13 Apr 12. 

CF 1-16. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 30 Apr-4 May 12. 

CF 1-17. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 6-11 May 12. 

CF 1-18. Ltr (TS//SI//NF), AFCO, "Klieglight," 14-18 May 12. 

CF 1-19. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 21-25 May 21. 

CF 1-20. Ltr (TS//SI//NF), AFCO, "Klieglight," 28 May-1 Jun 12. 
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CF 1-21. 


Itr (TS//SI//NF), AFCO, "Ktieglight," 4-8 Jun 12. 


CF 1-22. 


Ltr (TS//SI//NF), AFCO, "Kiieglight," 11-15 Jun 12. 


CF 1-23. 


Ltr (TS//SI/TK//NF), AFCO, "Kiieglight," 18-22 Jun 12. 


CF 1-24. 


Ltr (TS//S I/TK//N F), AFCO, "Kiieglight," 25-29 Jun 12. 


CF 1-25. 


Ltr (TS/S I/TK//N F }, AFCO, "Kiieglight," 2-6 Jul 12. 


CF 1-26. 


Ltr (S//SI//REL TO USA, FVEY), AFCO, "Kiieglight," 9-13 Jul 12. 


CF 1-27. 


Ltr (TS//SI/TK//NF), AFCO, "Kiieglight," 16-20 Jul 12. 


CF 1-28. 


Ltr (TS//SI/TK//REL TO USA, FVEY), AFCO, "Kiieglight," 23-27 Jul 12. 


CF 1-29 


Ltr (TS//SI/TK//NF), AFCO, "Kiieglight," 6-10 Aug 12. 


CF 1-30. 


Ltr (S//SI//NF), AFCO, "Kiieglight," 13-17 Aug 12. 


CF 1-31. 


Ltr (TS//SI/TK//NF), AFCO, "Kiieglight," 20-24 Aug 12. 


CF 1-32. 


Ltr (TS//SI//NF), AFCO, "Kiieglight," 27-31 Aug 12. 


CF 1-33. 


Ltr (TS//SI//REL TO USA, FVEY), AFCO, "Kiieglight," 3-7 Sep 12. 


CF 1-34. 


Ltr (TS//SI//REL TO USA, FVEY), AFCO Kiieglight, 10-14 Sep 12. 


CF 1-35. 


Ltr (TS//SI/TK/NF), AFCO, "Kiieglight," 17-21 Sep 12. 


CF 1-36. 


ltr (TS//SI//NF), AFCO, "Kiieglight," 24-28 Sep 12. 


CF 1-37. 


Ltr (TS//SI//NF), AFCO, "Kiieglight," 8-12 Oct 12. 


CF 1-38. 


Ltr (TS//SI//NF), AFCO, "Kiieglight," 15-19 Oct 12. 


CF 1-39. 


Ltr {TS//SI//REL TO USA, FVEY), AFCO "Kiieglight," 22-26 Oct 12. 


CF 1-40. 


Ltr (TS-SI-TK-NF), AFCO, "Kiieglight," 29 Oct-2 Nov 12. 


CF 1-41. 


Ltr {TS//SI/TK//NF}, AFCO, "Kiieglight ," 5-9 Nov 12, 
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CF 1-42. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 12-16 Nov 12. 

CF 1-43. Ltr (TS//SI//REL TO USA, FVEY), AFCO, "Klieglight," 19-23 Nov 12. 

CF 1-44. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 26-30 Nov 12. 

CF 1-45. Ltr (TS//S I//REL TO USA, FVEY), AFCO "Klieglight," 3-7 Dec 12. 

CF 1-46. Ltr (TS//SI/TK//NF), AFCO, "Klieglight," 10- 14-Dec 12. 

Case File 2 

CF-2-1. Rpt (U), AFISRA/A1, "Organizational Activity Inputs, Calendar Year 2012" 

7 Feb 13 

CF-2-2. Rpt (S//SI//NF), AFISRA/A2, "Organizational Activity Report, Calendar Year 2012" 

4 Feb 13. 

CF-2-3. Rpt {S//REL TO USA, FVEY), AFISRA/A4/7, "Organizational Activity Report, 

Calendar Year 2012" 11 Feb 13. 

CF-2-4. Rpt (S//NF), AFISRA/A5/8/9, "A5/8/9 2011 Historical Activity Report," 11 Feb 13. 

CF-2-5. Rpt (U), AFISRA/A6, "A6 Historical Activity Report Calendar Year 2012," 30 Jan 13 

CF-2-6. Rpt (S//NF), AFISRA/FM, "FM Historical Activity Report Calendar Year 2012," 

11 Mar 13, 

CF-2-7. Rpt (U), AFISRA/IG, "IG Historical Activity Report Calendar Year 2012," 7 Feb 13. 

CF-2-8. Rpt (U) AFISRA/ZQ, "Historical Activity Report 2012," 1 Feb 13. 

CF-2-9. Rpt (U) AFISRA/SO, "SO Historical Activity Report Calendar Year 2012," 

13 Feb 13. 

CF-2-10. Rpt (U), AFISRA/HC, "HC Historical Activity Report Calendar Year 2012," 

16 Jan 13. 

CF-2-11. Rpt (U), AFISRA/JA, "JA Historical Activity Report Calendar Year 2012," 25 Feb 13. 
CF-2-12. Brfg (U//FOUO), AFISRA/ZQ, "ZQ Organizational Chart," 1 Feb 13. 

CF-2-13. Rpt (U) AFISRA/PA, "Historical Activity Report 2012," 11 Feb 13. 
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CF-2-14. Rpt (U) AFISRA/SE, "Historical Activity Report 2012," 21 Feb 13. 

CF-2-15. Rpt (U) AFISRA/SG, "Historical Activity Report 2012/' 8 Feb 13. 

CF-2-16. Rpt (U) AFISRA/EO, "Historical Activity Report 2012," 29 Jan 13 

Case File 3 

CF-3-1 Rpt {TS//SI/TK//NF), "A3 Historical Activity Report, Calendar Year 2012," 

31 Jan 13. 

CF-3-2. Rpt {TS//SI/TK/NF), "AFCO Historical Activity Report, Calendar Year 2012," 

4 Apr 13. 

CF-3-3. Rpt (U//FOUO), "A3 Historical Activity Report--NIPRNet, Calendar Year 2012," 

31 Jan 13. 

CF 3-4. Rpt (S//NF), 361 ISRG/CC, "361 ISRG Historical Activity Report, Calendar Year 

2012," 7 Feb 13. 



Chapter One 



1 - 1 . 

1 - 2 . 

1-3. 

1-4. 

1-5. 

1 - 6 . 

1-7. 

1 - 8 . 

1-9. 

1 - 10 . 



Special Orders (U), 2012. 

Biography (U), SAF/PA, "Maj Gen Robert P. Otto," Oct 11. 
Biography (U), SAF/PA, "Brigadier General Scott A. Bethel," Dec 10. 
Email (U), AFISRA/PA, "Brig. Gen. Bethel Retirement," 1 May 12. 



Biography (U), AFISRA/PA, ' 



" Oct 10. 



Email (U), AFISRA/PA, " 



Retirement," 8 May 12. 



Email (U), AFISRA/PA, "Retirement Ceremony, 



,"22 May 12. 



Biography (U), AF/PA, " 



Feb 11. 



Biography (U), AF/PA, 



"Jan 10. 



Biography (U), AF/PA, 



," Jul 10. 
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1-11. Email (U), AFISRA/DS, "Reminder, 



Retirement Ceremony," 29 Jun 12. 



1-12. List (U), AFISRA/CC, "Hill Top Roster," 15 Mar 12. 



1-13. List (U), AFISRA/CC, "Hill Top Roster," 14 Jun 12, 



1-14. List (U), AFISRA/CC, "Hill Top Roster," 13 Jul 12. 

1-15. List (U), AFISRA/CC, "Hill Top Roster," 8 Aug 12. 



1-16. Biography (U), AFISRA/PA, 1 



' Aug 11, 



1-17. Biography (U), AFISRA/PA, " 



," Nov 10. 



1-18. Memo (U), AF/A1, "Senior Leader Announcement, General Officer Nominations, 

" 28 Nov 11. 

1-19. Biography (U), AF/PA, "Brig Gen John D. Bansemer," Sep 12. 

1-20. Email (U), AFISRA/CCE, "Farewell Breakfast IHO of CW/Col John Bansemer," 19 Jun 12 



1-21. Biography (U), AF/PA, " 



* Sep 11. 



1-22. Biography (U), AFISRA/PA, * 



undated. 



1-23. Biography (U), AFISRA/PA, 1 



tf 



11 . 



1-24. Biography (U), AFISRA/PA, " 



Aug 12. 



1-25. Biography (U), SAF/PA, "General Mark A. Welsh III, Aug 12. 



1-26. Biography (U), AFISRA/PA, 






"Jun 11. 



1-27. Rpt (U), Air Force, "FY2012 Air Force Posture Statement, Presentation to the Committee 
on Armed Services, United States House of Representatives," 17 Feb 11. 



1-28. Biography (U), PA, " 



" Sep 11, 



1-29. Announcement (U), AFISRA/PA, "Retirement of 



3 May 12. 



1-30. Email (U), AFISRA/CCE, "Orientation for New AFISRA/CA, 



14 Jun 12. 
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1-31. 

1-32. 

1-33. 

1-34. 

1-35. 

1-36. 

1-37. 

1-38. 

1-39. 

1-40. 

1-41. 

1-42. 

1-43. 

1-44. 

1-45. 

1-46. 

1-47. 

1-48. 

TOP 



Rpt (U), Air Force, "FY2013 Air Force Posture Statement, Presentation to the Committee 
on Armed Services, United States House of Representatives," 28 Feb 12. 

Article (U) AFNEWS, "Air Force Leader Talks About Future of ISR," 4 May 12. 

Speech (U), CSAF to Center for Strategic and International Studies, "Air Force Priorities 
for a New Defense Strategy," 9 Feb 12. 

Email (U), AFISRA/DS to AFISRA/A1, "General Otto's Top 10 Priorities," 18 Oct 11. 



Biography (U), AFISRA/PA, ' 



" Jul 12. 



Biography (U), 55 th Wing/P A, ‘ 
Biography (U), AFISRA/PZ, " 




" 16 Sep 11, 



"Jun 12. 



Statement (U), AFISRA/CC, "AFISRA Commander's Guidance," 28 Jut 11, 



Biography (U), AFISRA/PA, " 



tt 



Apr 12. 



Briefing (U), USAF, "The United States Air Force (Air Force 101)," 11 Mar 09. 

Briefing (S//Rel to USA, FVEY), AFISRA A5/8/9, "AF ISR Agency Perspective," 27 Mar 12. 

Briefing (S//ORCON//NF), "AF ISR Agency Mission Brief," 19 Oct 12 (Information Used is 
Unclassified). 



Biography (U), AFISRA/PA, "Chaplain 



Jun 12. 



Biography (U), AFISRA/PA, " 



, lJun 11. 



Msg (U/FOUO), AFISRA/A5C to AFISRA/A1, "AF ISR Agency Programming Message 
(PMSG) 11-?? -Reassignment of AF ISR Agency /A6/Det 4 To 70 ISRW/543 ISRG," 

Dec 11. 

Email (U), AFISRA/ A5C to AFISRA/A1MO, "Initial Planning Team to Discuss PMsg 12-01, 
Inactivation of Det 1, 543 ISRG and 743 ISS(P)," 21 Feb 12. 

PMsg (U//FOUO), "AFISRA/5C to AFISRA/A1, "Reassignment of the AF ISR 
Agency/A6/Det 4 to 70 ISRW/543 ISRG," 7 Mar 12. 

Article (U), Det 1, 743 ISS(P), "Agency Realigns Detachment," 1 Mar 12. 
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1-49. Chart (U//FOUO), AFISRA/A1, "HQ AFISRA Organization Chart," 1 Apr 12. 

1-50. Chart (U), AFISRA/A1, "HQ AFISRA Organization Chart," Jul 12. 

1-51. Chart (U), AFISRA/A1, "HQ AFISRA Organization Chart," Oct 12. 

1-52. Email (U), AFISRA A5/8 to 70IW/DS, "PMsg 12-01, Inactivation of Det 4, HQ AFISRA/A6, 
and Activation of Det 1," 7 Mar 12. 

1-53. Staff Summary Sheet (TS//REL to USA, AUS, CAN, GBR, NZL), AFISRA/A1 to 
AFISRA/A1M0, "AF ISR Agency Det/OL Review Results," 17 Apr 12. 

1-54. Excel Spreadsheet (TS//SI/TK//NF, "Det/OL Mission Statements," c. Apr 12. 

1-55. List (U//FOUO), AFISRA/A1M, "Administrative Operating Locations to be Inactivated," 
c. Apr 12. 

1-56. Article (U), Air Force Print News Today, "306 th IS Activates," 12 Oct 12. 

1-57. Article {U), AF Print News, "526 th IS Activates, Commander Discusses New Squadron," 
24 Feb 12. 

1-58. Report (U), AFISRA/ A5C, "Progress Report for PPIan/PMsg 10-12, 7 Sep 12. 

1-59. Briefing (TS//SI), AFISRA/Nellis Working Group, "526 th Intelligence Squadron, Roles & 
Missions," 11 Apr 12. 

1-60. Report (U), CSAF, "USAF Force Structure Changes: Sustaining Readiness and 
Modernizing the Total Force," Mar 12. 

1-61. Staff Summary Sheet (S//NF), AFISRA/A1MO to AFISRA/A3, "52 BINS Reassignment 
APPROVED," 10 Jul 12. 

1-62. OCR (S//NF), 361 ISRG/CC, "52 EINS Justification," c. Jul 12. 

1-63. Email (U), AFISRA/A5R to AIA-NGA-MRC, "Codifying Roles & Responsibilities of the 
AFGO," 2 Aug 12. 

1-64. Memo (U), AFISRA/CC, "Air Force Geospatial Intelligence (GEOINT) Office (AFGO) 
Establishment," 15 Dec 08. 

1-65. Memo (U), AF/A2 to Director, National Geospatial Intelligence Agency," Dec 09. 
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1-66. Memo (U), AFISRA/CC, "Appointment of Director and Senior Technical Advisor, Air Force 
Geospatial Intelligence (GEOINT) Office (AFGO)," c. 18 Jul 12. 

1-67. Briefing, (TS//SI//NF), 70ISRW/CC, "Unit Mission Brief," 27 Mar 12. 

1-68. Briefing (S//NF), 480ISRW/CC, "Unit Mission Brief," 27 Mar 12. 

1-69. OCR {U), 480 ISRW to AF ISR Agency/Al, "Organizational Change Request for Activations 
of 45 th Intelligence Squadron and 497 th Operations Support Squadron/' 24 Jun 11. 

1-70. Charts (U), 480 ISRW/A1 to AFISRA/A1, "497 ISRG Reorganization Charts," 24 iun 11. 

1-71. OCR (U), 480 ISRW to AF ISR Agency/Al, "Organizational Change Request for Activations 
of 548 th Operations Support Squadron," 13 May 11. 

1-72. Charts (U), 480 ISRW/A1 to AFISRA/A1, "548 ISRG Reorganization Charts," 13 May 11. 

1-73. Briefing (TS//SI/TK//NF), NASIC/CC, "Mission Overview," 27 Mar 12. 

1-74. Briefing {S//FGI GBR//NF), AFTAC/CC, "Mission Briefing," 27 Mar 12. 

1-75. Briefing (S), 361 ISRG/CC, "361 st ISR Group Mission Brief," 26 Mar 12. 

1-76. Paper (C//NF), AFC0/A5R to AF/A2, "Bullet Background Paper on 
^^■"21 Aug 12. 

1-77. Briefing (S//REL TO USA FVEY), "IPT-NSA EFA PPIan," 31 Oct 12. 

Memo(S//RELTOUSAFVEY)/^^ 

1-79. Rpt (U//FOUO), AFISRA/J A, "Air Force ISR Agency Health of the Force Reporting for 

Calendar Year 2012," 26 Apr 13. 

1-80. Memo (U), AF/CC to Air Force General Officers, "Corona Top Update," 6 Jul 10. 

1-81. Memo (U), AFISRA/CC to et. al, "Commander's Critical Information Reporting 
Requirements," 22 Nov 11. 

1-82. Memo (U), AFISRA/CC to et. ai, "Commander's Reporting Requirements, Health of the 
Force Quarterly Reporting," 19 Dec 11. 
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t-83. Email (U), Kirk Lewis to AF ISR Agency/CC, "ISAG Visit, 27 Mar 12," 6 Mar 12. 

1-84. Email (U), AF ISR Agency/D-A3 to AF ISR Agency/A3, "Hot! ISAG Visit 27 March," 

6 Mar 12. 



1-85. Plan (TS//SI//REO TO USA, FVEY), NS A, 

" 24 Sep 12, 




1-86. Plan (TS//SI/TK//REO TO USA, FVEY), NSA, "| 

h 12 Jul 12. 




1-87. Memo (S//REL TO USA, FVEY) 




18 May 12, 



1-88. Memo (S//REL TO USA, FVEY) 




1-89. Email ($//$!), DNI to DIRNSA, " 



25 Apr 12. 



1-90. Biography (U), ODNI, "lames R. Clapper, Jr., Director of National Intelligence," undated, 



1-91. Email (S//REL TO USA, AUS, CAN, GBR, NZL), "| 

11 Oct 12. 




1-92. Memo (S//RELTO USA FVEY), DIRNSA to Service Vice Chiefs, fl 

" 16 May 12. 





1-93. Email (U), AF ISR Agency/ZQP to AF ISR Agency/CV, "AF ISR Agency Commander's 
Conference 2012," 17 Feb 12. 



1-94. Briefing (T5//SI//NF), NSAT/CC, "AFISRA's Role in Cyber," 28 Mar 12. 

1-95. Briefing (U), AF/A8PI, "Air Force Strategic Outlook, Where We Are and Where We Are 
Headed," 29 Mar 12. 



1-96. Briefing (U), AF/A8PI, "Air Force Strategic Outlook, Where We Are and Where We Are 
Headed, Part 2," 29 Mar 12. 

1-97. Briefing (U), AFISRA/A5/8/9, "Improving Image Quality/Automation," 21 Mar 12. 

1-98. Briefing (S//REL TO USA, FVEY), Lt Gen John C. Koziol, "ISR Task Force," 27 Mar 12. 
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1-99. Briefing (S//REL TO USA, ISAF, NATO), iSAF DCOS-INT, "Operational Perspective/' 

29 Mar 12. 

1-100. Briefing (S//NF), NASIC/CC, "Restoring AF HUMINT," 23 Mar 12. 

1-101. Briefing (TS//SI/TK//RSEN//NF), NASIC Space and Missiles Analysis Group, "AFISRA 
Role in Space," 23 Mar 12. 

1-102. Briefing (U), AFISRA/A2X, "Building Multi-Domain Fusion Capabilities," 23 Mar 12. 

1-103. Briefing (U), AFISRA/A3T, "Cryptologic Language Analyst Brief," 29 Mar 12. 

1-104. Briefing (U), AFGO, "Maturing AFGO's NGA Roles and Missions," 21 Mar 12. 

1-105. Briefing (S//SI), AFCO, "Revitalizing AF SIGINT," 23 Mar 12. 

1-106. Briefing (S), AFISRA/A3, "Light ISR Effort, Remote Capabilities," 30 Mar 12. 

1-107. DAF SO G-60 (U), "(AFOUA for 70 ISRW]," 5 Dec 2011. 

1-108. Briefing (U//FOUO), AFISRA/A5/8 to ISAG, "AF ISR Command," 27 Mar 12. 

1-109. Slides (TS//SI), AFISRA/CAG, "CC Staff Meeting," 7 Nov 12. 

1-110. Briefing (S//ORCON//NF), AFISRA/CV to ISAG, "ISAG Visit," 9 Nov 12. 

1-111. Email (U), AFISRA/A1 to AFISRA/A2, "OL-DE, GEOINT/MAS1NT Innovation Squadron 
Inactivation," 16 Feb 12. 

1-112. Request (U), NASIC, "OL-DE Inactivation Request," 16 Feb 12. 

1-113. Email (S//REL TO USA, FVEY), Steve Doucette, AFCO to AF ISR Agency/CC, "Enterprise 
Footprint Activity Memo II," 11 Oct 12. 

1-114. Briefing {C//REL TO USA, FVEY), AFCO, "JIB Pre-Brief," 12 Jan 12. 

1-115. Briefing (S//SI//REL TO USA, FVEY), AFCO, "NSA/CSS Joint Issues Board," 6 Apr 12. 

1-116. Briefing (TS//SI//REL TO USA, FVEY), AFCO, "NSA/CSS Joint Issues Board," 13 Jul 12. 

1-117. Briefing (S//SI//REL TO FVEY), AFCO, "NSA/CSS Joint Issues Board," 26 Oct 12. 
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1-118. Briefing (U//FOUO), AFISRA/A5-8, "I5RF2S: SAIC Study Review/Way Ahead," 18 May 
12 . 

I- 119. Email (U), AF1SRA/A5-8, "SAIC Study," 25 Jun 13. 

Chapter Two 

II- l. AFISRACL 90-212 (U), AFISRA/A3, "Compliance and Standardization Requirements List, 

(C&SRL) — Weapons and Tactics Program Functional Area," 16 Feb 12. 

11-2 Brfg (S//REL TO FVEY), A30W, "2012 WEPTAC Plan," 1 Jan 12. 

11-3. (Same as Case File 3). 

11-4. Rpt (U//F0U0), AFISRA/A3V, "Formal Visit Report, 102 IG," 16 Oct 12. 

11-5. Rpt (U//FOUO), AFISRA/A3V, "Formal Visit Report, 117 IS," 16 May 12. 

11-6. Rpt (U//FOUO), AFISRA/A3V, "Formal Visit Report, 123 IS," 3 Dec 12. 

11-7. Rpt (U//FOUO), AFISRA/A3V, "Formal Visit Report, 497 ISRG," 14 Sep 12. 

II-8. Bullet Background Paper (U//FOUO), AFISRA/A3V, "Bullet Background Paper on HQ AF I 
SR Agency Intelligence Standardization and Evaluation Visits," 9 May 12. 

II-9. AFl 14-202. Vo I 2, AFISRA Sup (U), AFISRA/A3V, "Intelligence Standardization/Evaluation 
Program," 22 Nov 10. 

11-10. Rpt (U//FOUO), AFISRA/A3V, "Limited Notice Visit Report, 123 IS," 14 Apr 12. 

11-11. Rpt (U//FOUO), AFISRA/A3V, "Limited Notice Visit Report, 181 IG," 1 Aug 12. 

11-12. Rpt (U//FOUO), AFISRA/A3V, "Limited Notice Visit Report, 692 ISRG," 29 Feb 12. 

11-13. Rpt (U//FOUO), AFISRA/A3V, "Limited Notice Visit Report, 707 ISRG," 27 Jan 12. 

11-14. AFl 14-2HUMINTV2 (S//NF), AFISRA/A3, "Air Force Human Intelligence STAN/EVAL 
Criteria, DRAFT," 13 Sep 10, (Information used is unclassified). 

11-15. Brfg (U//FOUO) AFIRSA/FM, "ExPED Fundamentals Course at Beale HQ DCGS (Priority 
#13) / 3400 / CP:A3T," 12 Jan 12. 
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11-16. Brfg (S//REL TO FVEY) AFCENT/A2, "AFC ENT Expeditionary PED Status/Update," 6 Nov 
12 . 

11-17. Brfg (S//REL TO USA, ACGU) USAF/A2CP, "Expeditionary AF DCGS: Way-Ahead," 2 Feb 
11 . 

11-18. Executive Summary {£) AFISRA/A30D "Executive Summary For PED Reachback Working 
Group, 19-21 June 2012" 29 Jun 12, (Information used is unclassified, For Official Use 
Only). 

11-19. Brfg (S//REL TO USA, FVEY) 495 IS/CC, "495 th Expeditionary Intelligence Squadron," 17 
Mar 12, 

11-20. Msg (U) ACC/A3T "2013 Combat Airforces (CAF) Weapons and Tactics 90-Day 
Message," 5 Oct 12. 

11-21. Tasker (S), "Task Com pleted_Tsk_l 2 1101-05 2012 AFISRA WEPTAC_TRB After Action/' 
3 Nov 12, {Information used is unclassified). 

11-22. Article (U//FOUO), Intellipedia, "Communications Externals," 16 Sep 13. 

11-23. Brfg (TS//SI/TK//REL TO ACGU), USCENTCOM, CCJ2 -JCS, "Introduction to 

Collection Management (CM): SIGINT," Jul 09. 

11-24. Article (S//REL TO USA, FVEY), Intellipedia, "PROFORMA," 20 Sep 11. 

11-25. Article (S//REL TO USA, FVEY), Intellipedia, "Foreign Instrumentation Signals 

Intelligence." 16 Sep 13. 

11-26. Article (S//SI), Intellipedia, "Technical Signals Intelligence," 16 Sep 13. 

11-27. Memo, (U//FOUO), NSA/CSS, 

5 Jan 11. 

11-28. Brfg (U //FOUO), N SA/CSS/DCHCS5, 

11-29. Brfg (U//FOUO), AFCO/A3, "Service SIGINT Authorities: Challenges, Successes, 

and the Way Ahead," 22 Jun 12. 

11-30. interview (TS//SI//REI TO USA, FVEY) AFISRA/HO with 

AF1SRA/AFCO, 15 Apr 13. 
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11-31. Brfg (U//FOUO), AFCO, "Revitalizing the CSS," 22 Jun 12. 



11-32. Briefing (S//SI/TK RELTO USA, GBR), NS A/CSS, ' 

6 Jan 12. 





11-33. Brfg (S //SI//REL T O USA, FVEY), NSA/S34, 

4 Nov 11. 




11-34. Brfg (S//REL//TO USA, FVEY), AFCO, "26 October 2012 JIB Pre-brief," 25 Oct 12, 



35. USSID CR1200, (S//SI), NSACSS, 

(U//FOUO)," 16 Dec 88, p 2. 





36. USSID SE3000 (S//SI), NSA/CSS, 

(U//FOUO) 10 Nov 09, pp 2-3. 



11-37. Article, (S), Intellipedia, "United States SIGINT System,” 20 Sep 11. 



•38. Briefing (S//REL TO USA, FVEY), NSA/CSS, "H 

" 13 Jan 12. 



ft 







39. Brfg (S//REL TO USA, FVEY) AFISRA/A5R, "FY15-19 CCP GAAST Quad Chart, 

13 Aug 12. 



11-40. Spreadsheet (U//FOUO) AFISRA/FM, "FY15-19 GAAST Res Comp Worksheet and 

Summary," 13 Aug 12. 

11-41. Brfg (5//REL TO USA, FVEY), 70 ISRW/CC, "GAAST 31011 Cryptologic Activities," 

24 Jui 12. 



-42. Spreadsheet {TS//SI//REL TO USA, FVEY) AFCO/A3, "AFCO 2012 USSID Matrix 

Spread Sheet," 31 Dec 12. 



11-43. USSID SE3300 (S//SI//REI TO USA, FVEY), NSA/CSS, 




"(U), 21 Apr 11 



•44. Memo, (U//FOUO), AF ISR Agency/CC, "Optimizing the CCP Workforce," 

13 Sep 12. 

■46. Brfg (S), 361 ISRG/CC, "361 ISRG, "Defending America and America's Defenders 

Through Specialized ISR." 20 Oct 12. 



11-47. Brfg (U//FOUO), "1 JIB Service Fill Rates (211003) 5 USAF," 24 Oct 12. 
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Chapter Three 



1 1 1-001 Brief (S//NF) AFISRA/A9Y, "Strategic Objectives Review/' 16 Feb 12. 

111-002 Brief (U) AFISRA/A9Y, "Commander's Top 10," 4 Apr 12. 

ill-003 Memo (S//NF) USSTRATCOM/JFCC-lSRto C-JCS, "(U) Mitigating Airborne 

Cryptologic Language Analyst Shortfalls," 27 Jan 12. 

111-004 Brief (S//REL TO USA, FVEY) Airborne Cryptologic Operator (1A8X2) Way Ahead 

JIB," 9 Jan 12. 

111-005 Email (S//NFJ Mr Kenneth O'Neal to AF ISR Agency/A3, et al, "FW: [S//NFJ AF/A2 

Requests Coordination on Health of the AF's Airborne Cryptologic Language 
Crew Force (U)," 13 Feb 12. 

111-006 Email (S//NF) , , "FW: (S//NF) 

AF/A2 Requests Coordination on Health of the AF's Airborne Cryptologic 
Language Crew Force (U}," 15 Feb 12. 

111-007 Email (U) AFISRA/A3 Workflow to AFISRA/DSE, et al, "Task Completed: Pkg ESSS 

Overall Health of Linguist Workforce," 29 May 12. 

111-008 Notes (U) AFISRA/A3T, "CC Priority 1 Defense Language Analysts," 18 Jan 13. 

111-009 Brief (U) AFISRA/A3T, "CC Priority 1: DLA Status," 18 Jan 13. 

111-010 Brief (U) AFISRA/A1, "Civilian Personnel Hiring," 25 Apr 12. 

111-011 Memo AFISRA/CC to AH/A2, "(U) FY13 Civilian Hiring Goals," 16 Oct 12. 

111-012 Email (U) with Attchs AFISRA/A1 to AFISRA/A1 Workflow, et al, "Task Completed: 

AFPC, AFA2, AF ISR Agency Memorandum of Agreement," 2 Nov 13. 

111-013 Brief (U) AFISRA AEF Cell, "AF ISR Agency Civilian Deployments," 26 Feb 13. 

111-014 Article (U) Wayne Amann, AFISRA/PA, "ISR Civilians Share Deployment 

Experiences," AF Print News Today, 24 Oct 12. 
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111-015 


Bullet Background Paper (BBP) {U) Lt Col Jackson, A2DS, "SISRO Task #5: Multi- 
INT NT1 Capability Roadmap," 25 Jan 12. 


111-016 


Paper (S//REL TO USA, FVEY) AFISRA, "Multi-lnt Fusion White Paper," 17 May 12. 


111-017 


Brief (U) AFISRA/A2, "Multi-INT Fusion IPT," 18 May 12. 


111-018 


Paper (U) AFISRA/A2X, "Position Paper on Multi-INT Fusion," 27 Jul 12. 


111-019 


Notes (U) AFISRA/A2, "Multi-Domain Fusion Briefing to AFISRA/CC Conference," 
28 Mar 12. 


111-020 


Brief (U) AFISRA/A2X, "Multi-Domain Analysis/Fusion," 28 Mar 12. 


II [-021 


Brief (S-RELTO USA, FVEY) AFISRA/A2X, "AF PED Capacity," 11 Jun 12. 


111-022 


Brief (U) AFISRA/A3, "Multi-INT Fusion Way Ahead: Incremental Step Process," 
10 Oct 12. 


111-023 


Brief (TS//SI/TK//NF) AFISRA/CW, "Air Force ISR in the Cyber Domain," 5 Apr 12. 


111-024 


Brief (TS//SI//NF) AFISRA/A3C, "Air Force ISR in the Cyber Domain," 2 Aug 12. 


111-025 


Brief (TS//SI//NF//ORCON) AFISRA/A3C, "Cyberspace ISR Update," 6 Nov 12. 


111-026 


Email (TS//SI//NF) AFISRA/A3 Workflow to Brannen.cohee@actnet.ic.gov, "(U) 
Tsk 121003-02 FY 2015 Cyber Missions and Resources Major Issue Study: Formal 
Data Call," 12 Oct 12. 


111-027 


Brief (U//FOUO) AFISRA/A3, "Strategic Objective Review (CC Top 10), 3 May 12. 


111-028 


Brief (U) AFISRA/A3, "Improving Image Quality and Automation," 12 Mar 12 


111-029 


ACC, 28 


ill-030 


Brief (S//NF) USSTRATCOM/JFCC-ISR, 

1 May 2011-30 Apr 2012," 30 Jul 12. 


111-031 


Email w/Attchs (U//FOUO),^^^HB , A3S to Ml' AFISRA/HO, 

"FW: FMV IQ Final Report," 3 Jun 13. 


111-032 


Brief (U//FOUO) AFISRA/A30, "Strategic Objectives Review," 1 Oct 12. 
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HI-033 

111-034 

111-035 

111-036 

111-037 

111-038 

111-039 

111-040 

111-041 

111-042 

111-043 

111-044 

111-045 

111-046 

ill-047 

111-048 

111-049 



BBP (S) AFISRA/A30D, 29 Nov 12 - 

BBP {S//REL TO USA, FVEY) 361 ERS/CC, et al, "Project Liberty TSO Reachback," 

13 May 12. 

Brief (S//REL TO USA, ACGU) AFCENT, "MC-12 AFISRA PED Reachback Working 
Group (U)," 18 Jun 12. 

Email (S//REL TO USA, FVEY) M aj Gen Robert Otto, AF ISRA/CC to H 

A6, "RE: (S//REL TO USA, FVEY) (S)," 17 Apr 12. 

Brief (S//NF) NGA/IPB, 3 Jan 

Brief (U//FOUO) 645 AESG, 19 Jun 12 ■ 

Brief (S) AFISRA/A3, "Light ISR Effort," 14 Mar 12. 

k. 

Brief (S) 361 ISRG, "Draft Hi^^l C0N0PS '" 2012 - i 

Brief (S) AFISRA/A30D, lnte 8 ration Plan," 13 Jul 12. 

Brief {U) 55 WG, "Distributed Operations Update for Lt Gen James-HAF/A2," 24 
Jan 12. 

Brief (S//REL TO USA, FVEY) AFISRA/A3, "Distributed SIGINT TTPs," 20 Jan 12. 

Brief (S//NF) AFISRA/A9Y, "Strategic Objectives Review," 12 Dec 12. 

BBP (U//FOUO) AFISRA/A30W, "Bullet Background Paper on ISR COE and 526 
IS," 4 Jan 12. 

Memo (U) AFISRA, "Memorandum of Agreement between AFISRA and USAFWC," 
June 2008. 



Brief (TS//SI) AFISRA/A30W, "526th Intelligence Squadron: Roles and Missions - 
Validate and Align Missions and Resources to Achieve Priority #7," 25 Apr 12. 

Email (U//FOUO) AFISRA/A5-8 Workflow to AFISRA/DSE Workflow, "Task 
Completed: TSK 120813-02 (U) 3-Ltr Coord, Draft PMsg 12-02 Interim ISR to 526 
IS for Red Flag (RF) 13-3," 28 Aug 12. 

Email (S) AFI SRA/A5/8 to AFISRA /DSE, "Task Completed: (S) Tsk 120917-05 BBP 
on MC-12 Participation in RED FLAG Exercises," 19 Sep 12. 
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111-050 


Email (U//FOUO) AFISRA/A5/8 to AFISRA/A1, et al, "FW: (U) PMsg 12-02, Interim 
ISR to 526 IS for Red Flag (RF) 13-3," 20 Sep 12. 


111-051 


Brief (S) AFISRA/A5/8/9, "526 th Intelligence Squadron: Roles and Mission: 
Current and Future Mission and Red Flag Integration," 29 Aug 12. 


111-052 


Msg (U//FOUO) AFISRA/A5C to AFISRA/A1, et al, "AFISRA PMsg 12-02 Interim 
Capability to 526 IS to Support RED FLAG 13-03 (RF 13-3)," August 2012. 


111-053 


Brief (S//SI/TK//NF) AFISRA/A5/8, "526 th Intelligence Squadron: Roles and 
Missions, Current and Future Mission and Red Flag Integration," 5 Nov 12. 


111-054 


Email (TS//SI/TK//NF) Hernandez, Rachael AFISRA/FM to AFISRA/A5/8, "(U) Ref: 
Task CFO-12-1175 Cybersecurity Budget Data request No. 12-37," 23 Aug 12, 


111-055 


Email (U//FOUO) Wilkerson, Douglas AFISRA/A5C to AFISRA/A1 Workflow, et al, 
"Beale MC-12 SATAF V Trip Report," 27 Nov 12. 


111-056 


Email (U) AFISRA/A5/8 to AFISRA/DSE Workflow, et al, "Info: Site Survey Report 
526 IS Nellis AFB," 8 Aug 12. 


111-057 


History (S//NF) AFISRA/A5/8/9, "AFISRA/A5/8/9 2012 History," 10 Jan 13. 


111-058 


Brief (TS//SI/TK//NF) AFISRA, "CC Staff Meeting," 20 Jun 12. (Info used is 
Unclassified) 


HI-059 


Case File (U//FOUO) 2012 HQ AFISRA Deployed Personnel, 2012. 


111-060 


Brief (U-FOUO) AFISRA, "SOR CCTop 10," 2 May 12. 


111-061 


Brief (TS//SI//NF) AFISRA, "AFISRA Mission Brief," 4 Oct 12. 


HI-062 


Email w/ Attch (S//REL TO USA, FVEY) Maj Gen R. Otto, AFISRA/CC, to ■ 

AFISRA/A3, et al, "RE: (S//RTUACGN) 1A8 Crew Force Stress," 18 

Jan 12. 


111-063 


Email with Attch (S//NF) to ,etal, 

"FW: (S//NF) JCCA 6080 (S//NF)," 27 Jan 12. 


111-064 


Email with Attch (S) to Maj Gen Robert Otto," RE: (S) 1A8XX 

Report - 2 Sep 11," 11 Jan 12. 
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111-065 



Memo (S//NF) Gen Keith Alexander, U 5CYBERCOM to Gen Norton Schwartz, 

csaf, i 



111-066 



Brief (U//FOUO) NSA/CSS-AF, " 



3 Oct 12. 



111-067 BBP (S//NF) AFISRA/A30, "AF ISR Agency investment Strategy to Enable 

Cyberspace Operations/' 29 Jun 12. 



ill-068 Email with Attchs (TS//NF) AFISRA/A3 Workflow to AFISRA/DSE Workflow, "Task 

Completed: (U) HOT Tsk 120910-04 HAF1224094716 ISR For/From Cyber 
Strategy in Prep for Cyber Summit," 18 Sep 12. 

ill-069 Brief (U//FOUO) AFISRA/A30, "Cryptologic Language Analyst Success/Initiatives," 

3 Oct 12. 



111-070 Email with Attch (U) AFISRA/A30 Workflow to AF1SRA/DS Workflow, "Task 

Completed: (U) Task 121003-02 Task FY2015 Cyber Missions and Resources 
Major Issue Study: Formal Data Call," 12 Oct 12, 

111-071 Email (S//NF) , AFISRA/A3 to Maj Gen Robert Otto, 

AFISRA/CC, "(S//NF) JCS/J1 and OUSDI JCCA Coordination on USAF Airborne 
Linguists," 27 Jan 12. 

111-072 Report (U) House Permanent Select Committee on Intelligence, "Performance 

Audit of Department of Defense Intelligence, Surveillance and Reconnaissance," 
April 2012. 

111-073 Paper (U) AFISRA/A5C, "Bullet Background Paper on the AF ISR Agency," 10 Apr 

13. 

111-074 Brief (S//REL TO USA, FVEY} AFISRA, "AF DCGS 101," Aug 12. 

111-075 Brief (S//REL TO USA, FVEY) AFISRA/A5/8/9, "Air Force Distributed Common 

Ground System (AF DCGS), 19 Nov 12. 

111-076 Brief (S//TK//RSEN//NF) AFISRA, "Commander's Call," 2 Nov 12. 

111-077 Webpage (TS//SI//NF) "Unmanned Aerial Vehicle," Intellipedia, retrieved from 

http://intellipedia.intelink.ic.gov/wiki/Unmanned_aerial_vehicle on 14 Jun 13. 

111-078 Webpage (S) "Global Hawk," Intellipedia, retrieved from 

http://intellipedia.interlink.ic.gov/wiki/Giobal_Hawk on 16 Feb 12. 
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111-079 Webpage (TS//SI//NF) "Predator," Intellipedia, retrieved from 

http://intellipedia.intelink.ic.gov/wiki/Predatoron 14 Jun 13. 

111-080 Webpage (TS//SI//TK//REL TO USA, FVEY) "MQ-9 Reaper," intellipedia, retrieved 

from http://intellipedia.intelink.ic.gov/wiki/MQ-9_Reaperon 14 Jun 13. 

111-081 Webpage (TS//SI//TK) "ISR Flight Path," Intellipedia, retrieved from 

http://intellipedia.intelink.ic.gov/wiki/ISR_Flight_Path on 14 Jun 13. 

til-082 Memo (S//RELTO USA , ACGU) CCDJ3 to Distro, 

10 

111-083 Brief (U) AFISRA/A30, "Cryptologic Language Analyst Successes/Initiatives/' 31 

Oct 12. 



ill-084 



111-085 



ill-086 

111-087 

ill-088 

111-089 



Webpage {S//SI//REL TO USA, FVEY) "Airborne Signals intelligence Payload 
(U//FOUO)," intellipedia, retrieved from 

http://intellipedia.intelink.ic.gov/wiki/Airborne_Signals_lntelligence_Payload, < 
13 Jun 13. 



Brief (U) ASC/Wi-AFPEO/ISR-SOF, "Airborne Signals intelligence Payload (ASIP) 
Overview," 17 Nov 10. 



Rpt (S//SI//REL TO USA, FVEY) Northrup Grumman, "Airborne Signals Intelligen 
Payload," 28Jul06. 

Brief (S) AFSOC, 1 Jun 



Rpt (S//SI) Northrup Grumman, "Airborne Signals intelligence Payload (ASIP) 
Owner's Manual: Introduction and Overview," 17 Mar 10. 



Email w/attchs (TS//SI) AFISRA/A5/8 Workflow to AFISRA/DSE Workflow, "Task 
Completed: (U) 121205-01 AFISRA Response for ASIP Use within AF DCGS," 10 
Dec 12. 



111-090 Rpt (U) Northrup Grumman, "EMI Test Report for the Airborne Signals 

Intelligence Payload (ASIP) - AFS System," 15 Mar 07. 




111-092 



Brief (TS//SI//NF) NSA, Intellipedia, retrieved from 

http://intelink.ic.gov/wiki/linmarsat, 21 Oct 09. 



TQP - SEC R €T//H€ S /SI/TALENT KEYHOLE//FG I GBR//RSEWORCON/NOFORN//F I SA 

25 ! 

UNCLASSIFIED 








UNCLASSIFIED 

TOP SECRETflHCaS I /TALENT KEYHOLE//FG I GBRf/RSEN/ORCON<NOFORN//F I SA 



111-093 



111-094 



111-095 



111-096 

111-097 

111-098 

111-099 
1 1 1- 100 
111-101 
111-102 
111-103 
111-104 

111-105 

111-106 

111-107 
III- 108 



BBP {S//REL TO USA, FVEY) AFISRA/A30D, "Global Hawk Continued Ops in OEF 
and Impact to PED (S//REL) " 25 Jul 12. 



Brief (S//NF) USTRATCOM, * 
7 Feb 12. 



Plan (S//REL TO USA, FVEY) ACC/A3CU, * 
Apr 12. 



2 



Webpage (S//REL TO USA, FVEY) "Gorgon Stare," Intellipedia, 
http://intellipedia.intelink.ic.gov/wiki/Gorgon_stare, downloaded on 14 June 
2013. 



Brief (S) AFISRA/A5C, "Global Hawk/Block 30M Discussion," 1 Mar 12. 

Rpt (S//NF) AFISRA/A9Y, "ISR Gap Assessment - Initial Proof of Concept: Final 
Report," 28 Sep 12. 

Brief (S//REL TO USA, FVEY) 495 EIS, "Gorgon Stare Ops," 2012. 

Case File (S//RELTO USA, FVEY) 495 EIS Metrics 2012. 

Brief (S//REL TO USA, FVEY) 495 EIS, "Find the Enemy," 20 May 12. 

Brief (S//REL TO USA, FVEY) 495 EIS/DMS-A, "WAAS EEI Examples," 2012. 

Brief {S//REL TO USA, FVEY) 495 EIS, "Find the Enemy," 13 Mar 13. 

Brief {S//REL TO USA/ISAF/NATO) AFISRA, "GORGON STARE PED Reachback 
Solution," May 12. 

Brief (S//REL TO USA, FVEY) 495 EIS, "GORGON STARE PED," October 2012. 

Brief (S//RELTO USA, FVEY) AFISRA/A30D, "GORGON STARE Reachback," 29 Nov 

12 . 

BBP (S) AFISRA/A3AD, "Status of GORGON STARE PED," 29 Nov 12. 

Email (S//REL TO USA/ISAF/NATO) Capt K. Higginbotham to AFISRA/DSE 
Workflow, "Task Status Report: (S-REL) PKG ESSS A3 OCO Funding Request in 
Support of Gorgon Stare Reachback Capability," 26 Mar 12. 
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111-109 

111-110 

Ill-Ill 

111=112 

111-113 

111-114 

111-115 

111-116 

111-117 

111-118 

111-119 



111-120 

111-121 

111-122 

111-123 

Ilf-124 



BBP {S//REL TO USA, FVEY) NASIC, "Airborne Cueing and Exploitation System 
Hyperspectra! (ACES HY)," 16 Mar 12. 

Email (S//REL TO USA, FVEY) NASIC/DS Org Box to et al, "(S) ACES 
HY Production/Highights for AF/A2 to Brf CSAF (U)," 30 Jul 12. 

Brief (S//REL TO USA, FVEY) N ASIC/DAG, "Airborne Cueing and Exploitation 
System Hyperspectral (ACES HY)/' 30 May 12. 

Email w/attchs (S//REL TO USA, FVEY) NASIC DS Org Box to et al, 

"(S) ACES Hy Production Highlights for AF/A2 to Brf CSAF (U)," 30 Jul 12. 

Brief (S//RELTO USA, FVEY) NASIC/DAG, "Airborne Cueing and Exploitation 
System Hyperspectral (ACES Hy)/' 30 May 12. 

Email (S)H~ , AFISRA/A5/8/9, to Maj Gen R. Otto, AFISRA/CC, "FW: 

(S//NF) Theater Position on ACESHY Version II (&)," 18 Jan 12. 



Brief (S//REL TO USA, ACGU) USCENTCOM, "ISR Smart Book," 1 Aug 10. Info used 
is Unclassified. 




Rpt (S / /R EL TO US Ar F VE Y ) HQ AFISRA/A5C, "SPIRITT on the U-2 Lessons 
Learned," 30 Jan 13. 

Rpt (S//NF) 497 OSS /OSK, 

21 

BBP (U//FOUO) AFISRA/A5CG, "AFISRA A5CG's Portfolio," 29 Mar 13. 

BBP (U) AFISRA/A3TS, "Expeditionary PED Training," 12 Mar 12. 

Brief (S//REL TO USA, FVEY) AF/A2CC, "AF/A2 ISR Initiative Update," 8 Jun 12. 
Brief (U//FOUO) AFRL/RYZTA, "Blue Devil Block 1 Program Review," 20 Sep 11. 
Case File (S//NF) AFISRA, "ISR Reports 2012," c.2012. 
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111-125 


Brief {S//REL TO USA, FVEY) 495 EIS, "Find the Enemy," 26 Feb 12. 


111-126 


Brief (U//FOUO) AFRL/SAIC, "Blue Devil Block 1 Summit," 28 Mar 12. 


111-127 


Email w/attchs (S) AFISRA/CA, to . AFISRA/CCE, "RE: (5| 

Blue Devil Capabilities," 2 Jul 12. 


111-128 


Case File (S//REL TO USA, FVEY) 451 EIS, "Expeditionary PED ISR VTC (Briefings)," 
2012. 


111-129 


Rpt (S//RELTO USA, FVEY) 30 IS, "DGS-1 SPIRITT Tactics, Techniques, and 
Procedures (TTP)," 30 May 12. 


111-130 


Case File (S//NF) AFISRA ISR (Images), 2012. 


111-131 


Rpt (U) Riverside Research Institute, "AN/FPS-108 Cobra Dane Long Term 
Sustainment and Modernization Recommendations, Vol 1," 30 Jun 08. 


111-132 


Rpt (S) Riverside Research Institute, "AN/FPS-108 Cobra Dane Long Term 
Sustainment and Modernization Recommendations, Vol 1," 30 Jun 08. 


111-133 


Memo (U//FOUO) JCS/CV to Dir, Missile Defense Agency, 

2 Aug 


111-134 


Rpt (S//NF) Riverside Research Institute, "AN/FPS-108 COBRA DANE 
Modernization Analysis of Alternatives, Final Report, Vol 1 of 3," 28 Sep 10. 


111-135 


Rpt (S//NF) Riverside Research Institute, "AN/FPS-108 COBRA DANE 
Modernization Analysis of Alternatives, Final Report, Vol 2 of 3," 28 Sep 10. 


111-136 


Memo (S//NF) Department of State to DNI Clapper, 
Jan 11. 


111-137 


Rpt (U) USSTRATCOM, "COBRA DANE Community-Wide Assessment, AO Level 
VTC (Minutes)," 11 Mar 11. 


111-138 


Rpt (U) USSTRATCOM, "COBRA DANE Community- Wide Assessment, 0-6 Level 
VTC, (Minutes)" 18 Mar 11. 


111-139 


Brief (U) USSTRATCOM, "COBRA DANE Community- Wide Mission Assessment," 
18 Mar 11. 


111-140 


Brief (U) USSTRATCOM, "CD Decision Flow Chart," c. 2011. 


TOP-SEC 
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111-141 

111-142 

111-143 

111-144 

111-145 

111-146 

HI-147 

111-148 

111-149 

111-150 

111-151 

111-152 

111-153 

111-154 



Rpt (S) USSTRATCOM, [ 




,5 April. 




Rpt (S) NASIC/DIA/ONI, " 



{S//REL TO USA, ACGU), 



18 Mar 11. 



Brief (S//NF) USSTRATCOM, " 
Update, 6 May 11. 



AO 



Rpt (S//NF) USSTRATCOM, 

13 May 11. 

Memo (S//NF) NORAD/USNORTHCOM/ CC to USSTRATCOM/CC, "| 

19 May 




Webpage (U) "Ballistic Missile Early Warning System (BMEWS)/' Intellipedia, 
downloaded 19 Jul 13. 

Email w/attchs (S) iAFISRA/DSto AFTAC/CCX, 

"FW {S-NF) Trip Report: MDA Director Visit to COBRA DANE," 19 Jan 12. 



Ema||w/attdi(S//NF)W^DaggittUSAF/A5XMto et a I, "(S-NF) 

Email w/attch (S//NF) AFISRA/CVE to AFISRA/CVE, "TSK 1202 10-01 (S//NF) 



Email w/attchs (S//NF) Mr. C. Sipes, AFISRA/DSS to Mr. K. Williams, AFISRA/DS, 
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MI-155 Email w/attchs (S//NF) AFISRA/DSE Workflow to AFISRA/D5E Workflow, "TSK 

120405-03 (S//NF) Tasker: COBRA DANE Lead MAJCOM SSS," 11 Apr 12. 

111-156 Email w/attchs (S//NF) AFISRA/CCE to AFISRA/CCE, "{S//NF) COBRA DANE Memo 

to AF/A2," 21 May 12. 

111-157 Email w/attch (U) AFISRA/A5/8/9,to . AFISRA/CA, "FW 

(U) Lead Major Command for COBRA DANE Radar (U)," 10 Aug 12. 

111-158 Email (S//NF) AFISRA/CA to AFISRA/CA, "PKG ESSS COBRA DANE CONOPS (U))," 

16 Aug 12. 

ill-159 Email w/attchs (S//NF) AFISRA/A3 Workflow to AFISRA/DSE Workflow, "(S//NF) 

Task Completed: Interim Change to COBRA DANE Multi-Mission CONOPS (Copy) 
(U)/' 31 Oct 12. 

111-160 Email (S) AF/A2CM to AFISRA/DSE Workflow, "(S) 0-6 

Coordination on COBRA DANE Contract Management Options (U)," 30 Nov 12. 

111-161 Brief (S//ORCON//NF) AFISRA/CCX, "AFISRA Mission Brief," 4 Oct 12. 

111-162 Rpt (U) DAMIR, Selected Acquisition Report, "COBRA JUDY Replacement," 31 Dec 

11 . 

111-163 Webpage (U) "USNS Lorenzen," Wikipedia, downloaded 23 jul 13. 

111-164 Fact Sheet (U) U.S. Navy /SEA 00D, "CJR - Cobra Judy Replacement," 19 Oct 12. 

ill-165 Rpt (U) U.S. Navy, "RDT&E Budget Item Justification: PB 2013 Navy, PE 

0305 149 N, Cobra Judy," c. February 2012. 

111-166 Email (S//NF) , AFISRA/A5/8/9, to Maj Gen R. Otto, AFISRA/CC, 

"(S//NF) COBRA KING Operational Issue," 22 Mar 12. 

111-167 Email (5) Brig Gen J. Horner, AF/A2C, to Maj Gen R. Otto, AFISRA/CC, "RE: (S//NF) 

COBRA KING Operational Issue," 23 Mar 12. 

111-168 Brief (S//NF) AFISRA/A2, "USAF HUMINT Program," 10 Feb 12. 

111-169 Brief (U//FOUO) 35 IS, "35th Intelligence Squadron/DON Intelligence Support to 

HUMINT," 2012. 
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111-170 

111-171 

111-172 

111-173 

IM-174 

111-175 

111-176 

111-177 

111-178 

111-179 

111-180 

111-181 

111-182 

111-183 



Email w/attchs (S//NF) . . , AFISRA/CCE to Maj Gen R. Otto, AFISRA/CC, 

"RE: (S//NF) Draft CC Email Subj: AF/A2 Intent for HUMINT Program/' 23 Apr 12. 



Paper (U//FOUO) AFI5RA/JA, "Background Paper on Human Intelligence Lines of 
Authority," 21 Mar 13. 

Brief (S//NF) AF/A2, 2012. 



Email w/attch (5//NF) _ AFISRA/A2 to NA5IC/CC, 

et al, "(S//NF) CSAF Update on AF HUMINT," 13 Aug 12. 



Email w/attchs (S//NF) 
"FW 121001-02 (S//NF) 
12. 



L AFISRA/ZQC to 



AFISRA/ZQC, 
(S//NF)/' 22 Oct 



Memo (S// NF) AFISRA/CC, 

25 Jun 

Email w/attchs {S//NF} AFISRA/DSE to AFISRA/DSE, "TSK: 120521-08 (S//NF) 
Action Folder J-2A Review of Draft DoDI S-5200.yy DoD Clandestine HUMINT and 
Related Intelligence Activities," 24 May 12. 



Email w/attchs (S//NF) , AFISRA/A2 to Maj Gen R. Otto, 

AFISRA/CC, et al, "(S//NF) HOT for Tuesday A2 VTC 1CF Background AF HUMINT 
ICF Prep TP (U), 3 Sep 12. 



Email (S//NF) Maj Gen R. Otto, AFISRA/CC to AFISRA/A2, "RE: 

(S//NF) AF 1 14-101 Vol 1 Intelligence Contingency Funds (ICF) Use in Support of 
HUMINT, 9 Aug 2012 (U)," 14 Dec 12. 

Brief (U//FOUO) 35 IS, "35 th Intelligence Squadron/DON Intelligence Support to 
HUMINT," Sep 12. 



Email w/attchs (S//NF) AFISRA/A2 to AFISRA/DSE, "Task Completed: TSK 120720 
Coordination of AFI 14-101, AF HUMINT Training," 30 Oct 12. 



Brief (S//REL TO USA, FVEY) AFISRA/A2A, "AF ISR Agency HUMINT Analytical 
Targeting Cell," 18 Sep 12. 

Instruction [Abstract] (S//NF) DoDD S-5200,37, 9 Feb 09, pgs 2-3. 

Brief (S//NF) NASIC/CC, "Restoring AF HUMINT," 21 Mar 12. 
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111-184 

111-185 

111-186 

111-187 

m-188 

111-189 

111-190 

111-191 

lfl-192 

111-193 

111-194 

111-195 

111-196 

111-197 

111-198 

111-199 

II 1-200 



Brief (S//NF) AFISRA/A2, "USAF HUMINT Program Way Forward Full-Spectrum 
Ops/' 9 Aug 12. 

ICD (U//FOUO) ODNI, ICD 34 "Human Intelligence," 9 Jul 09. 

Memo (U//FOUO) AFISRA/A2, "FY12 MIP/Non-MIP O&M Unfunded," 26 Jan 12. 



Email ( S//NF) Maj Gen R. Otto, AFI5RA/CC to Mr M. A ldaz, AFISRA/A2, "RE: 
(S//NF) ^ [ 



11 Jan 12. 



Email w/attchs (S//NF) , AFISRA/A2 to Col J. Bansemer, 

AFISRA/CVV, "(S//NF) 1300 Mtg w/SecAF Ref DCS," 4 Apr 12. 



Memo (U) Dir DCS to All DCS Employees, "Stand Up of the Defense Clandestine 
Service," 31 Jul 12. 

Webpage (S//NF) "COBRA DANE" Inteilipedia, downloaded 2 Aug 13. 

Webpage (S//NF) "COBRA JUDY" Inteilipedia, downloaded 2 Aug 13. 

Webpage (S//NF) "GRAY STAR" Inteilipedia, downloaded 2 Aug 13. 

Webpage (S//NF) ' Inteilipedia, downloaded 2 Aug 13. 

Webpage {S//NF} inteilipedia, downloaded 2 Aug 13. 

Brief (5) AFISRA/A5R, "AF ISR Agency Capabilities Planning and Analysis," 15 Feb 

12 . 



Brief (TS//SI/TK//RSEN//NF) AFISRA/A3, "Core Space Issues," 10 Feb 12. 

BBP (TS//SI/TK//NF) NASIC/SMS, "NASIC Requirements and Capabilities in the 
SSA Mission/' 15 Nov 11. 

BBP (TS//TK//RSEN//REL TO USA, FVEY) SMS/CC, "NASIC's Space and 
Counterspace Analysis Missions," 23 May 12. 

Brief (S//NF) AFISRA/A5/8/9, "ISR From and For Space Study Evaluation Vector 
Check," 12 Jul 12. 

Brief (TS//SI/TK//RSEN//NF) NASIC/CC, "AFISRA Role in Space," 23 Mar 12. 
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111-201 


Brief (U) SAIC, "Distributed Mission Site (DMS) NASIC and ISR From/For Space 
(ISRF2S) Study Update for AFISRA/CC," 9 Feb 12. 


111-202 


Brief (S//NF) AFSPC/A2-AFISRA/A5/8/9, "ISR From and For Space (ISRF2S) Study 
Findings/' 25 Jul 12. 


111-203 


Paper (U) AFISRA/A5/8/9, "SAIC Study Working Papers " 23 Jul 12. 


111-204 


Study (U//FOUO) SAIC, "ISR From and For Space (ISRF2S) Study: Final Report," 
26 Apr 12. 


111-205 


Brief (S//REL TO USA, FVEY) NASIC, "OPIR and Battlespace Awareness," 
15 Nov 12. 


111-206 


BBP (TS//SI/TK//RSEN//NF) NASIC/SMS, "NASIC's Requirements and Capabilities 
in the SSA Mission," 28 Nov 11. 


111-207 


Brief (TS//SI/TK//NF) Det 5 544 ISRG/CC, "Enhancing Air Force Use of Space- 
Based ISR," 28 Nov 12. 


111-208 


Email w/attch (U) AFISRA/A3 to AF/A2 Workflow, et al, "Tab 1 TSK 121015-01-A3 
Eagle Vision Transfer," 17 Oct 12. 


111-209 


Brief (U) AFRL-Metatech, "SWAT: Space Warning and Assessment Tools," 
2 May 12. 


111-210 


Brief (S//REL TO USA, FVEY) AFISRA/CC, "Air Force ISR in the Cyber Domain," 
29 Jun 12. 


111-211 


Brief (TS//SI//NF) AFISRA/A3C, "Air Force ISR in the Cyber Domain," 2 Aug 12. 


111-212 


Brief (TS//SI/TK//NF) 659 ISRG/CC, "Air Force ISR in the Cyber Domain," 
2 Aug 12. 


111-213 


Speech (U) Hon. SECAF Michael B. Donley to AFA CyberFutures Conf 23 Mar 12. 


111*214 


Article (U) Maj Gen S. Vautrinot, 24 AF/CC, "Sharing the Cyber Journey," 
Strategic Studies Quarterly, Fall 2012, pp 71-87. 


111-215 


Directive (S//REL TO USA, FVEY) USCYBERCOM Operational Directive 12-001,5 
Apr 12. 



T OP SECR ET # HCS/S l/TALENT KEYHOLi tf FG I GBR//R SEN/C 

259 

UNCLASSIFIED 




UNCLASSIFIED 

TOP SECRETtfHCS/S l /TALE N T KEYHOLB/FG I GBR//RSEN/ORCON/NOFORN//F I SA 



111-216 Memo (U) AFISRA/CC to AFISRA/A1-9, FM, et al, "Establishment of AF ISR Agency 

Cyber Division," 24 May 12. 

111-217 MFR (U) USCYBERCOM/CDR, "United States Cyber Command (USCYBERCOM) 

Commander's Strategic Assessment for Operating in Cyberspace — Preventing a 
Pearl Harbor Environment," 23 Mar 12. 

111-218 Brief (TS//SI//NF) 659 ISRG/CC, "Cyber ISR 2.0: New Solution for a New 

Environment," 17 Feb 12. 

111-219 Msg (TS//SI//NF) USCYBERCOM to SSO ARCYBER, et al, 

t221200Z Dec 12. 

111-220 Brief (TS//SI//NF) AFISRA/CVV, "Air Force ISR for Cyber," 9 Mar 12. 

111-221 Brief (U) HQ USAF/ST, "Air Force Cyber Vision 2025," 15 Aug 12. 

111-222 Rpt (U) USAF/ST, "USAF Cyberspace Science and Technology Vision, 2012-2025," 

13 Dec 12. 



111-223 



111-224 



111-225 



111-226 



Email w/attchs (TS//SI//NF) AFISRA/DDS to AFISRA/DSE Workflow, "FW: Task 
Status Report HOT Tsk 120910-04 HAF1224094716 ISR For/From Cyber Strategy 
in Prep for Cyber Summit," 14 Sep 12. 



Msg (TS//SI//REL TO USA, FVEY) USCYBERCOM to LFT CYBERCOM, et al, "(S//REL 




Msg (TS//SI//REL TO USA, FVEY) USCYBERCOM to FLT CYBERCOM, et al, "(S//REL 




Memo (U//FOUO) USCYBERCOM CDR to All USCYBERCOM Personnel, 




if 



23 Mar 12. 



111-227 Webpage (TS//SI//NF) USCYBERCOM, "History of US Cyber Command," 17 May 

13, Intellipedia, accessed on 14 Jun 13. 

111-228 Email (S//REL TO USA, FVEY) HAF/A2 to CSAF, 

IHBHHIHHIHH" 11 Jun 
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111-229 Email w/attch (S//REL TO USA, FVEY) AFISRA/A3 Workflow to 

andrwam@dni.ic.gov, "AFISRA re Foreign Review to FVEY of Unifying Intelligence 
Strategy on Cyber/' 5 Jul 12. 

111-230 Pub {S//REL TO USA, FVEY) Joint Publication 3-12 Cyberspace Operations/' 5 Feb 

13. 

Publica tion 

16 0ct 12. 

IH-232 Email w/attch (TS//SI//NF) AFISRA/A3 Workflow to 

brannen.cohee@actnet.ic.gov, "TSK 121003-02 FY15 Cyber Mission and 
Resources Major Issue Study: Formal Data Call," 12 Oct 12. 

111-233 Email w/attch (S//NF) ' . AFISRA/CCE to AFISRA/DDS, et al, "Re: 

emailing tasker POM14 Approval Brief Feedback," 23 Jul 12. 



111-234 

111-235 

111-236 

111-237 

111-238 

ill-239 

111-240 

111-241 

111-242 



Email w/attchs (TS//SI//NF) Mr. K. Williams, AFISRA/DSto AFISRA/DSE Workflow, 




Rpt (S//NF) AFT AC, "AFTAC Major Accomplishments-April 2012," 24 Apr 12. 



Rpt (TS//SI/TK//NF) NASIC, "NASiC GDIP Success Stories-April 2012," 23 Apr 12. 

Rpt (S//FGI GBR//NF) AFTAC, "AFTAC Major Accomplishments-June 2012," 26 
Jun 12. 

Rpt (TS//SI/TK//NF) NASiC, "NASIC GDIP Success Stories-June 2012," 20 Jun 12. 

Article (U) , "For and From Cyberspace," Air and Space Journal, 

Nov-Dec 2012, pp 12-33. 

Article ( U ) "Internet Governance and National Security," 

Strategic Studies Quarterly, Fall 2012, pp 102-125. 

Email w/attch (U) HAF/A2 Workflow to AFISRA/DS, et al, "FW Signed DNI Memo 
to the 1C re Appointment of National Intelligence Manager for Cyber," 12 Jun 12. 

Rpt (U) Sandia National Laboratory, "Cyber Threat Metrics," SAND 2012-2427, 
March 2012. 
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111-243 



111-244 

111-245 

111-246 
I i 1-247 



111-248 

111-249 

111-250 

111-251 

111-252 

111-253 

111-254 

111-255 

111-256 



Msg (TS//SI//REL TO USA, FVEY) USCYBERCOM to COMFLT CYBERCOM, et al, 

i ( J jl* 

Dec 12. 

Email (S//RELT0 USA, FVEY) Col J. Bansemer, AFISRA/CVVto Maj Gen R. Otto, 
AFISRA/CC, "RE: CYBERCOM GO Chop (U)," 16 Mar 12. 

Rpt (5//NF) CIA WIRE, 

Brief (S//NF) AFISRA/A3C, "Cyberspace Related ISR Force Analysis," 17 Sep 12. 

Email w/attchs (S//SI//RELTO USA, FVEY) C. Trolley, AFISRA/A3TI to AFISRA/DSE 
Workflow, "Task Completed: Tsk 121106-04 AFISRA Cyber ISR Billet Assessment 
for NAS 1C," 26 Nov 12. 

BBP (U//FOUO) AFISRA/A3C, "AF ISR Agency Cyber ISR Futures," 9 Jul 12. 

BBP (S//REL TO USA, FVEY) AFISRA/A6X, "AFISRA Cyberspace Support 
Personnel," 6 Jul 12. 

Brief (U//FOUO) USCYBERCOM/J3, 17 Ma V 12 - 

Brief (S//NF) AFISRA/A3C, "Cyberspace Related ISR Force Analysis," 3 Dec 12. 
Plan (TS//SI//REL TO USA, FVEY) USCYBERCOM/J3, 

Feb 12. 



Email w/attchs (S//NF) K. O'Neal, AFISRA/A3 to 24 AF/CS, "FW: Action 24AF 
121048 C-SAWS CONOPS/FRAGO 2-Ltr Review," 19 Oct 12. 

Email w/attchs (U//FOUO) AFISRA/A3 Workflow to AFISRA/A3 Workflow, et al, 
"Task Completed: Pkg ESSS Cyber Summit Update," 17 Sep 12. 

BBP (S//NF) AFISRA/A30, "AF ISR Agency Investment Strategy to Enable 
Cyberspace Operations," 7 May 12. 

Brief (U) AFISRA/A9Y, "HQ AF ISR Agency Cyber Organization IPT - Decision 
Brief," 30 Apr 12. 
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1 11-257 

111-258 

111-259 

MI-260 

HI-261 

111-262 

111-263 

111-264 

111-265 

111-266 

111-267 

111-268 

111-269 

111-270 

111-271 

111-272 



Rpt (U//FOUO) HQ USAF/A9 L, 

Email w/attch (S//NF) , AFISRA/A30 to . AFSIRA/CCS, "5 

Nov 12 [Cyber] Update," 5 Nov 12. 

Brief (S) AFISRA/A3C, "AF ISR Agency Support to SOUTHCOM," July 2012. 

Brief (S)-AF15RA/A3C, "AF ISR Agency Support to NORTH CO M/SOUTH COM," July 
2012 . 

Email (TS//TK//NF) AFISRA/DSE Workflow to AFCO DSE@nsa.ic.gov, "TSK 
121107-03 AFCO MOA Between 543 1SRG/NSAT on DMS Operations/' 7 Nov 12. 

Article (U) "CSS-B200T, Super King Air," Intellipedia, downloaded on 16 Aug 13. 

Article {U ) "Twelfth Air Force/Air Forces Southern," Intellipedia, downloaded 16 
Aug 13. 

Case File (TS//SI/TK//NF) Rpt 361 ISRG Monthly- Weekly, 2012. 

Memo {TS//SI//REL TO USA, FVEY) Det 1 AFISRAto NSA/DN1, "Submission of 
Senior Airman (SrA) Julian Schotten for Recognition of the NSA/CSS Memorial 
Wall," 14 Jan 13. 

Rpt (S//NF) 361 ISRG, "Organizational Historical Activity Inputs: CY2012," 12 Feb 
13. 



Email w/attch (AFISRA/CCE to AFISRA/CCE, "R-12-142-01 (S) Tsk 120518-02 361 
ISRG Space Requirements and Funding in JSOC Space," 24 May 12. 



Email (S) 




AFISRA/DS to 

13 Jun 12. 



AFISRA/A5/8/9, "FW: (S) | 



Brief (S) AFSOC, 




7 Jun 12. 



Email w/attch (S) ZM AFISRA/DS to AFISRA/A3, "FW: 

Commander USSOCOM Memo: Airborne ISR Support to SOF," 11 Jan 12. 



Brief (S//NF) 




16 May 12. 



BBP (S//TK//NF) AFISRA/A3FW, * 
11 . 



Program," 8 Nov 



TOP SEC RET WHC S/S l /TALE NT KEY H QL -E/ /FG I GBR//RSEN/ORCON/NOFORN//F I S A 

263 

UNCLASSIFIED 
















UNCLASSIFIED 

TOP SECRET//HCS/SI/TALEN - T KEYHOLE//FG I GBR//R SEN/C 



HI-273 


Brief (5//REL TO USA, ACGU) AFISRA/A3F, "AF Directed Energy Weapons 
Intelligence (DEWINT) Technical Direction Group (TDG) Overview," 15 May 12. 


111-274 


Brief (TS//S l/TK// RS E N //N F ) NAS 1C, "(U) RF MASINT 15 May 12. 


111-275 


Brief (TS//SI/TK//FGI GBR//RSEN//NF) |H, 

15 May 


II [-276 


BBP (TS//TK//NF) AFISRA/A3FW, "The NASIC Laser MASINT Developmental 
Program/' 8 Nov 11. 


111-277 


Brief (TS//SI/TK//NF) AFISRA, "HHCP - Phase 1," 14 Feb 12. 


111-278 


Brief (TS//TK//RSEN//NF) NASIC, "(U) Laser MASINT Program," 16 May 12. 


111-279 


Brief (TS//SI/TK//RSEN//NF) NASIC, "HPM Threat Overview," 20 Feb 12. 


111-280 


Brief (S//NF) AFISRA, "DEW Resources," 29 Feb 12. 


111-281 


Rpt (TS//SI/TK//NF) AFISRA, "Appendix C: Directed Energy Weapon (DEW) 
Analytical Information Needs/Intelligence Gaps and DEW Capability Gaps," 13 Jul 
12. 


111-282 


Image (U) "Cobra Dane," c. 2012, Wikipedia, downloaded 23 Jul 13. 


111-283 


Image (S//NF) "Cobra Dane BMEWS Coverage," c. 2012, downloaded 23 Jul 13. 


111-284 


Image (U) "Cobra King," Wikimedia, downloaded 23 Jul 13, c. 2011. 


HI-285 


Image (S//NF) "Cobra King Executive Summary," c. 2012, downloaded 23 Jul 13. 


111-286 


Rpt (S//TK//NF) AFGO, "Historical Activity Report: AFGO CY12," c. 2013. 


111-287 


Case File (TS//SI/TK/RSEN/ORCON//NF) AFGO, "AFGO Weekly Activity Report: 
2012," c. 2013. 


111-288 


Newsletter (C//REL TO USA, ACGU) AFGO "Hot Pix: 2012," c. 2013. 


111-289 


Brief (S//NF), AFISRA/A3, "NORTHCOM PED Support," 12 Dec 12. 


111-290 


Email (S//SI//NF) AFISRA/ A4C to AFISRA/A3QI, et al, 
23 Mar 12. 
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ill-291 Email {U//FOUO) AFISRA/A30 Workflow to Lt Col Rolirad, AFISRA/A30, "55th ISS 

NXDN-MFR Signature," 16 Jan 13, 

MI-292 Email (U//FOUO) AFISRA/A5C to AFISRA/A5W, "CSS Response to USNORTHCOM 

Request for Tech Solution for ARL /' 1 Jan 12. 

III- 293 Brief (S//NF) AFISRA/A30, "AFISRA Support to NORTHCOM," 13 May 13. 

Chapter Four 

IV- 1. Program (U }, AFISRA/A2, "Promotion Ceremony Honoring 

9 Oct 12. 

IV-2. Email (U), AF ISR Agency/PA to AFISRA- All Personnel, " Retirement 

Reminder," 7 Jun 12. 

IV-3. Rpt, (U) Executive Office of the President of the United States, "OMB Report 

Pursuant to the Sequestration Transparency Act of 2012 (P.L. 112-155)," c.a. 

Jan 13. 

IV-4. Rpt, (U) SECDEF, "Fiscal Year 2012 Defense Planning & Program Guidance 

Report," c.a. Sep 11. 

IV-5. Article (U) AFNEWS, "DoD prepares for potential sequestration," 10 Dec 12. 

IV-6. Memo (U), SECDEF, "Implications of Ongoing Fiscal Cliff Negotiations," 

20 Dec 12. 

IV-7. Congressional Act (U), "Budget Control Act of 2011," 112 th Congress of the 

United States of America, Washington, DC, 2 Aug 11. 

IV-8. Email (U), Air Force ISR Agency/PA to All Personnel, "VERA VSIP Round III," 

3 Apr 12. 

IV-9. Memo (U), SAF/PA, Public Affairs Guidance, "VERA/VSIP Round II 

Implementation," 28 Dec 11. 

IV-10. Briefing (U), AFISRA/A5/8/9, "A5/8/9 Restructure Plan," 31 Jan 12. 

IV-11. Email (U), AF ISR Agency/A5/8/9 to USAF A2C et a!., "AFISRA A5/8/9 

Restructuring," 30 Jan 12. 
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IV-12. 


Memo (U//FOUO), HQ AFISRA/A5/8/9, "FY15-19 AF ISR Agency Program 
Objective Memorandum (POM) Council Meeting Minutes/' 23 Oct 12. 


IV-13. 


Memo (5//NF), HQ AFISRA/A5/8/9, "FY14-18 AF ISR Agency General Defense 
Intelligence Program (GDIP) Council Meeting Minutes," 14 Feb 12. 


IV-14. 


Memo (U//FOUO), HQ AFISRA/A5/8/9, "FY15-19 AF ISR Agency Program 
Objective Memorandum (POM) Board Meeting Minutes," 16 Oct 12. 


IV-15. 


Briefing (S//NF), AFISRA/A8P, "AFISRA 14-18 Council FY 14-18 GDIP IPBS," 
14 Feb 12. 


IV-16. 


Briefing (S//NF), AFISRA/A8P, "AFISRA Board FY14-18 GDIP IPBS," 2 Feb 12. 


IV-17. 


Briefing (S//NF), AFISRA/A8P, "FY 14-18 GDIP Intelligence Program Budget 
Submission," 19 Jan 12. 


iV-18. 


Briefing (S//SI//REL), AFISRA/ ASP, "AFISRA Council FY 14-18 AF CCP IPBS," 
13 Feb 12. 


IV-19 


Memo (S//NF), HQ AFISRA/A5/8/9, "FY15-19 AF CCP Intelligence Program 
Budget Submission Group Minutes," 27 Sep 12. 


IV-20. 


usaf, 

Intellipedia, 15 Dec 11. 


IV-21. 


Briefing (U), AFISRA/FM, "Financial Update," 16 May 12. 


IV-22. 


Budget Memorandum "Promoting Efficient Spending to Support Agency 
Operations," 3 Jun 12. 


IV-23. 


Memo (U), AF ISR Agency/CC to All AF ISR Agency 2-Ltrs, et. al, "AF ISR Agency 
Guidance on Conferences," 29 Jun 12. 


IV-24, 


Rpt, (U) Congressional Research Service, "Defense: FY2013 Authorization and 
Appropriations," 5 Sep 12. 


IV-25. 


Rpt, (U) Congressional Research Service, "FY2013 Defense Budget Request: 
Overview and Context," 20 Apr 12. 


IV-26. 


Briefing (S//NF), AFISRA/FMP, "FY12 HQ Account Financial Management Board 
(FMB) initial Distribution/UFR'S," 27 Jan 12. 


IV-27. 


Briefing (TS//SI//REL), AFISRA/FMA, "FY12 0&M/3080 Unfunded Requirements 
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IV-28. 


{MtP/Non-MIP Brief," 5 Apr 12. 

Briefing (TS//SI//REL), AFISRA/FMA, "FY12 0&M/3080 Unfunded Requirements 
(MIP/Non-MIP & OCO 3080 Requirements Council," 12 Apr 12. 


IV-29. 


Briefing {S//NF), AFISRA/A8P, "AFISRA Council FY 15-19 AF POM," 22 Oct 12. 


IV-30. 


Memo (U//FOUO), AFISRA A5/8/9, "AF ISR Agency Program Objective 
Memorandum (POM) Council Meeting Results,” 23 Oct 12. 


IV-31. 


Memo, (TS//SI/TK), HQ USAF/A2RN, "Bullet Background Paper on NSA Enterprise 
Footprint Assessment," 12 Jan 12. 


IV-32. 


Email {TS//SI/TK//NF), NSACSS to AFISRA/CVV, et at., 


IV-33. 


Briefing {TS//S1/TK/NF}, NSACSS to AFISRA/CC, 
^ 6 Feb 


IV-34. 


Memo, (U), AFISRA/A8P, "Bullet Background Paper on NSA Enterprise Footprint 
Assessment," 4 Jan 12 


tV-35. 


Memo (U), SAF/PA, Public Affairs Guidance, "FY13 Air Force Budget Rollout,” 
13 Feb 12. 


IV-36. 


Rpt (U), HQ USAF, "FY13 President's Budget Force Structure Announcement," 
6 Mar 12 


IV-37. 


Memo (U) AFISRA/CC to All AFISRA Personnel, "Commander's Emphasis on Equal 
Opportunity (EO) and Sexual Harassment," 9 Jul 12. 


1V-38. 


Memo (U) AFISRA/CC to All AFISRA Personnel, "Commander's Emphasis on Anti 
-Harassment {Comprises Sexual Harassment and Unlawful Discrimination)," 

9 Jul 12. 


IV-39. 


Brfg (U), AFISRA/SE, "AFISRA FY12 Mishap Review," 11 Oct 12. 


IV-40. 


Brfg (U), AFISRA/A1, "FY12 AF ISR Agency Rating Distribution-Modified," 
31 Oct 12. 


iV-41. 


Article (U), Washington Times, "US Intel budget topped $75 billion in 2012," 
31 Oct 12. 
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IV-42. 


Rpt (U//FOUO), SAF/FMB, "Budget Authorization/Allocation or Operating Budget 
Authority, MAJCOM identifier 46, nr 62/' 30 Sep 11. 


IV-43. 


Rpt (U//FOUO), AFISRA/FM, "FY 2011 Funding Authority," 30 Sep 11. 


IV-44. 


Rpt (U//FOUO), SAF/FMB, "Budget Authorization/Allocation or Operating Budget 
Authority, MAJCOM identifier 53, nr 33," 27 Sep 11. 


IV-45. 


Rpt (U//FOUO), AFISRA/FM, "FY 2012 Funding Authority," c.a. 30 Sep 12. 


IV-46. 


AFI 90-301, (U), SAF/IG, "inspector General Complaints Resolution," 23 Aug 11. 


IV-47. 


AFI 90-201 {U}, SAF/IG, "The Air Force Inspection System," 23 Mar 12. 


IV-48. 


Briefing (U), AFISRA/IG, "USAF Inspection System Council," 23 Oct 12. 


IV-49. 


Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 566 IS," 
3 Feb 12. 


IV-50. 


Rpt (U//FOUO), AFISRA/IG, "NSA-CSS Colorado Unit Compliance Inspection 
Report," 3 Feb 12. 


IV-51. 


Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 548 ISRG," 
17 Feb 12. 


IV-52. 


Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, AFTAC," 
9 Mar 12. 


IV-53. 


Rpt (U//F0U0), AFISRA/IG, "Unit Compliance Inspection Report, 694 ISRG," 
20 Apr 12. 


IV-54. 


Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, Det 2, 18 IS," 
20 Apr 12. 


IV-55. 


Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 117 IG ," 
16 May 12. 


IV-56. 


Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 70 ISRG," 
20 Jul 12. 


IV-57. 


Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 381 IS," 
17 Aug 12. 


IV-58. 


Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 480 ISRG," 
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14 Sep 12. 

IV-59. Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 497 ISRG," 

14 Sep 12. 

IV-60. Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 691 ISRG," 

26 Oct 12. 

IV-61. Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 693 ISRG," 

26 Oct 12. 

IV-62. Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 97 IS," 

16 Nov 12. 

IV-63. Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 55 ISS," 

16 Nov 12. 

IV-64. Rpt (U//FOUO), AFISRA/IG, "Unit Compliance Inspection Report, 123 IS," 

3 Dec 12. 

IV-65. Email (U), AFISRA/IG, "Items of Interest, 548 ISRG," 24 Feb 12. 

IV-66. Email (U), AFISRA/IG, "Items of Interest, 123 IS," 7 Dec 12. 

IV-67. Email (U), AFISRA/IG, "Items of Interest, 566 IS," 10 Dec 12. 

IV-68. Rpt (FOUO), AFiSRA/lG, "Operational Readiness Inspection Report, 

Detachment 2, 25 IS," 31 May 12. 

IV-69. Brfg (U) AFISRA/A7C, "CE and Facilities Council," 16 Feb 12. 

IV-70. Brfg (U) AFISRA/A7C, "CE and Facilities Council," 10 Aug 12. 

IV-71. Brfg (U//FOUO) AFISRA/A7C, "Civil Engineer and Facilities Board Meeting," 

10 Aug 12. 

IV-72. Brfg (U//FOUO) AFISRA/A7C, "Civil Engineer and Facilities Board Meeting," 

2 Oct 12. 

IV-73. Memo: (U) AFiSRA/HO to USAF/HO, "1 January-30 June 12 Historical Activity 

Report (RCS: HAF-HO(SA)8202)," 31 Aug 12. 

IV-74. Memo: (U) AFISRA/HO to USAF/HO, "1 July-31 December 12 Historical Activity 
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Report (RCS: HAF-HO(SA)8202}/' 28 Jan 13. 

IV-75. Memo (U//FOUO), DCH/CSS to AFISRA/CC, "Transfer of Lackland Training Annex (LTA) to 
AFISRA," 2 Feb 12. 

(V-76. Article (U) AFNEWS, "Treaty monitoring center anticipates state-of-the-art facility," 23 
Feb 12. 

IV-77. Article (U), Yahoo Voice, "Groundbreaking for new AFTAC Complex at Patrick Air Force 
Base in Florida," 30Jun 11. 

IV-78. Article (U), The Steel Guru, "Patrick AFB's AFTAC building begins with steel beams," 9 
Jun 12. 

IV-79. Article (U) AFNEWS, "Construction site becomes more 'concrete,'" 17 Apr 12. 

IV-80. Memo (S//REL TO USA, FVEY), AFTAC/CC to AFISRA/CC, "AFTAC Weekly Update to AF ISR 
Agency," 28 Aug 12. 

IV-81. Memo (U), AF ISR Agency/CC, "DCIPS FY12 Performance Management Closeout 
Guidance. 

IV-82. Memo {U), USD (I), "DCIPS FY12 Performance Management Closeout Guidance for 2012. 
IV-83. Brfg (U) AFISRA/A1, "FY12 DCIPS Timeline," 22 Aug 12. 

IV-84. Article (U) AFNEWS, "AFISRA focuses on workplace resiliency," 14 Mar 12. 



IV-85. Rpt (U), HQ U5AF, "USAF Force Structure Changes: Sustaining Readiness and 
Modernizing the Total Force," 6 Mar 12. 




IV-87. Briefing (U//FOUO) AFISRA/A7C, "Medina Update," 25 Apr 12 



IV-88. Email (U), AF ISR Agency/AIMO to AF ISR Agency/AIK, et. al, "RE: 111122-01 RMD 703 
(Next Steps) (2nd Update)," 28 Nov 11. 

IV-89. Email (U//FOUO), AFISRA/A7CP, "9800 Area Brief," 13 Jun 12. 

IV-90/ Brfg (U//FOUO), AFISRA/A7CP, "Tab 1 -9800 Area Brief." 
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Distribution 



NS A Center for Cryptologic History 1 

AFTAC 1 

AFCO 1 

NASIC/HO 1 

480 ISRW/HO 1 

70 ISRW/HO 1 

HQAFISRA/HO 7 



TOP S EC RET//HC S/S l /TALE NT KEYHOLE//FG I GB R f / R S EN/ORCON/NOFORN//F I SA 

271 

UNCLASSIFIED 



